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ABSTRACT

The Global System for Mobile Communications (GSM) is the most widely used cellular
technology in the world. Approximately 3 billion people around the world are using GSM for
different purposes, but mostly for voice communication and Short Message Service (SMS). However,
because of the openness of wireless communications, how to protect the privacy between
communicating parties is becoming a very important issue. The motivation for security in cellular
telecommunications systems is to secure conversations and signaling data from interception as well as

to prevent cellular telephone fraud.

Generally, one of the most important security service provided in GSM communication is the
authentication process. However, the current authentication process in GSM is one-sided
authentication. The mobile unit is only authenticated by the network. This is the weak point that leads
to many security problems due to vulnerability against man-in-the-middle attack. The attacker who
can interfere into the network is able to obtain the authentication key of a valid subscriber for

impersonating itself as the valid or right mobile user.

Therefore, in order to overcome this problem, an efficiency improvement of identity process
based on Public-key techniques for GSM security protocol is proposed. These techniques are used to
provide mutual authentication in encryption and identification between mobile unit and GSM
network. Finally, the storing of authentication data to decrease bandwidth for transmitting the

authentication message is improved.



The results of simulation show that the time taken to apply the Public-key techniques is very

small and our approach decrease bandwidth for transmitting the authentication message.
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Chapter 1

Introduction

1.1 Motivation

Global System for Mobile Communication (GSM) is the European standard for second
generation mobile system. In the past decade, GSM has become widespread throughout the world.
While earlier analog wireless systems were used by only few people, GSM was used by over 1.5
billion worldwide subscribers at the end of 2005. On June 2008, more than 2.9 billion subscribers
were using GSM corresponding to a market share of more than 81%, and its story continues, even
now, despite the introduction and development of next-generation systems such as International
Mobile Telecommunications (IMT-2000) or Universal Mobile Telephone System (UMTS) (3G) and
even systems beyond 3G, dubbed IMT-Advanced.

The GSM standard was designed to be a secure mobile phone system with strong
subscriber authentication and over-the-air transmission encryption. The security model and

algorithms were developed in secrecy and were never published.

Eventually some of the algorithms and specifications have leaked out. The algorithms have
been studied and critical errors have been found. Thus, after a closer look at the GSM standard, one

can see that the security model is not all that good.

The motivation of the research in cellular telecommunication systems is to secure the
conversations and the signaling data from interception as well as to prevent cellular telephone fraud.
Therefore, security is an important concern at the core of GSM technologies. The most notable
demonstration is the use of a Subscriber Identity Module (SIM) card to store sensitive data on
handsets and to protect against mobile fraud. Although it seems to be secure enough over the past
15 years, with the new methods of recent cryptanalysis, GSM security system becomes vulnerable

and possible to be attacked.

In this research, the security of the GSM network is evaluated. A complete and brief review

of GSM network security problems is also presented. The measurement used in the GSM, such as
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Table 4.8 Average time for encryption/decryption comparison.

Number of cSM RSA RSA | RSA (512Bits) - GSM | RSA (1024Bits) - GSM
Keration process | (ms) | 512Bits | 1024 Bits {ms) (ms)
per simulation (ms) {ms)

1 1.000 | 3.700 25.000 2.700 24.000
100 1.035 | 3710 25010 2.675 23.975
200 1.060 3.720 25020 2.660 23.960
300 1.000 | 3.730 25.030 2.540 23.940
400 1110 | 3.740 25.040 2.630 23.930
500 115 | 3.750 25050 2.595 23895
600 1200 | 3.760 25.060 2.560 23.860
700 1270 | 3770 25.070 2.500 23.800
800 1385 | 3.2 26.080 2.575 24.735
900 1520 | 4.110 26.0900 2.590 24570
1000 1900 | 4450 27.200 2.550 25.300

Y = 208,675 Y = 265.965

According to Table 4.8, the average time A2 is bigger than that of Al. Hence, the
cumulative time to encrypt/decrypt data is also bigger. In RSA algorithm, the network security is
based on the difficulty of factoring large integers, which is called key length. Key length is referred
to the length of the modulus n in bits. Thus, it means that if the key length is longer, the
authentication is more secure. However, the duration of time to communicate between MU and the

network is slower.

4.4 Conclusions

Secure communication architecture for the GSM network is proposed. In the proposed
architecture, public-key cryptography for user authentication, and stream cipher for message
encryption and decryption are used. Message encryption is fast. SIM only stores user’s personal
information and the authentication process is very secure. Therefore, this architecture significantly
improves the security of today’s GSM network. In Table 4.8, the proposed protocol is compared
with the basic protocols and other researcher’s protocols. The proposed protocol can achieved
mutual authentication because of the network can be authenticated by MU and vice versa. The
reduction of the bandwidth consumption is achieved because the visiting VLR does not need to be
transferred back to HLR for acquiring another set of authentication parameter. By using CA, The

VLR only stores one copy of authentication parameters. Therefore, the required storage space for
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VLR database is reduced. Since the proposed protocol does not change the current GSM

architecture, the implementation of the proposed protocol can be applied.

Table 4.9 Comparisons between the Proposed Protocol with the existing GSM Authentication

Protocols.
Characteristics Basic | Proposed A B
protocol
1 Mutual authentication No Yes Yes | No
2 Reduction of bandwidth consumption No Yes No | Yes
3 Reduction of the storage of VLR database No Yes No | No
4 | Authentication of MU by VLR instead of HLR No Yes No | No
5 Change architecture of current GSM - No Yes | Yes

A= Secure Communication Mechanisms for GSM networks [21]: C3, C5, and C8 algorithms were
used in the GSM authentication protocols instead of using A3, A5, and A8 algorithms.
B= A new Authentication Protocol for GSM Networks [22]: A new efficient authentication

approach using “mobile user events counter” (COUNTM) was proposed.

According to the simulation results, it is found out that the time taken to apply public-key
techniques is very small (with maximum of 15 m-sec using 1024-bits key length for authentication
or encryption); which is very few prices to pay in terms of ensuring security. In order to apply the
proposed system, both Mobile Unit and Network entities must include digital certificates and a
public key algorithm. The software that implements the RSA algorithm can be mounted in both MU
and Network HLR/VLR.

The findings of this thesis work and also the potential future work will be summarized in

the last chapter.



Chapter 5

Conclusion and Future works

In this chapter, the proposed protocol is concluded and several possibilities for future works

are explained.

5.1 Conclusion

Mobile communication is one of the fastest growing sectors of the telecommunication
industry. Mobile users can make and receive calls while they are moving independent of time,
location and network access. The Global System for Mobile Communication (GSM) is a Pan-
European digital cellular mobile system supporting widespread roaming and Personal
Communication Services (PCS) in a worldwide wireless communication network. However,
wireless systems are more vulnerable to fraudulent access and eavesdropping. Although the
authentication process in GSM gives a reasonable security level, it overloads the network with
significant signaling traffic and increasing the call set up time. The signaling load and the
authentication delay are of particular importance and become the subject of widespread research

interest.

In this thesis, the GSM privacy and authentication protocol are studied and analyzed. The
new authentication protocol with less signaling traffic and better call set up time that can be used in

GSM network is also proposed.

Although the proposed protocol can achieve requirements security, the existing GSM
system together with the proposed protocol is still not supported fully with security functions as the

follows:

® Non-repudiation: the system does not provide the non-repudiation of origin or delivery.

® End-to-end confidentiality: GSM only ensures the confidentiality of data between the MU
and VLR over wireless networks. It does not provide end-to-end confidentiality. Generally,
it is assumed that a secure channel between the VLR and HLR over a fixed network is

already set up.
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It is shown that the proposed protocol enhances to address that these security flaws are not
completely effective. These security issues the Public-key techniques which is characterized
efficiently by both key sizes and speed performance, which are favored over classical public key
systems. The use of the Public key cryptography methods in both user authentication and the key
distribution services ensures that mobile user’s private parameters are stored only in their SIM
cards. Public key certificates used in the proposed system do not contain the identities of their
owners which ensure user identity confidentiality on the air interface. However, the digital
signatures on these certificates use the user identities to ensure the binding between the certificates
and their owners. Since all of the data flow through the intermediate transport network between the
home and the visited networks is encrypted with a private key algorithm, the proposed protocols do

not rely on the security of that intermediate network.

5.2 Future works

In order to apply our system for GSM, both MU and Network entities must contain the
Digital Certificates and a public key algorithm; which are also required in the changing of the

Mobile Equipment (ME). Due to the evolution in ME industry, it is possible to work on this process.

For more research, the testing of Elliptic Curve Public Key instead of RSA is suggested.
Elliptic Curve Cryptography (ECC) is an emerging method of asymmetric cryptosystems. Many
standard committees (ISO, ANSI, and IEEE) are currently developing new standards for this
method. The reason is that the elliptic curve discrete logarithm problem is much harder to solve
than the normal discrete logarithm problem (DLP).The RSA System requires the length of 1024 bits
of security while the ECC methods need only 163 bits. Thus, this system should be preferred when

computational time, memory capacity, or bandwidth are constrained.

The developed security protocols were explained in terms of the GSM environment. During
the design of these protocols, it can be applied extensively to any wireless network architecture.
Implementation and integration of the designed protocols in UMTS 3G wireless networks can be

conducted in the future.
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Abstract

A study on security in Extensible Authentication
Protocol Subscriber Identity Modules (EAP-SIM)
authentication process with GSM networks has been
introduced in this paper. We present the concept of
authentication  procedure and  authentication
algorithm of EAP-SIM for GSM networks. After
analyzing, we found the problem about security key
and show some solutions. Finally, we propose the
specification of EAP-SIM in authentication.

Key Words: EAP, EAP-SIM, GSM network.

1. Introduction

An Extensible Authentication Protocol (EAP)
provides an infrastructure for clients to authenticate
with a central authentication user. There are generally
two ways of EAP: link cantrol phase and
authentication phase, and only authentication phase
was considered here. That is, EAP will not select a
specific authentication mechanism at link control
phase but can delay this until the authentication phase.
Due to this reason, the authenticators are able to
request more information before determining the
specific authentication mechanism. Examples of
authentication schemes supported by EAP are MD5
challenges, One Time Passwoards (OTP), and Generic
Token Card.

802.1X, the IEEE standard for Port Based Network
Access Control, can ensure that authenticated users or
authenticators are granted to access through the
controlled port on the access devices. The
authentication software on the user’s station is
referred to as the supplicant Until the user is
authenticated, the supplicant can communicate with
the authentication server (typically a Radius server),
using the EAP. EAP server plays a role as a
framework for a variety of authentication methods.
The best EAP methods provide mutual authentication;

that 1s, the supplicant is authenticated to the
authentication server and the authentication server is
authenticated to the supplicant. Global System for
Mobile (GSM) Communication is an accepted
standard for digital cellular services. EAP-Subscriber
Identity Module (SIM) is an implementation of an
authentication method of the EAP used in GSM-
based mobile phone networks; that is, it provides the
mutual authentication of the client device to the
network, and the network to the mobile telephony
network. EAP-SIM, containing user information,
features the use of a SIM card as a type of smart card
used in accounting/billing procedures and data used
in the encryption of transmitted voice and data.
Usually, SIM cards used in mobile phones are mostly
used with laptops, notebooks, PDA handhelds, and
other devices to integrate the wireless LAN (WLAN)
and GSM-capable intelligent networks. The SIM card
is a small printed circuit board inserted in a GSM-
based mobile phane or other devices when signing on
as a subscriber. This card, containing subscriber
details, secunty information, and memory for a
personal directory of numbers, is a small plug in type
or sized as a credit card for use in mobile phones,
PDA (Personal Digital Assistants) and personal
computers.

This paper presents a study on security in EAP-SIM
authentication process with GSM networks. Section I
gives a background and overview of EAP, GSM
[1.2,3] and EAP-SIM. Section II demonstrated
authentication process using Radius server and EAP-
SIM in GSM networks and terms [4]. Authentication
algorithm for security in EAP-SIM [1,5] was
described m Section IIT. Section IV discusses some
features and solution for security in EAP-SIM
[6,7.8,9]). Section V gives the conclusion drawn from
the aforementioned evidence and makes the argument
for interoperability of an EAP-SIM [1,2,3,4].



2. Authentication process with radius
server and eap-sim in gsm networks

2.1 Terminology

The frequent uses of terms and abbreviations in this
paper are given as follow:

e AAA (Authentication, Authorization and
Accounting) is a securty protocol
implemented in a server for controlling
access of voice and data into the networks.

s AuC: Authentication Center known as the
GSM network element that provides the
authentication triplets for authenticating
the subscriber.

e Fast re-authentication: An EAP-SIM
authentication exchange that is based on
key derived upon a preceding fall
authentication exchange. The GSM
authentication and key exchange
algorithms are not used in the fast re-
authentication procedure.

o  Fast re-authentication identity: A fast re-
authentication identity of the peer,
including an NAI realm portion in
environments where a realm is used (used
on fast re-authentication only).

o Full authentication: An EAP-SIM
authentication exchange based on the
GSM authentication and key agreement
algorithms. '

o GSM triplets: The tipple formed by the
three GSM authentication values RAND,
K., and SRES.

s MAC: Message Authentication Code.

o NAI: Network Access Identifier.

o Permanent Identity: The permanent
identity of the peer, including an NAI
realm portion in environments where a
realm is used, usually based on the IMSI
(used on full authentication only).

s SS57, Signaling System 7: It is the
architecture for performing out-of-band
signaling in support of the Public
Switched Telephone Network (PSTN). It
identifies functions to be performed by a
signaling-system network and a protocol
to enable their performance.

2.2 Authentication in a GSM network

Every mobile subscriber is assigned as a unique
Intemational Mobile Subscriber Identity (IMSI)
number to identify both the subscriber and their
subscription within the GSM network [1]. The IMSI
is made up of a 3 digit Mobile Country Code (MCC),
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a 2 digit Mobile Network Code MNC), and a 10
digit Mobile Subscriber Identity Number (MSIN).
The IMSI resides in a SIM, plugged into any Mobile
Station Equipment (MSE). The IMSI is not dial-able
so each subscriber is assigned as dial-able Mobile
Subscriber ISDN (MSISDN) numbers. The mapping
between IMSI and MSISDN along with a secret
shared key, K; and the information of other
subscribers maintained in a database called as the
Home Location Register (HLR). As a mobile
subscriber roams to other networks, it must be
authenticated back to its home network as shown in
Fig.1, which gives GSM-SIM authentication in a
GSM network.

The mobile user is registered on the foreign
network’s Visitor Location Register (VLR). From the
subscriber’s IMSI, the VLR can communicate with
the subscriber’s HLR through the SS7 network using
the Mobile Application Part (MAP) protocol. The
VLR sends a MAP SendAuthInfo request with the
subscriber’s IMSI to the subscriber’s HLR. The HLR
responds to a MAP SendAuthInfo response with a
triplet such as:

1. A random number challenge.

2. A secret response generated with the
IMSI, random number, and X;.

3. Asessionkey, K..

Then, the VLR challenges the SIM wusing the
random number. If the result responded from this
SIM match with the one provided by the HLR, then
the subscriber is authenticated; otherwise, the call is
rejected.

2.3 Authentication procedure with EAP-SIM
Fig. 2 shows EAP-SIM authentication procedure. A
user using the EAP-SIM to authenticate itself to the
network should have a wireless card or a SIM reader
and the EAP-SIM software in the user’s laptop or
PDA. The user inserts the SIM into the WLAN card
and connects it to a PDA or a laptop. Note that the
SIM issued by the service provider, be able to use for
voice and data. When the user is within the range of
an access point, the communication will be set up to
connect the user, the access point, and the Radius
server through the IP network. Based on the SIM
card’s IMSI, the server contacts the users’ HLR
through the SS7 network using the triplets - the
session keys, the secret response and the random
challenge. The server then challenges the SIM with
the secret response. The SIM in GSM authentication
generates the secret response from the Random
Challenge with its secret key. This secret response is
sent back to the server and compared to the secret
response from the HLR and SIM. If they are equal,
the server asks the access point to grant access to the



user. This access point comnects the user to the
WLAN and sends the server some accounting
information to indicate that the user’s wireless
connection is complete. This accounting information
might include the time, data, and location where the
connection was established Based on that
information, the server from the access point inserts
the data into its SQL database used for billing. When
the user is connected to the WLAN, the access point
keeps sending message to enswe the message
connection. Once the user disconnects or someone
wants to move out of range, the access point sends
the server an accounting stop message to show the
disconnection of the user from the network. Finally,
the server will enter this information into its database
used for billing,
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Figure 1. GSM-SIM authentication in a GSM network
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Figure 2. EAP-SIM authentication procedure
3. Authentication algorithm

GSM networks utilize encryption for three purposes:

Authentication, Encryption and Key generation. The
authentication algorithm used in the GSM system is
known as the A3 algorithm and show in the Fig. 3.
Most GSM netwark operators utilize a version of the
COMP128 algorithm as the implementation of the A3
algorithm.

A3's task is to generate the 32-bit Signed Response
(SRES) utilizing the 128-bit random challenge
(RAND) generated by the HLR and the 128-bit
Individual Subscriber Authentication Key (K;) from
the Mobile Station’s SIM or the HLR.
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A3 actually generates 128 bits of output. The first 32
bits of those 128 bits form the SRES.

The A3 algorithm is implementation in the SIM.
The choice of A3 algorithm is given to the operator to
give maximum sectrity.

The encryption algorithm used in the GSM system
is a stream cipher known as the AS algorithm and
show in the Fig. 4. The stream cipher is initialized
with the K, and the number of each frame. The same
K. is used throughout the call, but the 22-bit frame
number changes during the call, thus generating a
unique key stream for every frame. Both ciphering as
well as deciphering are performed by applying an
“Exclusive-Or” function between the 114 codes bits
of a radio burst and a 114 bits ciphering sequence
generated by a specific algorithm.

The same K. is used as long as the Mobile Services
Switching Center (MSC) does not authenticate the
MS again. In practice, the same K, may be in use for
days. Authentication is an optional procedure in the
beginning of a call, but it is usually not performed.
The AS algorithm is implementation in the MS.

The key generation algorithm used in the GSM
system is known as the A8 algarithm and show in the
Fig. 5. Most GSM network operations utilize the
version of the COMPI128 algorithm as the
implementation of the A8 algorithm. A8’s task is to
generate the 64-bit Session key (K.), from the 128-bit
RAND received from the MSC and from the 128-bit
X; from the mobile station’s SIM or the HLR.

A session key (K,) 1s used until the MSC decides to

authenticate the MS again. This might take days.
A8 actually generates 128 bits of output The last 54
bits of those 128 bits form the K,. Ten zero-bits are
appended to this key before it is given as input to the
AS algorithm.

In practice the two algorithms A3 and A8 are
combined into a single algorithm, called A38 which
is used to simultaneously compute SRES and K. from
RAND and K;. This combined algorithm is referred to
as the authentication algorithm.

The A3/A8 authentication and key derivation
algorithms that run on the SIM can be given a 128-
bits random number (RAND) as a challenge. The
SIM runs operator specific algorithms, which take the
RAND and a secret key K; (stored on the SIM) as
input, and procedure a 32- bits response (SRES) and a
64-bits long key K. as output.

The K. key is originally used as an encryption key
over the air interface, but in this protocol, it is used
for deriving keying material and is not directly used.
Hence, the secrecy of K, is critical to the security of
this protocol.
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COMP128 is the default algorithm used by GSM
network operators for authentication and key
exchange as shown in Fig 6. COMP128 gencrates the
SRES using A3 algoritm and K. using the A8
algorithm in ene round of rumming. It takes in the K;
and RAND as input and procedures the 128 bits
output. Out of which the first 32 bits form the SRES
and the last 54 bits form the secret key X... The last 10
bits of the K, are zeroed out for padding. This is a
common procedure for all A8 implementations.

EAP-SIM specifies a mechanism for mutual
authentication and session key agreement using the
GSM-SIM to enhance the GSM authentication
procedures. Unfortunately, it cannot succeed in its
goal of providing 128 bits security from the current
64 bits security of GSM. Furthermore, it does not
provide session independence between different
sessions.

GSM authentication is based on a challenge-
response mechanism. The A3 algorithm has a one-
way property and is the core of a challenge-response
protocol needed for authentication of users.

| Ki (128 bits), RAND (128 bits) |

COMP128

r—| SRES {32 bits)
128005 oupt %
|

Figure 6. COMP128 authentication algonthm

Key generation is tightly linked to authentication
and another algorithm with one-way property called
AR and is used for this purpose.

4. EAP- SIM Security Analysis

4.1 Analysis

GSM keys K, are only 64 bits long and thus directly
using them would not provide greater security. EAP-
SIM tries to use a vector of them to create session
keys. Since now, if 3 K.’s are used the overall key
size can be 192 bits long and one can hope that we
have achieved 128 bit security.

4.1.1 Only 64 bits security

Unfortunately, as we show that the security reached
is only 64 bits and not 128 bits even when 3 K.'s are
used. One simple way to attack an encryption key is
to guess its value and proceed with the protocol. If
the session key is 128 bit strong then the probability
of success should be around !4'*. However, we will
show how to proceed with a guessing attack with
success probability %4*. This should not happen with
a secure 128 bit key and indicates the security is
actually still 64 bits.



<Solutions>

There are couple of solutions to solve this problem
which be proposed. The first 15 a simple solution
which the client has to insist that the RANDs have to
be different from each other. For example, if 2
RAND:s are used then insist that R1 not equal R2. If
there RANDs are used then insist that R1 not equal
R2 and R1 not equal R3, and R2 not equal R3. This
way the adversary will have to guess values at least
two different points and that means the success
probability will be less than %',

However, this does not help if only ane RAND is
used in the vector. Another solution is to insist that
SRES also be part of the master key (MK) calculation.
In that case the adversary would have to guess not
only the values of K, but also SRES. Even if only one
RAND is used, this means the adversary has to guess
at 96 bits which is better than 64 bits.

Of course, the two solutions can be combmed, so
that in the case where more than 1 RAND is used we
would hope to get 128 bits of security and where only
one RAND is used we still hope to get to 96 bits of
security.

4.1.2 Lack of session independence

The protocol, however, suffers from a serious
deficiency that is sessions are not independent. If the
values of K. from one of the sessions are
compromised then an adversary can use them to carry
fraudulent conversations with the client. We can see
this is the case because the K, values are dependent
on the RANDs and not on the random challenge from
the client. Thus if the RAND and X, vectors are ever
compromised, an attack can use them directly. The
client who receives the RANDs would not know that
these were compromised values and would go ahead
with the protocol, verify the MAC and accept the
attacker as a legitimate network.

A secure mutually authenticated session key
agreement protocol should not have this problem. It
might be suggested to everyone to make sure that the
K. vector is never compromised. This is not practical
to assume in a general protocol because even if the
authenticator is trusted today. It is not clear that it can
be trusted for all future times which would be needed
to make sure that a past K, vector is never used again.
Secondly, even if a user trusts an authenticator for a
type of conversation in a location, it is not clear that
that user would want to trust for other types of
conversation. But a compromised K. could effect all
future conversations at all locations,

Another way to see that session independence is
important is to look at why are we using different
session keys at all for encryption and message
authentication? A part of the answer is to not expose
lots of plaintext/ciphertext but a large part of the
answer is what we just stated about independence.
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Furthermore, if a user could trust that the K, vectors
will never be compromised, then that user never has
to generate more than K, vector and just use the same
K. vector for different sessions. Since the Rc
challenge from the client will be different, we can
assume that the message encryption and
authentication session keys will be different. There is
no reason to generate different triplets at all. Actually,
there is no reason to even generate one triplet; a user
could just share the root key K; itself if a user is
assured that it will not be compromised. Then the
security can be strongly guaranteed by using the 128
bt K; with mutually authenticated session key
agreement protocol.

<Solutions>

There is actually no solution for this problem as
long as GSM triplets are used as the fundamental
source of keying. The above solutions to strengthen
the 64 bit to 128 bit are of no use in creating sesston
independence, and it is hard to see how we could do it
easily.

One approach possible but not practical is for the
client to store all the past RAND vectors it is seen
and to make sure that they are not repeated. If it sees
that a previous RAND vector is being re-used it
should satisfy the protocol but abort before using the
session keys to actually encrypt anything. In this case,
if the real network ever repeated a previous vector
accidently, that vector would be used up and at the
next try the network would use a fresh vector which
will be different. The chance of a vector being
accidently repeated is negligible because an
individual RAND is 128 bits.

Since it is not practical to store all past values,
perhaps the client can store the most recent n RAND
values and make sure they are not repeated. This may
give some partial protection in practice. Actually the
whole RAND vector does not need to be stored, just a
part of the RAND, for example 32 bits can be stored
and looked for repeats, this way many previously
used values can be checked for repeats. Of course, if
a previous value was repeated then the client should
make sure that value is always checked for repetition
in the future and never allowed.

The EAP-SIM protocol does not provide 128 bits of
protection and we gave an attack showing that only
64 bits of protection is provided. We also gave
solutions to address this problem. Secondly, EAP-
SIM does not provide session independence and this
is a serious deficiency. Unfortunately, there does not
seem to be a solution which can fully eliminate this
problem as long as the keying matenal is based on the
GSM triplets.



4.13 Another limitations of GSM and possible
improvement

GSM only provides access security; it does not
protect against active attacks. Another weakness with
GSM lies in a particular implementation of the A3/A8
aguthentication and cipher key generation algorithm
COMP128. Last but not least, GSM networks lack the
flexibility to quickly upgrade and improve security
elements such as the cryptographic algorithms.

One solution is to use another cryptographically
secure algorithm for A3. This would require issuing
new SIM-cards to ail subscribers and updating HLR
software. This solution is easy to be implemented
because the network operators can make the changes
themselves and do not need the support of hardware
or software manufactures or the GSM. There is now a
new algorithms available called COMP128-2.

The operator can employ a new A5 implementation
with strong encryption too. A new A5/3 algorithm
has also been agreed upon to replace the aging AS/2
algorithm. This improvement would require the co-
operation of the hardware and software manufactures
because they will have to release new versions of
their software and hardware that would comprise with
the new algorithm.

4.2 EAP-SIM Specification
We have defined same specification of EAP-SIM in
authentication security as shown in Table 1 below.

Table 1: EAP-Sim specification in authentication security
SPECIFICATION YES | NO [ WA
Cipher suite negotiation x
Mutual authentication

Integrity protection

Replay protection
Confidentiality (except method-
specific  success and  failure
indications)

Key derivation

7 | Key strength (supports key | x
derivation ~ with  128-bits
effective key strength)

8 | Dictionary aitack protection X
9 | Fastreconnedt x
10 | Cryptographic binding x
11 | Session independence x
12 | Fragmentation X

W] ) W ]
XP Xt Xt X

x

5. Conclusion
This paper presents about the security of EAP-SIM
builds on underlying GSM mechanism. EAP-SIM

makes a secure access possible by combining the
802.1x, EAP and GSM authentication protocol.

GSM authentication is based on challenge-response
mechanism. The A3/A8 authentication and key
derivation algorithms that run on the SIM can be
given a 128-bits random number (RAND) as a
challenge. EAP-SIM also extends the combined
RAND challenge and other message with a message
authentication code in order to provide message
integrity protection along with mutual authentication.
Many of the security features of EAP-SIM rely upon
the secrecy of the K, value in the SIM triplets, so
protecting these values is important to the security of
the EAP-SIM protocol.

The EAP-SIM protocol does not provide 128-bits of
protection and we show an attack that only 64 bits of
protection provided.

We also show solutions to address this problem. The
lack of mutual authentication is a major weakness in
GSM authentication because it only has 64-bits in
security key. In some cases, EAP-SIM provides better
security properties than the underlying GSM
mechanism by increases security key to 128 bits.
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