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ABSTRACT

In this thesis, we present the use of two different optical randomly encoded techniques
for communication security applications, in which the random signals can be generated and
formed the security encoded signals. In the proposed system, firstly, a dark-bright soliton pair is
input into an optical Mach Zehnder interferometer (MZI), where the coincidence dark and bright
soliton pair is occurred and obtained by using a (7/2 ) phase retarder (i.e. a beamsplitter), which
means that the |D> and IB) states represent the orthogonal dark and bright soliton pulses. The
signals from through (Th) port are formed and transmitted to the transmission line and finally to
the end user. The add/drop filter is used to separate (filter) the required signal form the
transmission link, in which the Th and drop port signals are formed as transmitted and referencing
signals, respectively. Moreover, because of the lack of phase of (7/2 ) between dark and bright
solitons,.the use of such behaviors can form in the same way as the entangled photon behaviors,
in which the use of dark-bright soliton pairs for quantum information applications can be realized.
The advantage of such a system is that the system is secured, easily created and uncomplicated.

Secondly, a simultaneous generation of dense quantum key distribution is formed via an
optical memory array to generate the random signals. The optical memory system is formed by
using an array waveguide incorporating a nano ring resonator, whereas the different spatial light
modes can be generaied and stored within an optical memory unit. The polarized photon is
formed and stored within a storing device, whereas the different time slot entangled photons. can
be generated, transmitted and detected by the different subscriber in the distributed networks. By

using the optical memory concept, the continuous variable quantum key distribution is provided.

I



Furthermore, the use of quantum dense coding (QDC) via time division multiplexing paths is also
plausible. The advantage of the proposed system is that the quantum key distribution can provide
the network security with high capacity and safety, which is the large demand of usage in the

public networks.
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CHAPTER 1

INTRODUCTION

1.1 Motivation

From the pass till now, many forms of communication systems have been devised for
sending messages from one place to another. The basic motivations behind each new form were
to improve the transmission fidelity, to increase the data rate and to enhance the transmission
distance between broadcast stations [1]. One of them is the use of light as the transmission
medium for telecommunication which is called optical communication. In this form of
communication, a transmitter encodes a message into an optical signal, which is transported to a
receiver through a channel. The receiver reproduces the message from the received optical signal
to its original understandable form.

Communication has become the important media and role in human daily life, in which
the required communications in both wire and wireless communications [2, 3] must be fast and
high security, therefore, the searching for new communication schemes still remains. Till date,
many research works have been continuingly developed to increase in both speed and high
security {4-6].

Dark and bright soliton behaviors have been widely investigated in different forms {7, 8].
The use of soliton, i.e. bright soliton in long-distance communication link has been implemented
for nearly two decades, however, the interesting works using bright soliton in communication
remain, whereas the use of soliton pulse within a micro ring resonator for communication security
has been studied [9]. The interesting results are when the technique could be implemented within
a tiny device such as a micro ring and a nano ring resonators and could be implemented within the
mobile hand-set [9, 10]. The dark soliton is one of the soliton properties, whereas the soliton
amplitude is vanished or minimized during the propagation in media, therefore, the dark soliton
detection is difficult. The investigation of dark soliton behaviors has been reported {11, 14],
where one point of them has shown interesting results, where the dark soliton can be stabilized
[15] and converted into bright soliton [16] and finally detected. This means that we can use the
dark soliton penalty due to the low level of the peak power to be the benefit, where the promising
idea is that a dark soliton can performed the communication transmission carrier where the

recovery can be retrieved by the dark-bright soliton conversion. Actually, we are looking for the



simple technique that can be employed to detect the dark soliton. Yupapin and Suwancharoen
[17] have reported the interesting results of light pulse propagating within a non-linear micro ring
device, where the transfer function of the output at the resonant condition is derived and used.
They found that the broad spectrum of light pulse can be transformed to the discrete pulses.

Quantum network has also been introduced and has become the promising technology
that can be used to fulfill the perfect network security. Some research works have been reported
in various forms of applications [18, 19]. The use of quantum key distribution via optical network
has been reported [20, 21]. To date quantum key distribution (QKD) is the only form of
information that can provide perfect communication security. The use of QKD has been proposed
in many research works, whereas the applications in different forms — such as point-to-point link
[22], optical wireless [23], satellite [24], long distance [25] and network [26] — have been
reported. However, a more reliable system for network security is needed, which is both high
capacity and secure. The concept of continuous variable in the form of dense wavelength
multiplexing is introduced to overcome such a problem. By using the continuous variable
concept, the continuous QKD can be formed and available for a large demand. There are some
works that have proposed the use of continuous variable QKD with quantum router and network
[27, 28]. However, the requirement for large bandwidth signal and dense wavelength
multiplexing has become the practical problems.

Quantum information was theoretically well established by Bennett et al. [29], who
proposed a scheme that presented the use of quantum cryptography. The area of this research is
now popularly investigated in either theore;tical [30] or experimental [31] works, which is
expected to have an implemented system for a wide range of application in the near future. To
date, the demand of using the mobile telephone is still large. However, there is a serious problem
of interception, where perfect security is greatly required from the users. The idea of quantum
telephone has -now become the key investigation. Many applications can be provided by the
network providers. Furthermore, there are some advantages such as small size, lightweight and,
especially, low cost. There is no such perfect security system that can secure the personal data
should use the word safely from an eavesdropper that has been implemented in the telephone
networks. Yupapin and Suchat [32] have reported the use of weak light to form a nonlinear
behavior instead of using strong light pulse in an ordinary single-mode fiber, where the four-wave
mixing result from the delayed pulse trains in the fiber ring resonator could be performed instead

of the Kerr effect types in a fiber ring resonator. When the delayed polarization modes via the



ring resonator [33] were combined with the incoming light pulse trains, the entangled photon
states were observed. In practice, this simple design and arrangement can be used as the quantum
device for mobile telephone and network to be realistic. Recently, Suchat et al. [34] have
proposed the promising concept of quantum key distribution via an optical wireless
communication link for telephone networks. Manderbach et al. [35] have reported on the
experimental implementation of a Bennett—Brassard 1984 (BB84) protocol-type quantum key
distribution over a 144 km free-space link using weak coherent laser pulses. Fietz and Shvets [36]
have reported that the generation of quantum key via a micro ring device is plausible, which
means the use of quantum key within the telephone hand set will be realized in the near future.

In this thesis, we present the use of two different optical randomly encoded techniques
for communication security applications, in which the random signals can be generated and
formed the security encoded signals. In the proposed systems, firstly, a dark-bright soliton pair is
input into an optical Mach Zehnder interferometer (MZI) using the lack of phase of (n/2) to
generate the ’D) and ]B) states, in which the use of dark-bright soliton pairs for quantum
information applications can be realized. The advantage of such a system is that the system is
secured, easily created and uncomplicated. Secondly, a simultaneous generation of dense
quantum key distribution is formed via an optical memory array to generate the random signals.
The polarized photon is formed and stored within a storing device which is the optical memory.
The advantage of the proposed system is that the quantum key distribution can provide the
network security with high capacity and safety, which is the large demand of usage in the public

networks.

1.2 Basic Optical Communication

There are many forms of optical communication, for example, the airplanes use the
landing lights at airports to land safely, the heliograph uses a mirror to reflect sunlight to a distant
observer, distress flares are used by mariners in emergencies and optical fibers can be used as a
medium to transmit light and thus information in a distance.

The primary role of optical fibers has long been to transmit high-speed bit streams from
point to point, between nodes in the network. Electronics at the nodes have processed and
switched the signals, multiplexing or demultiplexing them to different data rates, directing them
to different nodes. In essence one can view the telecommunications network as built of two main

components: pipes, which transmit signals, and switches which process and direct the signals.



Fibers are representing the pipes for high-speed signals. The first big step towards optical
networking was the advent of wavelength-division multiplexing (WDM). The initial attraction of
WDM was its ability to multiply the capacity of a single fiber. Instead of carrying a single time-
division multiplexed (TDM) channel at 2.5 to 10 Gbit/s or even more, a fiber could carry 4, 8, 16,
32, 40 or more optical channels at different wavelengths, each may be at a different data rate.
WDM makes signal management and processing possible on the wavelength level. Combing four
10 Gbit/s signals into a single 40 Gbit/s data stream requires an expensive electronic TDM
multiplexer and a 40 Gbit/s optical transmitter including a receiver and demultiplexers to pick out
one of the signals. If the four 10 Gbit/s signals are sent on separate optical channels, a filter can
pick off the desired optical channel without disturbing the rest of the channels. This principle is
applied in any WDM system: optical filters are used for separating one optical channel from the
combined signal without electronics. Optical filters are key devices for WDM systems. The most
obvious application is for demultiplexing very closely spaced channels, however, they also play

major roles in gain equalization and dispersion compensation. [37]

1.3 Goal of the Thesis

The primary goal of this thesis is to investigate the design and simulation nonlinear
characteristics of ring resonator architectures. The second goal is to understand the principle of
optical devices. The third.goal is to understand and design the quantum security and quantum key
distribution using optical memory array. Finally, we can design a new system of dark-bright
soliton conversion for the optical communication security system using the Mach Zehnder

interferometer.

1.4 Scope'of the Thesis

Scope of this thesis, we purpose the use of two different optical randomly encoded
techniques for communication security applications using the optical devices, such as ring
resonators, add/drop filters and Mach Zehnder interferometer, in which the random signals can be
generated and formed the security encoded signals. And we also show the advantage of these

techniques.



1.5 Organization of the Thesis

Chapter 1,
Chapter 2,

Chapter 3,

Chapter 4,

Chapter 5,

Chapter 6,

introduction to the subject of the thesis, basic optical communication.
descriptions of theoretical foundation nonlinear optics, optical ring
resonators, optical add/drop filter and other optical filters.

generation of polarized soliton pulses, continuous variable quantum key
distribution, and entangled photons.

descriptions of optical memory array and communication security using
quantum key distribution.

conversion of the dark-bright soliton using Mech Zehnder interferometer for
optical communication security.

conclusion and future works.



CHAPTER 2

THEORETICAL BACKGROUND

For an understanding of the theoretical foundation, the nonlinear optic and optical devices
are described thoroughly in this chapter. Firstly the introductions to the nonlinear optics, such as
nonlinear suscéptibility, nonlinear refraction, self-phase modulation, cross-phase modulation, four
wave mixing, optical chaos, optical bistability, optical chaotic communication and optical soliton,
are shown in 2.1 — 2.10, respectively. In later sections, the optical ring resonators and optical
add/drop filter are discussed in section 2.11 — 2.17, respectively. Finally, section 2.18, the optical

filters are shown.

2.1 Nonlinear Susceptibility

Nonlinear optics is the study of phenomena that occur as a consequence of the
modification of the optical properties of a material under intense illumination. Typically, only
laser light is sufficiently intense to modify the optical properties of a material. Nonlinear optical
phenomena are nonlinear in the sense that the induced material polarization is nonlinear in the
electric field [38]. The general equation that describes the optical field evolution in a dielectric
material is given by

_1&E__ 2PE)

VE- g R

(2.1)
where the polarization P characterizes the medium and it is a function of the electric field. In the

case of weak nonlinear behavior of the medium, the polarization can be expressed by a Taylor

polynomial as

P=gE+e " :E+ex®:E-Evey® :E-E-E+..., (2.2)
linear PL 7T nonline\;r PNL ’

where dielectric dispersion is ignored. % is the linear susceptibility, :represents the inner tensor
product and the second and the third-order tensor x‘® and % are responsible for the second

harmonic generation, and the third-order harmonic generation, respectively.



2.2 Nonlinear Refraction (Optical Kerr Effect)
The optical Kerr effect (i.e. nonlinear refraction index) results from the third order
nonlinear susceptibility %, which is a fourth rank tensor.

An optical wave is a real quantity and usually expressed as
E(t) = Reffel®™ | 23)
or similarly as

E() = %Ee““ﬂ"’ +cc. (2.4)
where c.c. represents the complex conjugate of the preceding term. Thus, an x-polarized optical

wave, propagating in the z-direction in an isotropic medium, is represented mathematically as
B(t) = E, el®== @.5)
)= Py Xe +c.c. .

The third order polarization (mediated by %) in a material leads to a nonlinear intensity
dependent contribution to its refractive index; i.e., the refractive index of the material changes as
the incident intensity on the material changes. The susceptibility tensors in isotropic material can

® =0, due to inversion symmetry; the third order nonlinear

be further simplified as ¥
susceptibility will only have one contributing term ¥, since the light is x-polarized and there
are no means for sourcing additional polarization components.

The linear and nonlinear induced polarizations are

PL =80(1+X(’))E (26)

and



Pa = p®
= Egu (@-0,0,0)E'EE
+E0 Y, e (@3 0,—0, ®)EE'E
€W, ore (@5 0, ©,~®)EEE’ @7
= 38X oo [E| E

3
= ZEOXMIE):IZE

respectively. Hence,

ZJE

EX

3
P= PL + PNL = 80(1 + 'X(I) + ZEO'X““
The total dielectric constant
g =¢, +Ag,

E 2

where £ =1+%" =n} and Ac =%xxm after comparing with the expression for P. The

refractive index is related to the dielectric constant as:

2

n= 8r+A8,z\/€+ ae, =no+§h"iEK (2.8)
\ 2" on,
The intensity dependent refractive index for a nonlinear material is given by
2
n=n,+ n2|El 2.9)

Comparing Eq.(2.8) and Eq.(2.9), the nonlinear refractive index is directly determined by the

third-order susceptibility as

&)
SE/ L (2.10)

' 8n, 8n,



which characterizes the strength of the optical nonlinearity. The intensity I of an optical wave is

proportional to |E|2 as I=2LIE|2 where 1 is the impedance of the medium. When comparing
n

the optical response in the same medium, I = |E| is taken for simplification.

2.3 Self-Phase Modulation
The change in refractive index due to the Kerr effect determines a corresponding change
in the propagation constant. As a consequence, the phase of a signal propagating through the fiber

varies with distance according to the equation:
¢ =n k,z + yP(t)z .11)

where y=n,k,/A_; . The first term in Eq. (2.11) represents the linear phase shift due to signal
prop'agation; the second term represents the nonlinear phase shift. When the incident wave is a
pulse with a power variation given by P(t), the output pulse is chirped. This phenomenon is
called self-phase modulation (SPM), since the power variation within the pulse leads to its own
phase modulation. In the leading edge of the pulse, where dP/dt>0, the instantaneous
frequency is downshifted from the central frequency, whereas in the trailing edge, where
dP/dt <0, the instantaneous frequency is upshifted. The chirping due to nonlinearity leads to
increased spectral broadening.

In the presence of dispersion, the spectral broadening due to self-phase modulation
determines two situations qualitatively different. In the normal dispersion region (where the
wavelength is shorter than the zero dispersion wavelength, A, ) the chirping due to dispersion is
to downshift the leading edge and to upshift the trailing edge of the pulse, which is a similar
effect as that due to self-phase modulation. Thus, in this regime the chirping due to dispersion and
self-phase modulation add. On the other hand, in the anomalous dispersion region, the chirping
due to dispersion is opposite to that due to self-phase modulation. Consequently, nonlinearity and
dispersion induced chirpings can partially or even completely cancel each other. When this
cancellation is total, the pulse neither broadens in time nor in its spectrum and such pulse is called
a soliton. Much research effort has been devoted to the study of optical solitons and their
application in telecommunication systems because they have the peculiar behaviors of preserving

their shape during propagation [39, 40].
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2.4 Cross-Phase Modulation

When two or more signals having different carrier frequencies are transmitted
simultaneously inside an optical fiber, the nonlinear phase evolution of the signal at frequency w;
depends also on the power of the other signals. This nonlinear phenomenon is known as cross-
phase modulation (XPM) and it is due also to the intensity dependence of the refractive index.

The nonlinear phase shift of the signal at @; becomes:

o = 'yz[l’i + 2ZPJ.] (2.12)

izj

Where P, is the power of the signal at ®,;. The first term in the square brackets
represents the contribution of self-phase modulation, while the second term is the contribution
from the cross-phase modulation. The factor 2 in Eq. (2.12) indicates that cross-phase modulation
is twice as effective as self-phase modulation for the same amount of power.

From Eq. (2.12) it can be deduced that cross-phase modulation is effective only when the
interactive signals are superimposed in time. In the presence of finite dispersion, two pulses at
different frequencies will move with different velocities and thus the pulses will walk off from
each other. Obviously, larger dispersion will reduce the walk off length and hence the cross-phase
modulation effects.

Due to cross-phase modulation, the phase of each channel in a WDM system is affected
by both the average power and the bit pattern of all other channels. Fiber dispersion converts
phase variations into amplitude fluctuations that affect the signal-to-noise ratio (SNR) and
introduce jitter. In these circunstances, an understanding of the interplay between cross-phase

modulation and group velocity dispersion is very important for WDM systems [41].

2.5 Four Wave Mixing

When the signal at difference frequencies propagates through the medium, besides cross-
phase modulation, another important effect occurs: four-wave mixing (FWM) [42].

Four-wave mixing is a nonlinear effect arising from a third-order optical nonlinearity, as
is described with a % coefficient. It can occur if at least two different frequency components
propagate together in a nonlinear medium such as an optical fiber. Assuming just two input

frequency components ®, and ®, (with ®, > ®,), a refractive index modulation at the difference
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frequency occurs, which creates to additional frequency components (Fig 2.1). In effect, two new

frequency components are generated:

W; =0, (0, ~0,)=20, -0, and 0, =0, — (0, —0,) =20, -,

‘,»
03 ©] Oy O4

Fig. 2.1 Generation of new frequency components via four-wave-mixing.

Four-wave mixing is a parametric interaction among waves satisfying a given phase
relationship called phase matching. Different phenomena may be originated by four-wave mixing
process depending on the relation among interaction frequencies. If three optical fields with
carrier frequencies ®, (i = 1, 2, 3) co propagates inside the medium simultaneously, it appears
that the third-order polarization vector has several components: three components have the

frequencies of the input fields, the others have an angular frequency ®, given by

0,=0,t0,+o, (2.13)

If no field is present in the medium at the frequency ®,, a new field component is
created at this frequency. If a field at the frequency ®, is already present in the medium, it will
be affected by the nonlinear interaction between the fields at , , which causes crosstalk in multi-
channel communication systems.

The phase-mismatch among all for waves is given by

A =B(w,) +B(w,) - B(@,) - B(w,) (2.14)

Where (@) is the propagation constant for an optical field with frequency ® . Assuming that the
frequencies to be closely and equally spaced (i.e., ®, =0, — A0, ®, =0, — 240, ®, =®, — A®)

and making a Taylor series expansion of all Bs about the frequency ®,, we get
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AB=2B,(Aw)’ (2.15)

where B, =09B/dw’ is the group velocity dispersion (GVD). When B, =0 we a perfect shave-
phase matching and thus an efficient four-wave mixing. This situation is desirable for applications
such as all-optical signal processing, wavelength conversion, pulse compression, etc. four-wave
mixing in optical materials can also be used for generating spectrally inverted signal through the
process of optical phase conjugation (OPC), which is useful for dispersion compensation.
However, in WDM systems four-wave mixing causes a transfer of power from each channel to its
neighbors. Such a power transfer not only results in the power loss for the channel but also
induces inters channel crosstalk that degrades the system performance severely. This problem can
be minimized using the technique of dispersion management, in which the dispersion is kept

locally high even though it is low on average.

2.6 Optical Chaos

Optical Chaos is observed in many nonlinear optical systems. One of the most common
examples is a ring resonator. One of the most seminal works is published by Ikeda (Physical
Review Letters, 1982) where chaotic behavior in a ring resonator was proposed and
experimentally confirmed. Optical Chaos was an exciting field of research in mid-1980s and was
expected at that time to lead to production of all optical devices including all optical computers.
Researchers realized later the inherent limitation of the optical systems due to the non-localized
nature of photons compared to highly localized nature of electrons. Research in Optical Chaos has
seen a recent resurgence in the context of studying synchronization phenomena, and in

developing techniques for secure optical communications. [43-44]

2.7 Optical Bistability

The phenomenon of optical bistability (OB) arises from a combination of the nonlinearity
in the radiation-matter interaction and of a feedback mechanism [45-47]. Generally, there are two
classes of optical bistability: absorptive and dispersive optical bistability. Absorptive optical
bistability occurs whenever the input wavelength is close to the atomic resonance of the material.
An increase in the input power produces an increase in saturation, i.e., in the degree of

transparency of the medium. This allows the internal field of the cavity to increase, which in
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return increases the saturation. Such positive feedback loop causes the switch-up process. When
the input power is decreased, the internal field is intense enough to maintain the saturation. As a
consequence, the transmitted power is held “ON” and one obtains a hysteresis curve. InGaAsP
can be designed to have the band edge around 1.45 pm and thus can show absorptive optical
bistability when pumped at 1.55 pm. On the other hand, dispersive optical bistability occurs
whenever the input wavelength is tuned far away from the atomic resonance and hence the
material is transparent. The frequency of the incident field is kept near one of the cavity
frequencies, but detuned enough so that the transmission is low. An increase in the input intensity
produces an increase in the intensity of the internal field. Because the refractive index is a
function of intensity, this changes the optical length of the medium in such a way that the cavity
resonance is driven closer to the input frequency. In return, it increases the internal field intensity.
Thus, again, we have a positive feedback loop which produces up-switching. When the incident
power is decreased, the internal field is intense enough to maintain resonance between the cavity
and the input frequency, and therefore one again obtains a hysteresis. For example of this
phenomena is shown in Fig. 2.2 which the input wavelength is at 1.55 pm. The characteristic of

bistability hysteresis can be implemented as optical switching.

? 60

5 sof R
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Fig. 2.2 The output power versus the input power showing the bistability hysteresis used as

switch “on” and “off”.

2.8 Optical Bifurcation

Bifurcation theory is the mathematical study of how and when the solution to a problem
changes from there only being one possible solution, to there being two, which is called a
bifurcation. Most commonly used in the mathematical study of dynamical systems, a bifurcation

occurs when a small smooth change made to the parameter values (the bifurcation parameters) of
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a system causes a sudden 'qualitative' or topological change in its long-term dynamical behavior.
Bifurcations occur in both continuous systems and discrete systems. [48, 49]

The study of how the character of fixed points change as parameters of the system
change is called bifurcation theory. (Recall that the term bifurcation is used to the describe any
sudden change in the dynamics of the system. When a fixed point changes character as parameter
values change, the behavior of trajectories in the neighborhood of that fixed point will change.
Hence the term bifurcation is appropriate here.) Being able to classify and understand the various

possible bifurcations is an important part of the study of nonlinear dynamics.

2.9 Optical Chaotic Communication

The appearance in the year of 1990 of two seminal papers involving fundamentals of
chaotic systems to generated a tremendous amount of interest and work with subsequent
applications in synchronization and control of chaos. In particular, the peculiar features of chaotic
systems well explored [50, 51] (synchronization capability and sensitivity to initial condition),
opened up a whole new field for using chaotic signals as information carriers. It is currently
accepted that chaotic systems provide a rich mechanism for signal design and generation, with
promising potential applications to communications and signal processing. Since chaotic signals
are typically broadband, noise like and difficult to predict they can be used in various contexts for
masking information-bearing waveforms. They can also be used as modulating waveforms in
spread spectrum systems, like Code Division Multiple Access (CDMA) that is becoming very
popular in many fields of telecommunication. Two fundamental characteristics of chaos in
physical systems are the complexity of the dynamics and the sensitivity of the time evolution to
small perturbations. The sensitivity of chaos to small perturbations has been seen for a long time
as merely a barrier to prediction, and not as a useful property. Major developments in the area of
controlling chaos using small perturbations have proved otherwise: the sensitivity to small
perturbations exhibited by chaotic systems allows controlling them using.

Chaos communications is an application of chaos theory which is aimed to provide
security in the transmission of information performed through telecommunications technologies.
By secure communications, one has to understand that the contents of the message transmitted are
inaccessible to possible eavesdroppers.

In chaos communications security is based on the complex dynamic behaviors provided

by chaotic systems. Some properties of chaotic dynamics, such as complex behaviors, noise-like
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dynamics (pseudorandom noise) and spread spectrum, are used to encode data. On the other hand,
being chaos a deterministic phenomenon, it is possible to decode data using this determinism. In
practice, implementations of chaos communications devices resort to one of two chaotic
phenomena: synchronization of chaos, or control of chaos. The implement chaos communications
using such properties of chaos, two chaotic oscillators are required as a transmitter (or master)
and receiver (or slave). At the transmitter, a message is added on to a chaotic signal and then, the
message is masked in the chaotic signal. As it carries the information, the chaotic signal is also
called chaotic carrier.

When chaos synchronization is used, a basic scheme of a communications device
(Cuomo and Oppenheim 1993) is made by two identical chaotic oscillators. One of them is used
as the transmitter, and the other as the receiver. They are connected in a configuration where the
transmitter drives the receiver in such a way that identical synchronization of chaos between the
two oscillators is achieved. For the purpose of transmission of information, at the transmitter, a
message is added as a small perturbation to the chaotic signal that drives the receiver. In this way,
the message transmitted is masked by the chaotic signal. When the receiver synchronizes to the
transmitter, the message is decoded by a subtraction between the signal sent by transmitter and its
copy generated at the receiver by means of the synchronization of chaos mechanism. This works
because, whilst the transmitter output contains the chaotic carrier plus the message, the receiver
output is made only by a copy of the chaotic carrier without the message. The electrical signals
with a power far below the one produced by the chaotic system itself. Thus, the complexity of
chaos and its sensitivity to small perturbations can be combined harmoniously by using the
sensitivity to control (and take advantage of) the complexity. As a consequence, it is currently
recognized by many engineers that the fact that chaos provides complex behavior from simple
systems can be exploited to obtain technological advantages over conventional means for
information transmission.

Optical Chaos is observed in many nonlinear optical systems. One of the most common
examples is a ring resonator. One of the most seminal works is published by Ikeda (Physical
Review Letters, 1982) where chaotic behavior in a ring resonator was proposed and
experimentally confirmed. Optical Chaos was an exciting field of research in mid-1980s and was
expected at that time to lead to production of all optical devices including all optical computers.
Researchers realized later the inherent limitation of the optical systems due to the non-localized

nature of photons compared to highly localized nature of electrons. Research in Optical Chaos has
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seen a recent resurgence in the context of studying synchronization phenomena, and in

developing techniques for secure optical communications. [52, 53]

2.10 Optical Soliton

In a linear medium, the phase between the different plane waves depends solely on the
probagation angle. It is clear then, that if all the plane wave components have the same angles,
they will also have the same phase velocity and no phase difference will be acquire during
propagation. If we represent the propagation direction of these plane waves by arrows, these
arrows will creates a cone in space. The associated beam will propagate in this linear medium
with no broadening while it maintain it's shape and dimensions. This type of beams is called
“Bessel beams” since their field is described by Bessel function.

In a nonlinear medium, however, each plane wave is influenced by all the others. This is
because the index change is a function of the total intensity. For some nonlinearities it is possible
to find an ensemble of plane waves which will delay the phase velocity of the on axis components
(in comparison with the of axis components). Consequently, the phase delay between the different
propagating plane waves will be compensated by the other waves via the medium nonlinearity.

If the nonlinearity is such that the index at the beam center is higher than in the dark
regions, then the plane wave that propagate on axis will experience the highest index and will
propagate slower from those off axis. This high index experienced by the on axis wave can
compensate for its linear tendency to propagate faster (because it is on axis). One example in
which the index of refraction fully compensates for the shorter trajectory is a hyperbolic secant
solution in a Kerr type medium. The plane waves that construct the hyperbolic secant index
profile (induced by the beam via the nonlinearity) have all the same phase velocity along
propagation, and hence their interference (the hyperbolic secant shape) also maintains its shape
and size as it propagates.

One can also look on solitons from the mathematical perspective. One has to find a
stationary wave solution of governing nonlinear wave equation. The mathematical aspects of
solitons are out of the scope of this thesis. Hence, here we will give just the final solution. For the
exact mathematical derivation, the reader may refer to [54-56].

We start from the Maxwell equations with the following assumptions:

- The electric field in the propagation direction is negligible in comparison with the

transverse electric field (paraxial approximation).
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- The electromagnetic wave is monochromatic and its frequency is .

- The transverse electric field is E(x,y,z,t)=w(x,y, x)exp[j(cot - kz)] where the slowly
varying field \y(x, y,x) changes much slower than exp[j(cot - kz)] .

- The change in the refractive index is much smaller than one.

For beams in Kerr type medium (for which the index of refraction is the following

function of the intensity: n(l)=n, +n,I, one can start from the Maxwell equations and derive

the nonlinear Schrédinger equation:

d i & o? jkn
gw(x,y,Z)=[2—Jk-(§+§J+—n:l|\lf(x,y,z)lz]\v(x,y,’<) (2.16)

Here, z is the propagation direction, kis the wave vector, and y is the slowly-varying

amplitude of the electric field. Among all solutions for Equation (2.16) there is one family of

Y =./y, sec h[v’;—} exp[j(:é—):l 2.17)

2
2n, 1 and 7, = kW,
n, ky,

particular interest:

Here W, = . We can see that the intensity of this subfamily

I(x, y) = ]\ylz is z independent. For any chosen peak power, \,, we can find a sech solution with
appropriate width (the width, W, , is a function of the peak intensity and is wider for lower peak
intensities). All solutions of this sub-family (equation (2.17)) will keep their shape and size
invariant along propagation. Yet, in order to observe such solitons in nature, it is not enough to
have a steady state mathematical solution in hand: one should also check for the stability of this
steady state solution to noise and to deviations from ideal initial condition. If the solution

exemplifies a state of stationary propagation-only then it can be considered as a soliton.

2.11 The Ring Resonator History
The proposal to use an integrated ring resonator for a band pass filter has been made in
1969 by E. A. Marcatili [57]. The layout of the channel dropping filter is shown in Fig. 2.3. The

transmission properties of the used guide consisting of a dielectric rod with rectangular cross

73018
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section, surrounded by several dielectrics of smaller refractive indices have been described by E.

A. Marcatili in [58].
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Fig. 2.3 Ring resonator channel dropping filter.

A general architecture for an autoregressive planar waveguide optical filter was
demonstrated for the first time in 1996 [59]. The autoregressive lattice filters which were
designed and fabricated consisted of one and two stages using Ge-doped silica waveguides.

A signal flow chart transformation for evaluating the filter transfer functions was
demonstrated. Purely passive single ring resonator filters shown in Fig. 1.1 have been realized in
the material system AlGaAs-GaAs [60, 61] and Si-SiO, [62] and Si,N,- SiO, [63]. The radius of
the used ring resonators is between 5 pum and 30 pum and the free spectral range (FSR) achieved
is between 20 nm and 30 nm. Passive ring resonators in the form of a racetrack have been realized
in the material system GalnAsP [64] and AlGaAs-GaAs [65]. The filter performance is limited by
bending and scattering losses in the resonator. These losses could be compensated by using or

adding an active material.

2.12 Optical Add/Drop Ring Resonator Filter

A ring resonator consists of a waveguide in a closed loop. The loop can be any closed
shape, such as a circle, ellipse, or racetrack. The ring is placed near one or two bus waveguides
(Fig. 2.4). Typically, the input signal consists of one or more WDM channels. Signals on the
input bus couple evanescently to the resonator. If a channel wavelength is resonant in the
resonator, i.e., it encounters an integral multiple of 27 in phase over a round-trip, the signal

intensity builds up in the ring, it couples to the output bus, and is “dropped”. At the same time, a
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signal on the same wavelength can be added via the add port. The resonator thus functions as an

add/drop multiplexer.
Ag’
Add Port
/ e AR ves Ay
\ Output
Port
Drop Port

Fig. 2.4 Schematic diagram for a ring resonator coupled to two waveguides as an add/drop filter.

An incident optical signal composed of multiple wavelengths (A,,...,A.,...,A,) at the
input port coupled into the ring and for a resonant wavelength (A, ), the energy builds up in the
resonator despite the small coupling and eventually the signal is coupled into the drop port.
Symmetrically, a new signal at resonant wavelength (A ) at the add port couples to the output
port through the ring. As a result, such a configuration constitutes a very compact add/drop filter
where a channel can be dropped from the WDM spectrum and replaced by a new signal on the
same channel. Note that waves with a wavelength away from resonance will not repeat
themselves in the ring and the coupled field interferes destructively with the wave in the resonator
leading to little energy in the resonator and little dropped power. Residual dropped power at non-
resonant wavelengths is possible due to imperfections and can induce inter-band crosstalk that is
detrimental to WDM applications. Moreover, if the input channel at A, is not completely
extinguished, intra-band crosstalk will result. These issues will be studied and can be theoretically
overcome by varying coupling parameters, inducing loss/gain in the ring and inserting additional

rings between the two waveguides.

2.13 The Ring Resonator
A ring resonator is simply a waveguide shaped into a ring structure as shown in Fig. 2.5.
When an input electric field,E; is coupled to the ring waveguide through an external bus

waveguide, a positive feedback is induced and the field inside the ring resonator, E, starts to
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build up. Coupling between the straight and the ring waveguide is achieved through the
evanescent wave. Therefore, the gap and coupling length between them determine how much
power is coupled from the straight waveguide to the ring waveguide and vise versa. The feedback
mechanism is simply induced by the ring waveguide and therefore there is no need for any Bragg
gratings, mirrors, or distributed feedback waveguides which are more difficult to fabricate. In
such configuration, only certain wavelengths will be allowed to resonate inside the ring

waveguide, thus frequency selectivity is obtained.

D
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Fig. 2.5 Schematic diagram for a ring resonator coupled to a single waveguide.
A resonant mode will have a wavelength that satisfies.
mA_ =nL,m = integer (2.18)

Here, m is the longitudinal mode number, A_ is the resonant mode wavelength, n is the

refractive index of the guiding material, and L is the circumference of the ring resonator.

A ring resonator device is promising candidates for wavelength filtering,
multiplexing/demultiplexing, conversion and network routing application. Two typical settings of
ring resonator are shown in Fig. 2.6. A ring or a disk shaped dielectric cavity is placed between
two parallel dielectric straight waveguides. In real life devices, the straight waveguides can be
positioned either in the same plane (Fig. 2.6 (a) horizontal coupling scheme) or below (Fig. 2.6
(b) vertical coupling scheme) the cavity plane. These two straight waveguides form four ports for
the external connections, the two input ports named “In-port” and “Add-port”, and the two output

ports named “Through-port” and “Drop-port”. To understand the functioning of the ring

resonator, for the sake of simplicity, let's consider only unidirectional fields (clockwise
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propagating), where only the In-port is illuminated, while there is no incoming signal at the Add-
port.

Conventionally, the functioning of ring resonator is described by the interaction of
harmonic optical waves propagating along the straight waveguide and the cavity, and the
interferometric resonances of the waves inside the cavity. A single frequency optical wave is
launched at the In-port of the resonator. As this signal propagate s along the upper straight
waveguide, that connects the In-port and Through-port, part of it is evanescently coupled to the
cavity. While propagating along the cavity, part of this signal is coupled to the lower straight
waveguide and appears at the Drop-port. The remaining part of the signal propagates along the
cavity, and interferes with the newly in-coupled signal in the upper interaction region. Depending

upon the specific configuration, these two fields undergo constructive or destructive interference.

1 Through In

Drop [ S — 1 Add Drop &

Fig. 2.6 Images of real life coupling ring resonator

(a) Horizontal coupling ring resonator (b) Vertical coupling ring resonator.

If the cavity field is out of phase with the newly entering field, then destructive
interference takes place inside the cavity and as a result, there is only a small amount of power
inside the cavity. Under so-called off resonance conditions, as shown in Fig. 2.7 (a), most of the
input power is directly transmitted to the Through-port, and there is comparably low power at the
Drop-port.

On the other hand, if the field inside the cavity is in phase with the newly in-coupled
signal, then due to constructive interference, energy builds up inside the cavity. This field gets
coupled to the Drop-port waveguide. Under so-called resonance conditions, there is a significant
power observed at the Drop-port, while less power appears at the Through-port. This situation is

shown in Fig. 2.7 (b).
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2.14 Micro Ring Resonators

Now we can summarize the advantages attained by micro ring resonators over other
conventional optical cavities: -

- Geometry

The ring geometry by itself is unique. The ring waveguide supports a traveling wave
rather than a standing wave. Hence, coupling can be at any point on the ring circumference.
Furthermore, it allows more than one waveguide to be coupled to the ring. Therefore,
multiplexing, demultiplexing, and routing can be achieved with no need for external circulators.

- Simplicity

Fabrication of micro ring resonators is straightforward. There is no need for any mirrors,
Bragg gratings, or distributed feedback waveguides to achieve the positive feedback.

- Materials

There is no need for any exotic materials to fabricate micro ring resonators.
Semiconductors fabrications are well developed and their high refractive indices allow smaller
radii bends to be feasible. Bending losses decrease exponentially with increasing core-cladding
refractive index contrast. This made high index contrast a fundamental requirement for very large
scale integration (VLSI) photonics. A 2 pm micro ring resonator with a finesse of 100 will have
a cavity lifetime of 10 ps. Therefore, 100 GHz data can be processed by such a device.
Semiconductors also allow micro rings to be integrated with other optoelectronics devices such as

microlasers, amplifiers, and detectors.

2.15 Integrated Ring Resonator System

The basic type of autoregressive moving average (ARMA) planar waveguide filter is a
single ring resonator connected to one coupler provides no path back to the input port. This filter
is called all-pass or, in the absence of loss, unit transmittance networks [67], because the
magnitude of their transmission factor is unity on the whole spectrum, independent of
wavelength. Although lossless all-pass filters do not display magnitude filter characteristics, their
phase response is frequency dependent. Therefore, they can be configured for group delay
equalization and dispersion compensation [68—70], polarization mode dispersion compensation
[71], and other applications based on their phase-frequency characteristics such as band-pass

filtering when used in conjunction with other optical components. There have been growing
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interests in tunable dispersion compensators (TDC) for high-speed wavelength division
multiplexed (WDM) networks. This is because the chromatic dispersion of transmission path
could be changed frequently in a dynamically re-configurable WDM networks. The TDC based
on ring resonator all-pass filter is one of the key components in these networks. Optical ring
resonator all-pass filters (RRAPF) can be realized using multi-stage in either cascading single
stages or using lattice architectures [65]. In this thesis, multi-stage ring resonator all-pass filters
for dispersion compensation is proposed and analyzed. Desired group delay shape, which has a

larger value and sharper, can be tuned by the amount of power coupling to the ring.

2.16 Behavior of Light in Ring Resonator

Optical soliton has been recognized as a nonlinear solitary wave for years. Since then, it
has been widely investigated in several subjects such as in physics, mathematics and
communication, especially, in optical communication. Generally, the common property of a
soliton known as self-phase modulation and cross-phase modulation are the challenged behaviors.
Furthermore, the non-dispersion behavior of the soliton is the key advantageous, which is capable
the use in long-haul communication where the long distance link without a repeater can be
employed. The other interesting soliton behavior is the localization where the soliton pulse can be
trapped and stored within the periodic medium, which is useful in many areas of applications.
Theoretically, a soliton pulse can be recovered when the balance between dispersion and nonlinear
lengths of the soliton pulse exhibits the soliton behavior known as self-phase modulation, which it
occurs when the matching between the soliton property and localized media is provided. When the
generation of the localized soliton pulse is achieved, it is available for applications in many areas
of research in science and technology. One of the interesting applications is that the high speed
computer, i.e. quantum computer) which can be reversely processed. However, the problem
remains where the memory for quantum computer is required, is the ability to drastically slow
down the propagation speed of light, and to coherently stop and store optical pulses, hold the key
to ultimate control of light. It has profound implication for optical communication [72] and
quantum information processing [73, 74]. There are two major approaches, employing either
electronics or optical resonant. However, most of the system imposes severe constraints. One of
the recent works was reported, where the general analysis for the criteria to stop and store light
coherently using array micro cavities (waveguides) was proposed by Yanik and Fan [75, 76].

They have shown that light could be stopped and stored coherently under adiabatic condition with
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all optical system. However, the system is still complicated, which is difficult to make a realistic
implementation. Therefore, the searching for the suitable devices and technologies are still
necessary. Recently, the use of a chaotic soliton to form a fast light generation within a tiny device
known as a micro ring resonator (waveguide) has been reported by Yupapin et al [77]. They have
shown that the large bandwidth can be compressed coherently with a small group velocity. In
practice, such devices have been fabricated and used in various applications [78-81]. In this
thesis, we show that the large bandwidth of light pulse is generated and compressed within the
nonlinear micro and nano ring system. The selected (tuned) pulse is coherently stopped and stored
within the nano ring device. In applications, we can use the tuned light pulse to perform the
required applications such as optical memory, quantum repeater and quantum logic gate. We have
also discussed that when the coherent pulse is in the stopping situation, the output gain is constant,

which is allowed to store light pulse to be stored coherently within the device.

2.17 The Ring Resonator — The Used Model

A single ring resonator is transferred into a box like filter shape using a single coupler or
a double coupler configuration as shown in Figs 2.9 and 2.10. A calculation model is derived and

all essential parameters describing the transmission characteristic are extracted in this section.

2.17.1 Single Coupler Ring Resonator Filter (SCRR)

Input Port ' Throughput Port

Fig. 2.9 Schematic diagram for a ring resonator coupled to a single waveguide.

The transfer function of this configuration is derived using Z-transform analysis. The

circumference of the ring is L (L =2nR, the radius is R), the coupling coefficient of the
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coupler is x. The Z-transform parameter is represented by z™' =exp where k, = ‘}T".n is

the propagation constant and n_; is the effective index of the waveguide. The one round trip loss

-al/2

isa=e , o is the intensity attenuation coefficient inside the waveguide [unitlength™]. v is

the fractional coupler intensity loss. The transmitted or throughput field at the output of the

straight waveguide, E, and inserted electric field, E, relations can be derived as followed:
E(=(l—y)%x[Ei-\/:E+j-Ed\/E] (2.19)
E,,:(l—y)yzx[j-ﬁi-&w,z-ﬂ] (2.20)
E,=E, -az" (2.21)

Using these equations, E, /E; can be calculated:

/2 -1
%=(1—y)"2>{ A =(1-y)" a2 ] (2.22)
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The transfer function in Eq. (2.22) indicates that a ring resonator is very similar to a
Fabry-Perot cavity. In the particular case shown in Fig. 2.9, the corresponding Fabry-Perot cavity
would have an input mirror with a field reflectivity and a fully reflecting output mirror. However,
the field propagating inside the ring cavity is a traveling wave in contrast to the Fabry-Perot
cavity which resonates a standing wave.

In the following, new parameter will be used for simplification:

D=(1-7)"
x=D.e™”?
(2.23)
y=+1-x
¢=k,-L

The intensity relation for the output port is given by:
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2.17.2 Double Coupler Ring Resonator Filter (DCRR)
Consider the architectures of double coupler ring resonator which sometime called

add/drop filters as illustrated in Fig. 2.10, which are constructed by 2x2 optical couplers.

Input Port Throughput Port

..............

Drop Port ' Add Port

Fig. 2.10 The single ring resonator with two adjacent waveguides.

For simplification, the calculation of the intensity relation does not take into account

coupling losses (D? =1).
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Where E,,is the input field, E,is the throughput field, E,is the dropped field, E,, E, and

E, are the fields in the ring, X, is thefield coupling coefficient between the input bus and the ring,

K, is the field coupling coefficient between the ring and the input bus, L is the circumference of

the ring,

By using the upper equations, the transfer function for throughput port and drop port in

Fig. 2.10 can thus be expressed as

Throughput port:

By —yiomg ety i o) i e T

E,

Drop port:

il

Tl R

E, l—m\/l——K_ze-%L—jk'L

(2.31)

(2.32)

(2.33)

The intensity relations for the throughput and drop port can be obtained by normalizing

the transfer functions in Egs. (2.34) and (2.35) which are given by
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2.18 Optical Filters

A key element for controlling light in WDM systems is the optical filter. Here are mainly
two classes of optical filters.

- Finite impulse response (FIR) or moving average (MA) filters : filters that do not rely
on any feedback mechanism, i.e., do not rely on optical reflections. These filters are sometimes
called feed-forward, such as Mach Zehnder based filters and waveguide grating routers (WGRs).

- Infinite impulse response (IIR) or autoregressive (AR) filters : filters inherently based
on multiple reflections. Examples of these include fiber brag gratings (FBGs), thin film filters
(TFFs), and optical all-pass filter (APFs).

The description of some of the most common optical filters [82] is given by:

2.18.1 Plane Grating

A typical reflective grating consists of a mirrored surface with tiny periodically located
grooves. When illuminated, the light reflected from one groove interferes with the light reflected
from other grooves, resulting in constructive and destructive interference. The wavelength
dependence of the interference patterns are exploited to separate the different wavelengths which

are detected for example by using a photodiode.

Fig. 2.11 Plane grating.

2.18.2 Fabry-Perot Interferometer

This principle of this filter was invented in 1898 by the French physicists Charles Fabry
and Alfred Perot. The principle is still the same; two highly reflective parallel mirrors are
separated by a small distance. Most of the light which encounters the first mirror is reflected, but
some of it transmits, travel through the cavity (the space between the mirrors, often filled with
some kind of dielectric e.g. liquid crystals (LCs)), and strikes the second mirror. At the second

mirror most of the light is reflected, while some transmits.
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The reflected light travels backwards, hitting the first mirror, where some of the again
reflects and some transmits. The result is that depending on the spacing and index of refraction
between the mirrors, at some wavelengths the multiple reflections interfere constructively. At
these wavelengths the transmitted waves add out of phase and the reflected waves add in phase.
At these wavelengths the interferometer’s overall transmission is low, and the overall reflectivity

is high.
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Mirror

Fig. 2.12 Fabry-Perot Interferometer.

2.18.3 Fiber Bragg Grating [83]

These types of filters consist of a region in which the index of the fiber varies
periodically between high and low, and they are formed in optical fibers by exposing the fiber to
interferometric patterns from an ultraviolet (UV) laser. As in the Fabry-Perot interferometer,
multiple reflected and transmitted waves result. For a specific wavelength the reflected waves all
add in phase, and at this wavelength the grating appears to be highly reflective, while transmitting

all the others.

\\::’12 e Ap> Ay Circulators Ay Ay Ay

Fig. 2.13 Optical Fiber Bragg Grating.

2.18.4 Arrayed Waveguide Grating (AWG) [84]
The most common filter in optical telecommunications is this type of filter. The AWG

uses an array of single mode waveguides in which the lengths of adjacent waveguides differ by a
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fixed amount. The input light from a single fiber illuminates all these waveguides. Because of the
different lengths of the waveguides, the phase of the light (at the output end of the array of
waveguides) varies by a fixed amount, from one waveguide to the next. This variation results in a
wavelength dependent phase front that is similar to the one from a plane grating. This pattern is
then arranged so that different wavelengths illuminate different output fibers. The AWG can serve

as a wavelength multiplexer as well as a demultiplexer.

Fig. 2.14 Packaged arrayed waveguide grating.

2.18.5 Mach Zehnder Interferometer (MZI)
This filter consists of a pair of couplers connected by two paths of unequal length. Group
velocity dispersion in the optical paths of different lengths results in some wavelengths being

output to the top port, and other wavelengths being output to the bottom port.

A’l’ /12 /1]

e Ay

Couplers

Fig. 2.15 Mach Zehnder Interferometer.

2.18.6 Thin Film Dielectric Interference Filter

This filter requires the deposition of many layers of coating to create narrow-band filters.

A typical filter with a 3 dB bandwidth of 100 GHz requires more than a hundred layers of
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coating. With so many layers being deposited, errors caused by local film thickness variation and
alternation in density increase, reduce the yield of useful filters. A transmitted beam that goes
through a filter is composed of multiple sub-beams, each having a slightly different travel time,

which adds dispersion to the data signal.

2.19 Summary

This chapter introduces the nonlinear optics, the optical soliton which used as the input
for launching into the optical devices and the principle concepts of different optical devices. Next,
we use the concept in this chapter in design the devices in Chapter 3, 4, 5 and 6. In the next

chapter, the optical and quantum security are introduced.



CHAPTER 3
CONTINUOUS VARIABLE QUANTUM KEY

DISTRIBUTION

In this chapter, we introduce to the generation of polarized soliton pulses for multi links
in the section 3.2 and 3.3. The continuous variable quantum key distribution is introduced in the

section 3.4. The entangled photons are described in the section 3.5.

3.1 Introduction

Quantum security has shown the promising indication of the realistic application for
perfect security, whereas the message (i.e. telephone conversation) in the classical channel could
be multiplexed with the secure quantum codes (qubits). Some research works in several
techniques have shown the potential of applications [85-87]. They have shown that the entangled
photon pair can be used as the quantum bits, where the random entangled states can be used to
generate the random codes (0 and 1). However, the problem of the system degradation due to
walk-off effects [88, 89] and power loss in long distance link remains. Furthermore, the problem
of polarization dispersion causes the entangled photon a problem which is called entangled state
timing walk-off, which is become a problem in the recovery process. In practice, to solve such a
problem, a technique called walk-off compensation and a quantum repeater are recommended to
implement into the long distance link. To date, the searching of new device for mobile telephone
hand set that capable to implement the said technology within the device is very attractive, i.e.
quantum encoding. Fortunately, it seems that the scale of such a device (i.e. micro ring) is
dramatically decreased, where the device scale of few microns is fabricated and available [90,
91]. One of the promising aspects is that such a device can be fabricated to process the signal
processing within the small device, where the secured message, i.e. security, can be performed
[92]. Some techniques such as chaos [93, 94], quantum entanglement [85] and chaotic quantum
[95] have shown the potential of applications for communication security, however, the problem
of signal taping and signal degradation remains in long distance link. Recently, Khunnan and
Yupapin [96] have shown that the entangled photon recovery i.e. regeneration using fiber optic

ring resonator incorporating an EDFA which is useful for long distance link. In this chapter, we
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propose the system that can be implemented for secure long distance link. Firstly, the chaotic
signals are generated by a soliton pulse within the micro ring resonators. Secondly, the quantum
codes are generated by a micro ring device and a polarization control unit. The high power
second harmonic pulses can be performed the strong entangled photon pair, which is capable for
long distance link. Further, the multi entangled photon sources are also available, which also

discussed in details. Finally, the continuous variable quantum key distribution is described.

3.2 Operating Principle
We are looking for a stationary soliton pulse, which is introduced into the multi-stage

micro ring resonators as shown in Fig. 3.1, the input optical field (E, ) is given by [97]

T z .
E, =Asec hl:?o} exp[[in—) - 1(ootj| (3.1

Where A and z are the optical field amplitude and propagation distance, respectively.
Tis a soliton pulse propagation time in a frame moving at the group velocity, T=t—-f, xz,
where 3, and B3, are the coefficients of the linear and second order terms of Taylor expansion of
the propagation constant. L =T? /]B2| is the dispersion length of the soliton pulse. The
frequency shift of the soliton is ®,. This solution describes a pulse that keeps its temporal width
invariance as it propagates, and thus is called a temporal soliton. When a soliton peak intensity
qu ITT? I) is given, then T, is known. For the soliton pulse in the micro ring device, a balance
should be achieved between the dispersion length (L_,) and the nonlinear length
(L =1/Tdy ), where I'=n,xk,, is the length scale over which dispersive or nonlinear
effects makes the beam becomes wider or narrower. For a soliton pulse, there is a balance
between dispersion and nonlinear lengths, hence L, =L, .

When light propagates within the nonlinear material (medium), the refractive index (n)

of light within the medium is given by

n=n,+n,l=n, +(—n2—~)P, (3.2)
eff
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Where n, and n, are the linear and nonlinear refractive indexes, respectively. 1 and P
are the optical intensity and optical power, respectively. The effective mode core area of the
device is given by A .. For the micro ring and nano ring resonators, the effective mode core
areas range from 0.50 to 0.1 pm?.

When a soliton pulse is input and propagated within a micro ring resonator as shown in
Fig. 3.1, which consists of a series micro ring resonators. The resonant output is formed, thus, the
normalized output of the light field is the ratio between the output and input fields (E_, (t) and

E,,(t)) in each roundtrip, which can be expressed as

2

Eout(t) _(1 _ ) I— (1—(1_Y)XZ)K (3 3)
E@m| o ! Iy . 2.9 '
in (I-x41-yVI-x)* +4x1-y1—xsin (5)

The close form of equation (3.3) indicates that a ring resonator in the particular case is very
similar to a Fabry-Perot cavity, which has an input and output mirror with a field reflectivity,
(1—1(), and a fully reflecting mirror. x is the coupling coefficient, and x=exp(——aL/ 2)
E 2

are the linear and

represents a roundtrip loss coefficient, ¢, =kLn, and ¢, =kLn,
nonlinear phase shifts, k =27n/A is the wave propagation number in a vacuum. Where L and
o are a waveguide length and linear absorption coefficient, respectively. In this work, the
iterative method is introduced to obtain the results as shown in equation (3.3), similarly, when the

output field is connected and input into the other ring resonators.

3.3 Polarized Soliton Pulses Generation for Multi Links

The remarkably simple system of the intense short pulse generation using a serial micro
ring resonator is shown in Fig. 3.1. When a soliton pulse is input into the nonlinear Kerr effects
medium, the nonlinear behavior of light traveling in a micro ring resonator is introduced. In
principle, the clear second harmonic light mode is required in this technique, therefore, the
chaotic signal is recommended to generate within the series micro ring resonators. After the
soliton pulse is input into the first micro ring device as shown in Fig. 3.1, there are some light
modes generated with smaller spectral with than the input pulse, which is obtained by the

generated chaotic signals.
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Fig. 3.1 Show a schematic diagram of the micro ring resonators of a continuous variable quantum
key distribution with the different time slot entangled photon encoding for long distance link,

where PBS is a polarizing beamsplitter and Dy are the avalanched detectors.

The selected wavelengths or modes at the specific wavelength are required to obtain the
specific use. The optical filter characteristics is employed by using the appropriate ring
parameters such as input power and wavelength, ring material refractive index, radius and
coupling constant etc. In this investigation, the soliton input power is 450 mW, with centre
wavelength at A,= 1.55 pm, n, =334, n, =22 x 10" m*W™', A_, =025 pm?, o= 0.5
dBmm™, y = 0.1, roundtrips of 20,000. The wave guided loss used is 0.5 dBmm™. Fig. 3.2
shows the signal behaviors when light pulse is input into the series ring resonators. This can be
made to design and select the specific output signal by using the appropriate ring radius and the
coupling coefficient (k). When the soliton input power of 450 mW , with pulse width of 50 fs
is input into the first ring, the chaotic signal is generated. The clear second harmonic pulses are
obtained by the last ring (R, ). Where the filtering chaotic signal is obtained with the lower and
higher wavelengths at A, =775 and A,; =2,325 nm, respectively. The centre wavelength is A,
= 1.55 pum. After the clear second harmonic pulses are combined via the PBS as shown in Fig.
3.1, the optimum entangled photon visibility is obtained as shown in Fig. 3.3. The remaining

optical power is more than 80 % of the input power, which means that there is an amplified part
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in the system. The soliton behavior is seen, which is suitable for long distance link, while the

multi light sources used are also available.
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Fig. 3.2 Shows of the chaotic soliton generated by within micro ring resonators.
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Fig. 3.3 Graph of the entangled photon visibility versus the polarization angle.
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When polarized light propagates in optical ring device, the change in birefringence is
introduced. This means the changed in phase of the entangled photon pair is occurred. Where the
transversal walk-off produces a shift between the ordinary and extraordinary, while the
iongitudinal walk-off introduces a time delay between horizontally and vertically polarized
photons. The amount of the walk-off depends on the location where the photon-pairs are created
within the device. This position is completely random due to.the coherent nature of light in the
optical device. To compensate the longitudinal timing-walk off effect, a polarization controller is
recommended to ensure that the polarization rotation is the same on both photons from the
entangled pair. Additionally the compensator device is used to change the relative phase ¢ of the
states of the polarized light. Because of the change in birefringence, the tilting of the compensator
allows to apply a phase shift to the entangled states of the two entangled photons, which is given

by Equation (3.4) as

) =75 (1), 8[V), +<*|v), @]1),) 64

In applications, the walk-off entangled state parameters involving in the measurement
are related to the changes in the applied physical parameters such as force, stress, strain, heat, and
pressure etc and the fiber optic properties. However, the interested parameters in this proposed

systems are concerned the fiber optic birefringence parameters, which can be given by

_2n(n,-n,)L,

Y (3.5)

Ad

Where An =(n, —n ) is the fiber optic birefringence, L, is the entangled states walk-
off length, and A is the light source wavelength.

However, the compensation can be made by using the related parameters as shown in
Equation (3.5). The advantage of this system is that the quantum repeater can be redundant in
long distance communication. In case of long distance link, the initial state is required to confirm
the correct quantum codes between Alice and Bob, whereas the multi-users are also applicable

respecting to the available link power in the transmission line.
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3.4 Continuous Variable Quantum Key Distribution

The system of the continuous signals is as shown in Fig. 3.1 and 3.4. Firstly, to generate
the continuous signals, i.e. spreading signals over the spectrum, which they are considered by the
two concepts, i.e. the simultaneous frequency bands and the continuous entangled photon. The
single mode soliton pulse is become many modes (noisy signals) after circulating within the first
micro ring device due to the nonlinear Kerr effects of light within the micro ring resonator, which
is called chaos. The advantageous of s soliton nonlinear property known as self phase modulation
(SPM) introduces the signal spreading over the spectrum. The filtering characteristics of the
signals within the ring devices are formed by choosing the appropriate ring parameters,
especially, the coupling constants. However, in practice, the evidence of such a device in realistic
application is required. By using the material parameters of InGaAsP/InP, the broad spectrum
frequency bands can be obtained, finally, we end up with the following details. The soliton
waveform with the center frequency at 2.0 GHz is input into the first micro ring resonator (R1).
The optical power is fixed to 550 mW, f, =2.0 GHz, n, =3.34, n, =22 x 10”7 m*w™,
A4 =0.50 uym?, o = 0.5 dBmm™, y = 0.1, with 20,000 roundtrips. The chaotic signals are
generated within the first ring (R, ), where the broad frequency band is observed in ring R, . The
clearer filtering signals are seen in ring R, and R,. In Fig. 3.2, has shown that the spread
frequency spectrum is generated within the micro ring R1, where the filtering signals are seen in
the micro ring R,, R; and R, . The simultaneous frequency bands can be provided as shown in
ring R,, where the clearer signal is seen in ring R, . The selected frequency bands in this case
are 500 MHz and 2.0 GHz, which they have been commonly used in optical-wireless
communication link. However, the other frequency bands can be performed by changing the ring
parameters, which can be a broad spectrum, i.e. continuous spectrum.

Secondly, to generate the continuous variable entangled photons, the chaotic signal is
recommended to employ within the series micro ring resonators. After the soliton pulse is input
into the first micro ring device as shown in Fig. 3.1(a), the continuous light modes are generated,
i.e. with narrower spectral width than the input pulse, which is obtained by the chaotic signal
generation. This is allowed the selected wavelengths or modes at the specific wavelength to form
the different time slot entangle photon pair. For instance, when the soliton input power is 450
mW , with centre wavelength at A, = 1.55 um, n, = 3.34, n, =22 x 10" m*w™, Ay =
0.25 um*, oo = 0.5 dBmm™, y = 0.1, roundtrips of 20,000. The wave guided loss used is 0.5

dBmm™. In Fig. 3.2, the continuous signal is generated within the ring R,, where the filtering
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signals are seen in rings R, and R, respectively. Results obtained have shown that this can be
used to design and select the specific output signal by using the appropriate ring radii and the
coupling coefficients (x ). When the soliton input power of 450 mW , with pulse width of 50 fs
is input into the first ring, the chaotic signal is generated. The clear second harmonic pulses are
obtained by the last ring (R, ). Where the filtering chaotic signal is obtained with the lower and
higher wavelengths at A, =775 nm and A,; = 2,325 nm, respectively. The centre wavelength is
A, = 1.55 pum. After the clear second harmonic pulses are combined via the PBS as shown in
Fig. 3.1, the optimum entangled photon visibility is obtained as shown in Fig. 3.3. In application,
the continuous variable entangled photon is required to provide the continuous variable quantum
key distribution, where the different time slot detection of the entangled photon pairs can be
formed spreading over the spectrum. These can be encoded by Alice, where the retrieval codes

can be performed by Bob.

-

Detector

Fig. 3.4 A schematic diagram an up-down-link system, where

R ring radii, and g : coupling coefficients.

In application, the simultaneous optical-wireless up-down-link system for continuous
variable quantum key distribution is as shown in Fig. 3.4. The up-link system is performed by
using the output from the throughput port which they are continuously generated. Similarly, the
down link signals are continuously generated then input into the add port of the add/drop
multiplexer. For examples, the up-link and down-link frequency bands are 2.0 GHz and 500
MHz, respectively, as shown in Fig. 3.5. However, in practice, the optical and electrical (E/O)
converting device is required to form the up-down-link converters, where in some ways the
coupling losses are introduced into the system. One pair of the second harmonic signals is shown
in Fig. 3.2, where the output entangled photon pair can be formed by the polarization control unit.

The initial quantum key is formed by Alice at a drop port. The required codes are retrieved by
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Bob when the secret codes are given by Alice. In general, the quantum dense coding can be
provided by using the continuous variable entangled photons, where each pair of the entangled
photon is detected which is recognized by the time difference, i.e. different time slots.
Furthermore, by using of the appropriate parameters, the signals can be trapped, i.e. stopped
within the micro ring R,. This means that the use of a quantum memory is plausible, which is

the other interested work.
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Fig. 3.5 A schematic of a combined system of a simultaneous optical-wireless up-down-link and

a continuous variable quantum cryptography.

3.5. Entangled Photons
An excited atom emits two photons that come out back to back from the Einstein
Podolsky Rosen (EPR) source [98], with vanishing angular momentum and even parity. If lx)

and l y) are horizontal and vertical linear polarization states of the photon, then have seen that

(x)+iy))
(ix)+(y)) (3.6)

are the eigenstates of helicity. For two photons, one propagating light is in the +Zdirection and

other in the — z direction. The states
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AN 3.7)
are invariant under rotations about Z. (The photons have opposite values of J_, but the same

helicity, since they are propagating in opposite directions.) Under a reflection in the y—z plane, the

polarization states are modified according to

[x)=~x) , [+) > +]-)

)= y) . |=) = ~i]+) (3.8)

Therefore, the parity eigenstates are entangled states
1
T £, 1),) 69)

The state with J, =0 and even parity, then, expressed in terms of the linear polarization states, is

¢°) (3.10)

i 1
"ﬁ(IJf)AI")BiI“)Al*)B) = —ﬁqxx)m +199)a,), = AB
Because of invariance under rotations about %, the state has this form irrespective of how we
orient the x and y axes. We can use a polarization of either photon along any axis in the xy plane.
Let|x(9)), and Iy(B)) denote the linear polarization eigenstates along axes rotated by angle 0

relative to the canonical x and y-axes. We may define an operator as (the analog of G.n)

t(6)=|x(6))|x(8)) | ¥(6))| y(6)) (3.11)

Which has these polarization states as eigenstate with respective eigenvalues as

)= )

sin®O

|y(6)) = (_ sin e] (3.12)

cosO
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Let |H> and lV) be two polarization states of photon, which are sent from Alice to Bob
along two separated channels. We shall take two orthogonal states |W+) andlw_), linear

combinations of |H> and|V> , to represent bit value “0” and bit value ““1”, respectively:

si- 5l

lw,)=—=(H)+|V)) (3.13)

) =—=(H)-|V)) (3.19)
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Fig. 3.6 Schematic diagram of a single photon entangled state.

Alice sends to Bob either |\p+) orjw ) The two localized states, IH) and]V) , are not
sent together, but |V> is delayed for some time T . For simplicity, we choose T to be larger than
the traveling time of the particles from Alice to Bob, 0. Thus |V) starts traveling towards Bob
only when |H) already has reached Bob, such that the two wave packets and never found

together in the transmission channels.
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3.6 Summary

In chapter 3, we have proposed the technique of quantum soliton signals generated by a
chaotic soliton pulse in micro ring resonators, whereas the high power second harmonic soliton
pulses can be performed with the strong entangled photon visibility is proposed. The clear and
strong entangled photons are generated using the proposed system, which is capable for multi and
long distance links. However, a problem of quantum states cloning due to the very strong
coupling power may be overcome, whereas the cloning protection from eavesdropper is our
continuing work.

The very interesting concept where the continuous variable quantum key distribution can
be performed via the simultaneous optical-wireless up-down-link system is proposed. The system
is consisted of a series of nonlinear micro ring devices. We have shown that the two different
frequency bands could be generated and selected, which they are normally used in the up-down-
link converters in optical wireless link system. The key advantages of the system are the
simultaneous generation of up and down link frequency bands, and the continuous frequency
bands can be formed within the single system. The optical power in the system is generated by
using a soliton pulse within the nonlinear Kerr type micro ring devices. Therefore, the remaining
optical power is able to perform the link due to the soliton behavior. Further, there are more
frequency bands available, which is suitable to implement more applications.

In next chapter, we will describe about communication security using quantum key

distribution.



CHAPTER 4
COMMUNICATION SECURITY USING QUANTUM KEY

DISTRIBUTION

In this chapter, a novel system of a simultaneous generation of continuous variable
quantum key distribution (QKD) and quantum dense coding (QDC) via an optical memory array
is proposed. The optical memory system is formed by using an array waveguide incorporating a
nano ring resonator, whereas the different spatial light modes can be generated and stored within
an optical memory unit. The polarized photon is formed and stored within a storing device, i.e. a
ring resonator, whereas the different time slot entangled photons can be generated, transmitted
and detected by the different subscriber in the distributed networks. By using the optical memory
concept, the continuous variable quantum key distribution is provided. Furthermore, the use of
quantum dense coding via time division multiplexing paths, i.e. different time slot, is also
plausible. The advantage of the proposed system is that the quantum key distribution can provide
the network top security with high capacity and safety, which is the large demand of usage in the

public networks.

4.1 Introduction

Quantum key distribution (QKD) has been recognized as the top secret key for
information security. It is only the method that can be used to keep the information in s'ecret for
communication and network security. Many research works have been proposed and investigated
in both theoretical and experimental works, where several works have shown the promising
results [91, 99-104] that can be used to make the realistic security, however, the searching of new
technique and technology remains. Recently, Yupapin and Pornsuwancharoen [105] have
reported the interesting result that light pulse can be stored within a nano-waveguide, which is
available for quantum key generation source [104, 106-107]. Moreover, the continuous variable
QKD can also be provided via the system. In this paper, we propose the concept of a quantum key
generation via the optical memory within the array waveguide, which is available for a high
capacity key generation called a parallel processing network distribution. In this concept, we

assume that the quantum cryptography, i.e. quantum key and quantum code/decode can be
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implemented by using the quantum keys via wireless or optical communication networks. Where
each pair of the transmitted qubits can be randomly and continuously formed the output polarized
photon by using each optical memory unit in the array. In this application, the idea of continuous
QKD with QDC can be performed to create the more qubits with top security. Furthermore, such
a design system can also be used with all types of network distributions, where the qubits can be

performed and used in the link distributions.

4.2 Optical Memory Array

An optical memory unit is formed by using an optical waveguide structure as shown in
Fig. 4.1 [105]. The upstream signal is generated by using a soliton pulse input into a ring
resonator system, whereas it can be trapped (stored) within the memory device, i.e. a ring R4. The
required signal with the selective wavelength can be filtered and trapped as shown in Fig. 4.1(b),
the regeneration of the polarized photons can be performed via the downstream unit. By using the
memory array as shown in Fig. 4.2, the dense wavelength multiplexing of the polarized photons
can provide the higher capacity channel multiplexing, whereas the time division multiplexing
photons is also available due to the different paths of incoming signals after combinations via the
combiner. To begin this proposal, we introduce the technique that can be used to create the
polarized entangle photon as shown in Fig. 4.3, a polarization coupler that separates the basic
vertical and horizontal polarization states corresponds to an optical switch between the first and
second incoming pulses. We assume those horizontally polarized pulses with a temporal
separation of At. The coherence time of the consecutive pulses, i.e. between two pulses is larger

than At. Then the following state is created by equation (4.1).

4.1)

@), =[1H),JLH), +|2,H),[2.H)

In the expression ]k, H),k is the number of time slots (1 or 2), where denotes the state of
polarization, horizontal (H) or vertical (V), and the subscript identifies whether the state is the
signal (s) or the idler (i) state. In Eq. (4.1), for simplicity we have omitted an amplitude term that
is common to all product states. We employ the same simplification in subsequent equations in
this paper. This two-photon state with H polarization shown by equation (4.1) is input into the
orthogonal polarization-delay circuit shown schematically in Fig. 4.3. The delay circuit consists

of a coupler and the difference between the round-trip times of the micro ring resonator, which is
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equal to At . The micro ring is tilted by changing the round trip of the ring is converted into V at

the delay circuit output. That is the delay circuits convert;
|k, H) to ]k, H) + t, exp($)|k +1, V) +rt, exp(i,0)| k + 2, H) + r,t, exp(i,$)|k +3,V)

Where t and r is the amplitude transmittances to cross and bar ports in a coupler. Then equation

(4.1) is converted into the polarized state by the delay circuit as

)

[|LH), +exp(i$,)|2, V), ] x[|LH), +exp(i$,)|2, V),]

+[]2,H), +exp(i¢,)3,V), 1 x[|2,H), +exp(i$,)|2,V).]

[|1,H) |1, H), +exp(i¢,)|1,H) |2, V)] +exp(i0,)|2, V) |LH),
+expli(p, +,)]2,V),[2,V), +[2,H) |2,H), +exp(i¢; |2, H) 3, V)
+exp(ip, )3, V), |2, H). +expli(p, +9;)]3,V),]3,V)

4.2)

By the coincidence counts in the second time slot, we can extract the fourth and fifth terms. As a

result, we can obtain the following polarization entangled state as
|©) =|2,H),|2.H), +exp[ip, +¢:)]|2,V),[2. V), @3)

We assume that the response time of the Kerr effect is much less than the cavity round-
trip time. Because of the Kerr nonlinearity of the optical fiber, the strong pulses acquire an
intensity dependent phase shift during propagation. The interference of light pulses at a coupler
introduces the out put beam, which is entangled. Due to the polarization states of light pulses are
changed and converted while circulating in the delay circuit, where the polarization entangled
photon pairs can be generated. The entangled photons of the nonlinear ring resonator are
separated to be the signal and idler photon probability. The polarization angle adjustment device
as shown in Fig. 4.3 is applied to investigate the orientation and optical output intensity. In Fig.
4.3, we have proposed a system configuration that is made of an optical delay line incorporating
micro ring resonator networks to code the optical pulse train and multiplexed with the coded
pulse trains from other memory unit at a combiner. The system using delay line loops are very
spectrally inefficient. A sub-picoseconds pulsed optical source having a pulse width much

smaller than the bit duration is required. The entangled photons are formed by connecting the
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polarization processing unit as shown in Fig. 4.3 to the Fig. 4.2 output, where the continuous

variable and dense multiplexing photons can be projected and measured.

4.3 Simulation Result and Discussion
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Fig. 4.1 An optical memory unit, where (a) a schematic of an upstream and downstream

generation system with a storage unit, where R, : ring radii, x, : coupling coefficients, MRR:

micro ring resonator, NRR: nano ring resonator, (b) a trapped signal [105].
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Storage Unit

Fig. 4.2 Nano ring storage array waveguide system, where R;: Ring radii, k,: Coupling
coefficient, k;; : Coupling loss, A, : Signal output with wavelength A_,

OSA : Optical Spectrum Analyzer.

Let us consider that the case when the signals from each memory unit is generated,
where the reference photon passes through the path L (2R ) of a ring resonator as shown in Fig.
4.3, and it circulates within a micro ring resonator. In this case, the resonant photons reach the
PBC at the same time. As in the parity checking described, the incoming photons in the states
|H)i|H)’ and |V)5|V)’ » Where the two photons have different polarizations just before the PBC,
which results in a two-photon state and the vacuum in the mode X, respectively. On the other
hand, the photons in the state al V)il H)s + [3] H)il\/)s , which means that the two photons have the
same polarization just before the PBC, which results in one photon in the mode X and or'1e
photon in Y, in the state al H)x| H)Y + B]V)X]V)Y. Hence, by counting the number of photons in
the mode X, we can discard the cases |H)i| H)s and|V)i|V)s . If Bob detects a photon inID)x , the
two photons are projected onto the stateID)x (al H)Y +B|V)Y). Then Bob obtains the photon in

the signal state a| H) . [3[ V)

v
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In practical distributed network, photons in mode Y may be measured on a polarization
basis. In this case, one can post-select the event where at least one photon is emitted in each mode
X and Y by the two fold coincidence detection. Therefore, the conventional threshold photon
detectors which do not discriminate two or more photons from the incident photons, can be used.
In the other cases where the reference photon passes through the path S (incoming photon) and/or
the signal photon passes through the path L(circulated photon), at least one of the photons should
have a different arrival time at detector |D>x or |D>Y. Hence we can eliminate the contributions
from such cases by discriminating the arrival times of the photons at the detectors [D)  and [D) v
by post-selection, where the different time slot entangled photon can be distinguished and
measured. Any loss in the channels and inefficiency of the detectors are also discarded by the
post-selection. A single photon is formed in a ring resonator, which is obtained by the normalized
entangled photons. Each of the entangled photon pair, which can be clarified by a quantum key
between Alice and Bob, where the required memory and speed (time division multiplexed
signals) are realized, can form the correct code, i.e. form the signal. In this application, the idea of
the proposed optical encryption technique can be realized to form the QKD with QDC for top

security in the distributed networks.

VAN
vv) {HH)
ﬂ ﬂ 'I‘ime> I\/

g D2
Rotatable PBS

V), IH)
polarizer

Fig. 4.3 A schematic of the entangled photon generation system; PBS: Polarizing Beam Splitter.

b

Dy : Detectors.
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4.4 Summary

We have proposed an interesting proposal of a continuous variable quantum key
distribution and quantum dense coding system using an optical array waveguide, where the
perfect security of communication information can be realized via an optical or wireless
communication link. In practice, the set of all possible states is sent by Alice to Bob, whereas it is
a set of two states corresponding to identical bits, where the two states are horizontal (H) and
vertical (V) polarization photons instead of a photon, which is observed as a random orientation.
The secret key is given to Bob (i.e. subscriber), where the required information can be retrieved
by the specific subscribers in the network. In this application, the idea of the proposed
optical/quantum encryption technique using the entangled photon pair can be implemented into
the distributed networks. It can provide the secret key to create the top security for the large

demand in the public networks.



CHAPTER 5

COMMUNICATION SECURITY USING DARK-BRIGHT

SOLITON CONVERSION

In this chapter, we propose a novel scheme of communication security using a dark-
bright soliton conversion behaviors, in which the transmission signals can be secured by the using
the random codes generated by dark-bright soliton conversion within the system. The system
consists of two parts, where firstly, an optical Mach Zhender interferometer (MZI) is used to
generate the coincidence dark and bright soliton pair by using the (7t/2 ) phase retarder (i.e. a
coupler), in which |D> and |B> states represent the orthogonal dark and bright soliton pulses.
The signals from through (Th) port are formed and transmitted via the transmission line to the end
user. Secondly, the add/drop filter is used to separate (filter) the required signal form the
transmission link, in which the Th and drop port signals are formed as a reference and signal,
respectively. In this case, we assume that both solitons are input into the MZI ports
simultaneously (coincidently), in which the binary codes are randomly formed and used to present
the transmission data, in which the state “0” and “I” are represented by ]DB) and ]BD),

respectively. Finally, the eavesdropper and the signal accuracy are also described.

5.1 Introduction

Communication has become the important media and role in human daily life [108], in
which the required communications in both wire and wireless communications [109, 110} must be
fast and high security, therefore, the searching for new communication schemes still remains. Till
date, many research works have been continuingly developed to increase in both speed and high
security [111-113]. Lately, one of the interesting behaviors is that the use of dark-bright soliton
conversion within the micro ring device has been proposed [114-117]. By using the dark-bright
soliton pair, the random output of both solitons can be randomly interpreted and separated. The
novel concept is that after the dark-bright soliton pair propagated through a (/2 ) phase retarder,
the lack in phase of the coincident dark and bright solitons can be randomly separated and
observed. In this work, a proposal of communication security using dark-bright soliton conversion

is presented with interesting results. Firstly, the dark-bright soliton pair can be generated in a Mach
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Zhender interferometer (MZI), in which the coincident dark and bright soliton pulses are
propagated through a phase retarder, for instance, an optical coupler or a beam splitter. The
simulation results were generated and obtained by the commercial MATLAB 2008b. From the
obtained results, the dark and bright solitons are the orthogonal pulses and can be recognized as an
entangled photon pair that can be used to form the random code for information security
application. In operation, the MZI transmits the coincident dark and bright solitons into the
transmission line to the end user, via the add/drop filter. The coincident dark and bright solitons are
randomly separated at the output ports (Th and Drop ports) of the add/drop filter, respectively, in
which the through and drop port signals can form the secure codes by the random appearance. By
using the accuracy checking between sender and end user, the confirmation of the required

information can be realized and the required information retrieved.

5.2 Dark-Bright Soliton Conversion in a MZI System

Dark and bright solitons are the short optical pulses that can propagate into the optical
medium for long period of time due to their nonlinear properties, for instance, self phase and
cross phase modulations [42]. The lack of phase with (/2 ) between dark and bright solitons can
be used to form the orthogonal photon components (entangled photon). More details of dark and
bright soliton generation and behaviors can be found in both theory and experiment in the
references [118-120]. Here, the proposed model for dark-bright soliton conversion based on MZI
is as shown in Fig. 5.1. The output signals can be generated by dark-bright optical soliton
conversion within the system, in which the dark soliton pulse lD) and the bright soliton pulse
|B> are encoded into MZI. The random states between dark and bright solitons can be
established, whereas the output of the orthogonal states can be randomly detected via the MZI
output ports, which is the add/drop filter ports in this proposal. The reference, input and output
signals in this operation are as shown in Figs. 5.1 and 5.2. In practice, the more random soliton
states give more benefit to communication security requirement, in which the detection of one
state is implied to the other state.

When the dark and bright soliton pulses are generated and input into the MZI, the optical

fields propagating through the system are expressed by
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Fig 5.1 A schematic of dark and bright solitons conversion based on MZI.
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where In is an input field, A is an added field (control), E,, and E,, are fields split
into two arms of MZI passing through the first coupler as shown in Fig. 5.1. E,, and E,, are
optical fields before merging into the second coupler. Th and Drop are the output field signals.
L, is a lower MZI arm, with length of 8uum in this case. ¢ is the nonlinear phase shift depending
on In and A input signals, and j is a complex conjugate term.

In simulation, the stationary dark and bright soliton pulses are introduced into the MZI
ports as shown in Fig. 5.1. The input optical fields, E,, and E_,,, of the dark and bright solitons,

respectively, are given by {42, 118-120]

E, ()=A tanh[—;;} exp[[ 2E ] - jmot} ,
E,.(t)=Asec h[Tl} exp[(zz J - j(oot] , (5.4)
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where A and z are the optical field amplitude and propagation distance, respectively.
T is a soliton pulse propagation time in a frame moving at the group velocity, T=t— B,z , where
B, and B, are the coefficients of the linear and second-order terms of Taylor expansion of the
propagation constant. L, =T} / IBZ‘ is the dispersion length of the soliton pulse. T, in equation is
a soliton pulse propagation time at initial input (or soliton pulse width), where t is the soliton
phase shift time, and the frequency shift of the soliton is @, . This solution describes a pulse that
keeps its temporal width invariance as it propagates, and thus is called a temporal soliton. When a
soliton peak intensity (B,/I'T? ) is given, then T, is known. For the soliton pulse in the MZI
device, a balance should be achieved between the dispersion length ( L, ) and the nonlinear length
(L =1/Ty ), where ' =n,k,, is the length scale over which dispersive or nonlinear effects
makes the beam become wider or narrower. For a soliton pulse, there is a balance between
dispersion and nonlinear lengths, hence L, =L, .

In operation, the dark-bright soliton conversion using a ring resonator optical channel
dropping filter (OCDF) is composed of two sets of coupled waveguides, as shown in Fig. 5.2. The
relative phase of the two output light signals after coupling into the optical coupler is /2 before
coupling into the ring and the input bus, respectively. This means that the signals coupled into the
drop and through ports are acquired a phase of m with respect to the input port signal. In

‘ application, we can design and use the coupling coefficients appropriately, the field coupled into
the through port on resonance would completely extinguish the resonant wavelength, and all
power would be coupled into the drop port. The dark and bright soliton pulses propagate through

the system, which they are expressed by

E,=-jxE +1E,, (5.5)
E,, =exp(joT/2)exp(-aL/4)E_, (5.6)
E . =1E, -j,E,, (5.7)
E,, =exp(joT/2)exp(- al/4)E_, (5.8)
E, =1E - jxE,, (5.9)
E,=1,E, - jx,E,, (5.10)

where E,; is the input field, E, is the add(control) field, E, is the through field, E, is
the drop field, E..E, are the fields in the ring at points a..d, K, is the field coupling

coefficient between the input bus and ring, K, is the field coupling coefficient between the ring
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and output bus, L is the circumference of the ring, T is the time taken for one round trip

(roundtrip time), and o is the power loss in the ring per unit length. We assume that this is the

lossless coupling, i.e., T,, =4/I-kZ, . T=Ln/c.

The output power/intensities at the drop and through ports are given by

2
d l l—TlTZA(D i I—T,TZA(D al
2
[ = |t -rA0 B, + AP p [ (5.12)
|1—m A® 1-77,AQ

where A, =exp(~aL/4) (the half-round-trip amplitude), A=A, @, =exp(joT/2) (the

half-round-trip phase contribution), and @ = (IJI/2

Add/Drop Filter Bg 1A

ID) ,|B)
Th
Add/ E
= Control d K2, T2 a

Fig 5.2 A schematic diagram of the Add/Drop Filter.

5.3 Security Proposal

In this simulation, the dark and bright soliton with the center wavelength at 1.55 pm are
propagated into the MZI input ports. The attenuated soliton peak power at the input coupler is 1
W, 20 ns pulse width, and the waveguide loss of IdBmm " is included in the system (simulation).
The input field of dark soliton ID) or bright soliton |B> is input into the MZI inputs (In and A
ports), the input fields are combined and split into two parts with the same amount via a 3dB
coupler (50:50), which they are E,, and E,,. The field E,, is the output field of E,, after
propagating into the controlled phase shifted device, for instance, an optical coupler or a

beamsplitter. Finally, the fields are combined again at the second 3dB coupler after the phase
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controlled device, in which the random combination of the orthogonal pulses (dark and bright

soliton pulses) can be obtained via the MZI ports.
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Fig 5.3 Simulation result of dark-bright soliton conversion when the logic inputs are (a) IDD) ,

(b) |DB), (c) |BD), and (d) |BB).

When the dark-bright soliton pulses are input into MZI inputs, the obtained dark-bright

soliton conversion at MZI outputs (Th and Drop ports) are |DD)—)|DD),

DB) -»|BD),

!BD)—)|DB) and 'BB)—)IBB), as shown in Fig. 5.3(a)-(d), respectively, in which the

IDB) and |BD) are used instead of “0” and “1”, respectively. The proposed system consists of

two parts, which is schematically shown in Fig. 5.4. The first part is a MZI, which forms as a

transmitter, whereas the dark-bright soliton pair is generated. The second part is a receiver, which

is formed by the add/drop filter. In operation, a continuous optical dark-bright soliton pulses with
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a wavelength of A (1.55 um) are input into the system via the input ports, which they are the In
and A ports, respectively. The dark soliton |D) and bright soliton |B) are formed at the MZI
output (Th and Drop port) as shown in Fig. 5.3. The end user receives the signal that transmits
from the Th port, where the Drop port signal is used to form the referencing or monitoring
signal. The accuracy checking can be applied for a high capacity transmission, where in this
concept, the signal strength is used to consider for eavesdropping, for instance, if the signal
strength is less than the required signal target limitation (for example 95 percent) then it will be
considered as an eavesdropper, in which the signal data can be changed to avoid the cloning

(copying) information, where the new code will be generated and used for the new transmission.
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Fig 5.4 A schematic of communication security using dark-bright soliton conversion.

5.4 Summary
We have proposed an interesting concept of communication security using dark-bright
soliton conversion within the MZI system, in which the randomly generated dark-bright soliton

pair can be used to form the security codes, where finally, the accuracy checking of the final
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codes can be performed between the end user and sender. By using soliton communication, the
high strength signals can be obtained and realized for long distance communication. By
considering the mathematic formulas of dark-bright soliton pair, the change in phase of them is
formed by the orthogonal functions, which will be benefit to random coding and security
requirement. Moreover, due to the lack of phase of (n/2) between dark and bright solitons,
which means that the use of such behaviors can form in the same way as the entangled photon
behaviors, in which the use of dark-bright soliton pair for quantum information applications can

be realized, which will be our continuing work.



CHAPTER 6

CONCLUSIONS

6.1 Conclusions

Two systems of an all optical system that can be used for optical communication security
are proposed. Firstly, we have presented a system of a simultaneous generation of continuous
variable quantum key distribution (QKD) and quantum dense coding (QDC) via an optical
memory array is proposed. The optical memory system is formed by using an array waveguide
incorporating a nano ring resonator, whereas the different spatial light modes can be generated
and stored within an optical memory unit. The polarized photon is formed and stored within a
storing device, i.e. a ring resonator, whereas the different time slot entangled photons can be
generated, transmitted and detected by the different subscriber in the distributed networks. By
using the optical memory concept, the continuous variable quantum key distribution is provided.
Furthermore, the use of quantum dense coding via time division multiplexing paths, i.e. different
time slot, is also plausible. The advantage of the proposed system is that the quantum key
distribution can provide the network top security with high capacity and safety, which is the large
demand of usage in the public networks. Finally, we propose a novel scheme of communication
security using a dark-bright soliton conversion behaviors, in which the transmission signals can
be secured by the using the random codes generated by dark-bright soliton conversion within the
system. The system consists of two parts, where firstly, an optical Mach Zhender interferometer
(MZI) is used to generate the coincidence dark and bright soliton pair by using the (7/2) phase
retarder (i.e. a coupler), in which ID) and |B) states represent the orthogonal dark and bright
soliton pulses. The signals from through (Th) port are formed and transmitted via the transmission
line to the end user. Secondly, the add/drop filter is used to separate (filter) the required signal
form the transmission link, in which the Th and drop port signals are formed as a reference and
signal, respectively. In this case, we assume that both solitons are input into the MZI ports
simultaneously (coincidently), in which the binary codes are randomly formed and used to present
the transmission data, in which the state “0” and “1” are represented by ]DB) and |BD),

respectively.
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6.2 Future Works

Demand of using communication and internet has been increased widely and rapidly
every year, therefore, the security of communication becomes the important function which is
required to include into the modern device or internet service. To date, a quantum technique is
recommended to provide such a requirement. However, the security technique known as quantum
cryptography has been widely used and investigated in many applications. In future works, we
will use a nonlinear micro ring resonator to form correlated photons and quantum codes, where
the secret key codes can be generated by using the entangled photon pair, which can be formed by
the secret key for two parties known as Alice and Bob by using the Gaussian light pulse
propagating with the series of micro ring resonator. In application, the device can be embedded
within the computer processing unit with using to increase the capacity and the speed for

communication and internet, where the security of communication can be provided.
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