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ABSTRACT

A new encryption scheme using dynamical 8 x 8 S-box, based on the
composition of chaotic maps, is proposed. In this method, the dynamical S-box, one first
uses a known chaotic dynamical system to generate a sequence of pseudo-random
bytes, then applies certain permutations to them, using the discretized version of
another two-dimensional chaotic map. A sequence of pseudo-random bytes generated
from two-dimensional cat map is used to index the entry of the S-box. The output 8 bits
(0-255) of the S-box are XOR-ed with the plaintext to obtain the ciphertext and XOR-ed
with the ciphertext to obtain the plaintext. Standard statistical tests of this scheme are
performed. We show that this new scheme can generate usable pseudo-random

numbers, while maintaining a large enough keyspace for potential use in encryptions.
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Chapter 1

Introduction

1.1 Motivation

In the recent years, internet multimedia applications have become very popular.
With the proliferation of the Internet and maturation of the digital signal processing
technology, applications of digital imaging are prevalent and still continuously and
rapidly increasing today. Many digital services, such as confidential video
conferencing, medical and military imaging systems, require reliable security in storage
and transmission of digital images/videos. As the rapid progress of the internet in the
digital world today, the security of digital images/videos has become more and more
important. Valuable multimedia content such as digital images/ideos, however, is
vulnerable to unauthorized access. In this regard, a direct solution is to use encryption
algorithm to mask the image data streams, which has led to the celebrated number-
theory-based encryption algorithms such as DES (Data Encryption Standard), AES
(Advanced Encryption Standard), IDEA (International Data Encryption Algorithm), RSA
(developed by Rivest, Shamir and Adleman). However, these encryption schemes
appear not to be ideal for image applications, due to some intrinsic features of images
such as bulk capacity, high redundancy, and high correlation among pixels which are
troublesome for traditional encryption. Moreover, these encryption schemes require
extra operations on compressed image data, thereby demanding long computational
time and high computing power. In real-time communications, due to their low
encryption and decryption speeds, they may introduce significant latency. Hence.. in
the thesis a new image encryption scheme based on chaotic maps is proposed. The
idea of using chaos for data encryption is certainly not new and can be traced to the
classical Shannon’s paper [3]. Chaotic maps have been utilized in several different
ways in cryptography. Chaotic system is sensitive to the initial condition of the system so
that initially nearby points can evolve quickly into very different states. Chaotic systems
exhibit irregular and unpredictable behavior. Due to the tight relationship between
chaos -and cryptography, chaotic cryptography has also been extended to design

image encryption schemes. Probably the most obvious application of chaotic maps is to



use one or more one dimensional maps as pseudo-random number generators
producing a binary stream which is then "XOR-ed with the plaintext to produce the
ciphertext. However, these schemes have been shown to produce weak ciphers. In this
thesis, a method using cryptographically strong 8x8 S-box based on chaotic maps is
proposed. The substitution boxes(S-boxes) have been widely used in almost all
traditional cryptographic system, such as DES, AES. RC4 which is a variable-key-size
stream cipher also use a 8x8 S-box [2]. The main obstruction in designing image
encryption algorithm is that it is rather difficult to shuffle and diffuse data by traditional
means of cryptology. Some intrinsic features of images such as bulk data capacity and
high redundancy are troublesome for traditional encryption. Since the encryption speed
of some traditional ciphers is not sufficiently fast, especially for software
implementations, it is difficult to achieve fast and secure real-time encryption
simultaneously for large-sized bulky data. ~Chaos based image encryption has
superiority over the conventional encryption methods, particularly in a good combination

of speed, security, and flexibility.

1.2 Literature Reviews on Image Encryption

There are some image encryption methods proposed in the current literature. In
order to inspire the development of better chaotic ciphers, this review is not only
intended for chaos-based methods but also meant for understanding the image
encryption technology in general. Classified with respect to the approach in
constructing the scheme, image encryption algorithms are divided into two groups here:
chaos-based methods and non-chaos-based methods. Image encryption also can be
divided into full encryption and partial encryption (also called selective encryption)
according to the percentage of the data encrypted. Moreover, they can be classified
into compression-combined methods and non-compression methods.

Some existing proposals of chaos-based image encryption algorithms are now
introduced.

In [10], two kinds of schemes based on higher-dimensional chaotic maps were
proposed. By using a discretized chaotic map, pixels in an image are permuted in
shuffling after several rounds of operations. Between every two adjacent rounds of

permutations, a diffusion process is performed, which can significantly change the



distribution of the image histogram that makes statistical attack infeasible. Empirical
testing as well as cryptanalysis both demonsirated that the chaotic baker map and cat
map are good candidates for this kind of image encryption.

There are some other types of chaotic cryptosystems, most of which transform
plaintext directly. And they are often classified into two types: chaotic stream
cryptosystems and chaotic block cryptosystems. In chaotic stream cryptosystems, a key
stream is produced by a chaotic map, which is used to encrypt a plaintext bit by bit [20,
21]. A chaotic block cryptosystem, on the other hand, transforms a plaintext block by
block with some chaotic maps. A cryptosystem based on the chaotic gradient tent map
was constructed in [22], and the one based on the modified baker map was suggested
in [11]). These cryptosystems apply chaotic maps repeatedly, which guarantees the
randomness of the encrypted data. The encryption scheme using dynamical S-box is
proposed in [1, 12]. In these schemes, chaotic maps are used to generate
cryptographically secure dynamical 8x8 S-box.

In order to speed up the encryption process so as to make them feasible for
real-time applications, most of the existing schemes follow the idea of selective
encryption. Actually, according to Shannon'’s theory, both encryption and compression
are processes of redundancy reduction [3], but their purposes are different. In [16),
several partial encryption schemes were provided. It was reported that by a partial
encryption, only 13-27% of the output from a quadtree compression algorithm is
encrypted for a typical image, and less than 2% is encrypted for a 512x512 image
compressed by set-partitioning in the hierarchical trees algorithm. Another fast
encryption scheme was proposed in {19], which encrypts the sign bits of the DCT
coefficients (i.e., the sign bits of differential DC values for the DC coefficients). Becauée
DC values significantly affect the quality of an image, changing them will render the
whole image unreadable.

Since wavelet-based image compression achieves both high compression rate with
reasonably high image quality and low computational complexity, many image
compression standards (for moving or still pictures) have selected to use wavelets.

Integrating an encryption algorithm with wavelet image coding is reasonable and has



great potential usage. In [18], a wavelet-based system combining compression and

encryption was recommended.

1.3 The Organization of the Thesis

The organization of this thesis is as follows.

In the chapter 2, 3 and 4, we introduce the theoretical backgrounds, the concept
of cryptography, and the relationship between chaos and cryptography. The chapter 5
will describe our proposed new scheme of chaotic image encryption involving the image
encryption algorithm, simulation results and analysis of security and performance.

Finally, conclusions and future works are remarked in the chapter 6.



Chapter 2

Chaos in Dynamical Systems

2.1 Chaotic maps

Chaos is a dynamical system that is extremely sensitive to its initial conditions. It
is a deterministic nonlinear system that has random-like behaviors. The property that
stability may depend on initial conditions is characteristic only for nonlinear systems.
The study of nonlinear behavior is called nonlinear dynamics. Chaos theory has
become a new branch of scientific studies today. Discrete chaotic dynamic systems
(i.e., maps) are used in Ccryptography. This sensitivity property is commonly applied to
cryptosystems. If a parameter that describes a linear system is changed, then the
quantitative behavior of the system will change, but the qualitative nature of the behavior
remains the same. For nonlinear systems, a small change in a parameter can lead to
sudden and dramatic changes in both the qualitative and quantitative behavior of the
system. For one value the behavior might be periodic, for another value only slightly
different from the first, the behavior might be completely aperiodic. Some sudden and
dramatic changes in nonlinear systems may give rise to the complex behavior called
chaos. The behavior is aperiodic and is apparently random or noisy. All chaotic
systems are nonlinear, but not all nonlinear systems are chaotic. In the case of
discrete, integer-valued time (with n denoting the time variable, n=0,1,2, ...), an
example of a dynamical system is a map, which we write in vector form as

X, =f(x,). (2-1)

where x, is N-dimensional, x, =(x",x? ..x"). Given an initial valuex,, we
obtain the value at time n=1 byx, =f(x,). Having determinedx,, we can then
determine the value at n=2 by x, =f(x,), and so on. Thus given an initial condition
X,. we generate an orbit (or trajectory) of the discrete time system: X,,X,,X,,.... If
there are two possible values of x, for a given X, the map is not invertible. If the map
is non invertible, chaos is possible even in one-dimensional maps. If the map is
invertible, the dimensionality requirement on map is at least two. Then there can be no

chaos unless



2.1.1 One-dimensional map

One-dimensional noninvertible maps are the simplest systems capable of
chaotic motions. Here we consider the logistic map,
Xp = px,(1-x,). (2-2)
The map is illustrated in Figure 2.1. For each initial condition, the map is iterated over
and over again. This map receives a real number between 0 and 1, then returns a real
number in [0, 1] again. The function is a map of interval to itself. For =4 the logistic
map has a maximum value of 1 for x=1/2. The various sequences are generated

depending on the parameter A and the initial value x,, .
”:nﬂ

b f \
Aoy \
AN

0 0.28 0.3 0.78 1

Figure.2.1 The logistic map

When the parameter u is between 0 and 3 the sequence Xx,converges to a
fixed point. When the parameter H exceeds 3, the sequence converges to periodic
orbit of period 2. Further increases in A lead to periodic 4, periodic 8, and so on,
occurring at ever smaller and smaller increments of K. The periods of the periodic
orbits are doubled. This is called period doubling cascade, and beyond this cascadef
the stable periodic orbit disappears and Chaos appears. For u just greater than
3.5699..., the sequence values never seem to repeat. The behavior is chaotic. This
transition of the orbit structure with the change of parameter is called bifurcation
phenomena. The logistic map is very simple mathematical system which involves no
derivatives, integrals. But this function exhibits the universal features of the behavior,
such as the period-doubling leading to chaos. The trajectories of the logistic map which

converge to the fixed point are illustrated by Figure 2.2(a). The phenomenon of period



doubling bifurcation is shown in Figure 2.2(b) and the chaotic behavior occurs as shown

in Figure 2.2(c). -

Logistic map: bifurcation diagram Logistic map: bifurcation diagram

D —rm—e——- e
0.8 0.8//<
0.6 0.6
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0.2 0.2
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0 J A " ] = g
0 0.5 1 1.5 2 25 3 3 31 3.2 33 34 35
micro micro
(@for 0su<3 (b) for 3< u<3.56

Logistic map: bifurcation diagram

1—

Logistic map: bifurcation diagram

1
08 ik
06 !
><= ><'= \.
0.4 "5
0.2
/
ob— : 0 Ty T i
36 3.7 38 39 4 WERE NSRS Gl F
micro micro
(c)for 3.56 < u<4 (dyforl<su<4

Figure.2.2 Bifurcation diagram of logistic map

2.1.2 Two-dimensional map

The simplest possible case of a multi-dimensional map is a two-dimensional
map. The invertible two-dimensional chaotic maps are iterated on a torus or on a
square to create new symmetric block encryption schemes. Permutation is iterated and
iteration time is a part of secret key. A chaotic map is first generalized by introducing
parameters and then discretized to a finite square lattice of points which represent
pixels or some other data items. Although the discretized map is a permutation and thus
cannot be chaotic, it shares certain properties with its continuous counterpart as long as
the number of iterations remains small. The discretized map is further extended to three
dimensions and composed with a simple diffusion mechanism. As a result, a symmetric

block product encryption scheme is obtained. To encrypt an NxN image, the



ciphering map is iteratively applied to the image. Examples of some other two-
dimensional chaotic maps are given and their suitability for secure encryption is
discussed. It is shown that the permutations induced by the invertible two-dimensional
chaotic map behave as typical random permutations. Computer simulations indicate

that the cipher has good diffusion properties with respect to the plain-text and the key.

2.1.2.1 The two-dimensional Cat map

The cat map is a very well-studied two-dimensional invertible chaotic map

introduced by Arnold and Avez. The mathematical formula is:

o =14.x
= modl. (2-3)
yn+l 1 2 yn
=(x,*y, mod1, x,+2y_mod1)
Where x (mod 1) means the fractional parts of a real number x by subtraction or adding
an appropriate integer. The map is known to be chaotic.  The unit square is first

stretched by the linear transform. - After applying the mod operator, the pieces of the

image lying in squares other than the unit square are cut and shifted back to the unit

square (see Figure 2.3).

Figure.2.3 The 2D chaotic cat map

The matrix A is used as the parameters for the generalized version of the cat

map. A general matrix A,



with integer elements will be denoted A(,,u',,,,). In particular, to make sure that the map
Is one-to-one, the determinant of A, |4| = tw—uv, has to be equal to 1. We note that the
four tuple (¢,u,v,w) produces the same cipher as the four tuple (t mod N, u mod N, v
mod N, w mod N).

The discretized version of the cat map is obtained simply by changing the range
of (x, y) from the unit square I x I to the discrete lattice N(f' xN(f’

Ay (r,8) mod N . (2-4)

The map 4, ) transforms the square lattice of points N2’ x N onto itself in a one-to-
one manner. The results of applying the discretized cat map with the matrix 4(1,1,1,2)
to the 8x8 pixels image is shown in Figure 2.4 and to the 256%256 test image once,

twice and nine times are shown in Figure 2.5(b), (c) and (d).

b2 3 4A4p8 6 _1-8 i T1x-21_31\\3 43 53 63
9 10 11 12 13 14 15 16 10 20 30 40 42 52 62 8
17 18 19 B 2122593 W \4L AN 61 7 9
25 26 27 2829 30 31 32 # 28 38 48 50 60 6 16 18
33 34 35 36 37 38 39 40 AP G115 17 17
41 42 43 44 45 46 47 48 46 56 58 4 14 24 26 36
49 50 51 RA C53*7 3. H5.%6 Seilss 1M BF 25 35 45
57 58 59 60 61 62 63 64 04 (2)12 "N /P 34 44 54

Figure.2.4 One iteration of the cat map for 8 x 8 pixels image

(a) (b)
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(c)

(d)
Figure.2.5 Original image (a), after applying the cat map once (b), twice (c), nine times

(d)

2.1.2.2 The two-dimensional Baker map
The baker map, B, is described with the following formulas:
B(x,y)=2x,y/2) when 0<x <1/2,
B(x,y)=(2x-1,y/2+1/2) when 1/2<x <1

(2-5)

The map acts on the unit square as shown in Figure 2.6. The left vertical column
[0,1/2)x[0,1) is stretched horizontally and contracted vertically into the rectangle
[0,)x[0,1/2) and the right vertical column [1/ 2,1)x[0,1) is similarly mapped into

[0,1)x[1/2,1). The baker map is a chaotic bijection of the unit square I x I onto itself.

0 1 2
0.5
0 1

Figure.2.6 The baker map
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The map can be generalized in the following way [Pichler & Scharinger, 1994,
1995]. Instead of dividing the square into two rectangles of the same size, the square is
divided into k vertical rectangles[F,_,,F;)x[0,]),i =1,...k, F, =p +..+p,, F,=0
such that p, +...+ p, =1 as shown in Figure 2.7. The lower right corner of the ith
rectangle is located at F, = p, +...+ p,. The generalized baker map stretches each
rectangle horizontally by the factor of 1/ p;- At the same time, the rectangle is

contracted vertically by the factor of p,. Finally, all rectangles are stacked on top of

each other as in Figure 2.7. Formally,

B(x,y) = (l (x=F).py+F, ) (2-6)
y 4
for
(v, ) € [E, F, + p)x[0,)),
It is convenient to denote the baker map and its generalized version as B/21/2) @and
B(p,,.‘.,p.)' respectively. The generalized map inherits all important properties of the

baker map such as sensitivity to initial conditions and parameters, mixing, and

objectiveness.

o ]
P P % B

Figure.2.7 Generalized baker map
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Since an image is defined on a lattice of finitely many points (pixels), a
correspondingly discredited form of the basic map needs to be derived. In particular,
the discredited map is required to assign a pixel to another pixel in a bijective manner.
Since the discredited map is desired to inherit the property of the continuous basic map,
the discredited map should become increasingly close to the basic map as the number
of pixels tends to infinity. The discredited generalized baker map will be denoted
B,,,...»y» Where the sequence of k integers, n,,...,n,, is chosen such that each integer
n;, divides N, and n, +...+n, = N. Denoting N, =n +..+n,, the pixel (, s), with
N, <r<N,+n;,and 0<s < N is mapped to

B, ,,)(r,s)=(ﬁ(r—N,)+smodﬁ,i(s—~smodﬂ)+N,). (2-7)
i n, n N n.

This formula is based on the following geometrical considerations. A N x N square is
divided into vertical rectangles of height N and widthn,. Following the action of the
generalized baker map, these vertical rectangles should be stretched in the horizontal
direction and contracted in the vertical direction to obtain a horizontal n,x N rectangle.
To achieve this for the discretized map, each vertical rectangle N xXn, is divided into n,
boxes N/n, xn; containing exactly N points (see Figure 2.8). Each of these boxes is
mapped to a row of pixels. Since there are n, boxes, a horizontal rectangle n, x N is

obtained, as required.

N/m

N

M N2 n3 ng nNs

Figure.2.8 Discretized baker map

Now, how the pixels in each box are mapped to a row of pixels need to be
specified. Since the original baker map is continuous on each box, the only plausible
discretization is to map the box column by column. An example for N = 16, n =2is

shown below. The rectangle N/n,xn, =16/2x2=8x2 is mapped to a row of 16

pixels as follows:
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8 16
7 15
6 14
5 13
4 12
3 11
2 10
1 9

\

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

Figure.2.9 The mapping of the rectangle 8 x 2 to-a row of 16 pixels

Examples of permutations for a complete 6x6 pixels image and an 8x8 pixels
image are worked out in detail in Figure 2.10 and 2.11. For the 66 pixels image, a 3-1-2
division is used, while in the 8x8 pixels image case the division is 2-4-2. Equation (2-7)
is a symbolic, mathematical description of this geometric procedure. The application of
the baker map to a 256%256 test image shown in Figure 2.12(a) produces encrypted
images as demonstrated with Figure 2.12(b), (c) and (d). The ciphering key was
randomly generated and consists of the following sequence of 6 divisors of 256: (8859
59 4 118 ). Figure 2.12(a) shows the original image, and Figure 2.12(b), (c), and (d)

show the results of applying the generalized discretized baker map once, twice and

nine times respectively.

1 2 3145 & 1711 S18 12 &
7 8 9liojn 12 B2 B ¥ D24
13 14 15(16|17 18 i U BRI 4
IQZ]ZIZZM 718 29 9
25 2% 27|288|122 30 19 13 20 14 21 15
31 32 3BI3A4I3S 38 31 25 R 26 B 27

Figure.2.10 The permutation induced by the discretized baker map for 6 x 6 pixelsimage

(division 3, 1, 2)
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1 213 4 5 6|7 8 31 315 7322416 8
.9 10|11 12 13 14|15 18 63 55 47 P 64 56 48 40
17 18|19 20 21 22|23 24 H 312 419 %5 3% &
25 26127 28 29 30|31 32 2 27 19 22 20 29 21 30 22
3B 3435 36 37 38|39 40 43 35 44 35 45 37 46 38
41 42 |43 44 45 46 |47 48 3 51 &0 52 81 53 62 54
42 30 |51 52 53 54|S5 S6 2317 9 121810 2
57 B 19 & 61 62183 84 57 49 41 33 38 50 42 34

Figure.2.11 The permutation induced by the discretized baker map for 8 x 8 pixels

image (division 2, 4, 2)

(a) (b)

(c) (d)
Figure.2.12 Original image (a), after applying the baker map once (b), twice (c), nine

times(d)

The fact that spatially localized information in the original image becomes

nonlocal and uncorrelated in the encrypted image can be illustrated with the following
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example. The original image consists of a black circle on a white background of a
256%256 image. A randomly generated ciphering key of baker and the initial conditions
of cat map were used to iterate the discretized generalized baker map and cat map nine

times. The result is shown in Figure 2.13(b) and Figure 2.14(b). The black pixels are

scattered all over the image.

(a) (b)
Figure.2.13 Image consisting of black circle on a white background (a), encrypted

image after nine iterations using the cat map

(a) (b)

Figure.2.14 Image consisting of black circle on a white background (a), encrypted

image after nine iterations using the baker map



Chapter 3
Traditional Cryptographic Ciphers

3.1 Introduction to Cryptography

In recent years there has been a tremendous increase in the demand for digital
imagery. Applications include satellite imaging, medical imaging (digital radiography),
video-conferencing, digital broadcasting and écientific visualization. People want to
keep the contents of their communications private. Encryption methods, like the
symmetric ciphers DES or AES and the asymmetric RSA ciphers, help to achieve this
goal. These ciphers and additional protocols to exchange keys or other information
create a large toolbox which enables a cryptographically secure environment.

Encryption of digital data, especially multimedia data is wanted by several

groups, for example by the following:

® Individuals. They want to protect their private data, the images from the last
holiday, diary entries, ...
® Physicians, medical institutions, and their patients.  With the increasing

digitalization of inspection methods like X-ray it is convenient and — due to

requests by doctors, patients or health care organizations—necessary to store

and transmit this data. The emerging wishes of patients and health institutions

that experts on different locations Cooperate requires a well-founded framework

to guarantee that the medical data can only be viewed by the legitimate people.
®  Entertainment industry. - This involves the whole chain from the artists,
producers, distributors: they want to protect their business and therefore the
content so that everyone who wants to be entertained pays for it
News industry. this is very similar to the above entertainment industry. The
difference lies in the expected life-time of the data that should be protected. The
entertainment industry tries to protect their data for a very long time (usually the
number lies in the order of multiple decades), on the other hand in the news
business the information is outdated very early, in the order of some minutes to
days. The basic business model for that industry goes like the following: People

who want to be informed prior to others should pay for that advantage. After the
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initial publication the information is close to worthless and the only interest lies in
archival purposes.
Companies with various businesses. Of course they want to protect their trade
secrets from outsiders: the documents with business plans, development
sketches, but also records or transmissions of meetings, ...
Governments, administration and associated organizations. They have to keep
things secret, sometimes because this supports the privacy of the citizens,
sometimes because it is necessary for reasons of national security. It should be
noted that selective encryption as it will be presented in this thesis in many
cases does not meet prerequisites like the security requirements of such
agencies.
® many more...

We see that there are many legitimate reasons to protect, sometimes to protect
fundamentat rights, sometimes because law requires it, sometimes to protect some
business,. . . The way to get such protection is to encrypt the data and the usual
approach is to encrypt everything. To guarantee confidentiality and authenticity of
information cryptographic algorithms and methods are used. Asymmetric and
symmetric encryption algorithms can be distinguished. As an exceptional
representative of the asymmetric procedures RSA algorithm with advantages in the field
of key management and digital signature has to be mentioned. However, the
processing speed of corresponding implementations is slow. These algorithms are not
suitable for applications like processing of large amounts of data, i.e. hash operations
and encryption of bulk data.

In contract to that symmetric algorithms encrypt rapidly large amounts of data.
There are many published symmetric block ciphers which have significantly different
properties. This chapter compares some symmetric block cipher (BLOWFISH, SAFER

K-64, and AES) which offer different levels of security, flexibility, and efficiency.

3.2 Block Ciphers
A block cipher is a function which maps n-bit plaintext block to n-bit ciphertext

block, where n is the block length. The function is parameterized by a key ke K, which

is assumed to be chosen at random, see Figure 3.1.

466957
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-3 Plaintext blocks

Common Block Sizes:
n = 64, 128, 256 bits

Common Key Sizes:
n = 40, 56, 64, 80, 128,
168, 192, 256 bits

ciphertext blocks ——J» [

Figure.3.1 Block cipher

Block ciphers can be either symmetric or asymmetric. Many of the
cryptographic systems employ symmetric block Ciphers that individually provide
confidentiality. Because of their versatility they provide a base for the construction of
pseudorandom number generators, hash functions and stream ciphers. The algorithm
employing block ciphers are typically quite heavy to process. That is because the
efficiency has been traded off against security. Block size may cause problems in
efficiency because the complexity of implementation of many ciphers grows rapidly with
block size. Another weakness is that the whole block is used in the processing even if it
contains only few bits of data. The available free memory may be wasted in this
scenario. Stream ciphers encrypt individual plaintext characters one at a time and are
suitable for software implementation. From the hardware point view, stream ciphers are
considered faster than blocks ciphers. Furthermore, block ciphers have a more
complex implementation in hardware.

Most symmetric block ciphers are based on a Feistel structure and a round
function. A Feistel cipher involves dividing the plaintext into two halves and repeatedly
applying a round function to the data for some number of rounds, where in each round
using the round function and a key. The left half of the block is fed into the round
function, and then the result is XORed with the right half of the block. Finally, after all but
the last round, swap the halves of the block. The round function provides a basic

encryption mechanism by composing several simple linear and non-linear operations
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such as XOR, substitution, permutation, .and modular arithmetic [24, 2]. Feistel

cipher is shown in Figure 3.2,

XL, XRi.

XL; XR;

Figure.3.2 Feistel cipher

Different round functions provide different levels of security, efficiency, and
flexibility. The strength of a Feistel cipher depends on the degree of diffusion and non-
linearity properties provided by the round function. Blowfish algorithm bases their round
function on a substitution boxes (S-boxes) as a source of non-linearity. Some ciphers
(such as SAFER) use Pseudo-Hadamard Transform (PHT) and few other ciphers (such

as IDEA) use multiplication in their round functions for diffusion.

3.2.1 Blowfish Algorithm

Blowfish algorithm, designed by Bruce Scheneier in 1993 [2], is a 64-bit
symmetric block cipher. The key length is varied between 32 to 448-bit. Blowfish
algorithm consists of two parts: sub-key generation and data encryption.
Encryption

Blowfish encryption is shown in Figure 3.3. Itis a 16-round Feistel network.
Each round consists of a key dependent permutation, and a key- and data-dependent
substitution. All operations are:
@ Bitwise XOR of 32-bit words
EB Addition of 32-bit words modulo 22
It uses four S-boxes and P-array to encrypt data. Encryption is as follows:
Divide X into two 32-bit halves: XL, XR.

Fori=1to 16;

XL=XL® P,



XR=F(XL) ® XR
Swap XL and XR
Swap XL and XR (Undo the last swap)
XR=XR @ P,,
XL=XL ® P,
Concatenate XL and XR.

] 14 more rounds ]

y
D—Pus

ﬁ?‘* Pis P”—"@

\4

Figure.3.3 Blowfish Encryption

Function Fis as follows, see Figure 3.4.

Divide XL into four 8-bit quarters: a, b, cand d.

F(XL) = ((S[a]+ S, [6]) @ S, [c]) + S, [d]).

20

(3-1)
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8 bits 8 bits 8 bits 8 bits

S-box S-box S-box S-box
1 2 3 4
32[bits 32|bits 32|bits 32lbits

(N
\/

v

Figure.3.4 F function

Decryption is reverse order of encryption.
Sub-key and S-box generation
Blowfish uses a large number of subkeys. These keys must be precomputed
before any data encryption or decryption.
1. The P-array consists of 18 subkeys with size of 32-bit.
HOPXS Py
2. There are four 32-bit S-boxes with 256 entries each.
S105810505 81253
S2.0982,150552 2553
8309831558325
Se0084 1500384 3555
The subkeys are calculated using the blowfish algorithm.

1. First initialize P-array and four S-boxes using random number of hexadecimal
digit of 7z (less the initial 3).

2. Perform bitwise XOR P-array and the key. Thatis XOR P, with first 32-bit of the
key, XOR P, with the second 32-bit of the key, and so on for all bits of the key,
possibly up to P,,. Repeatedly cycle through the key until the entire P-array has
been XOR-ed with key bits.

3. Encrypt 64-bit block of all zeros using the Blowfish algorithm and the current P-
array and S-array. '

4. Replace P, and P, with the output of encryption in step (3).
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5. Encrypt the output of step (3) with modified sub-keys.
6. Replace P, and P, with the output of step (5).

7. Continue the process to update all elements of P -array and all elements of four

S-boxes.

In total, 521 iterations are required to generate all required subkeys.

3.2.2 Secure And Fast Encryption Routine (SAFER K-64)

SAFER K-64(for Secure And Fast Encryption Routine with a Key of length 64
bits), designed by James Massey in 1993, is a secret-key block-enciphering algorithm.
The blocklength is 64 bits which is divided into eight byte-length sub-blocks and
algorithms are byte-oriented block encryption algorithms, which have the following
properties:

® use of a non-orthodox linear transform, called the Pseudo-Hadamard Transform
for the desired diffusion
¥ use of additive constant factors(key biases) in the key expansion for avoidance
of weak keys
The encryption algorithm consists of r rounds of identical transformation, followed by an
output transformation; r = 6 is recommended but larger values of r can be used if
desired for even greater security. Each round uses two 8-byte subkeys and output
transformation uses one 8-byte subkey. These 2r+1 subkeys are derived from the 8-
byte user secret key. Encryption and decryption structure are slightly different. The
encryption structure of SAFER K-64 is shown in Figure 3.5.

The detailed encryption round structure of SAFER K-64 is shown in Figure 3.6.
The first step is the Mixed XOR/Byte-Addition of the round input with the subkey Kz,_;.
The eight bytes of the result are then subjected to one of two nonlinear transformations:

y =45"mod 257 (If x= 128, then y = 0). (3-2)

y=log, x (If x=0, theny = 128). (3-3)
The mod 257 in Eq.(3-2) is the arithmetic of the finite field GF (257). The element 45 in
Eq.(3-3) is a primitive element of this field. These two nonlinear operations are realized

with two look-up tables of 256 bytes each.
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The output of the eight nonlinear transformations is either XOR-ed or added with
bytes of subkeys K,. The result then passes through three layers of linear operations
called Pseudo-Hadamard Transformation (PHT).

b, =(2a, + a,)mod256. (3-4)

b, =(a, +a,)mod 256 . (3-5)
Between levels of the linear layer, the decimation-by-2 permutation is applied to achieve
the desired diffusion. After r rounds, there is a final output transformation. This is the

same as the first step of each round. The result is the 64-bit Ciphertext.

L Plaintext (8 bytes) j

K1
Eecrypting Round 1
TYPp! f ¢ K2
Eecrypting Round 2
I < K4
|
T - * PN K2r-1
ecrypting Round r
i < K2
Mixed XOR/BYRE SUBTRACTION
-— K2r+]
(Input Transformation)

}

L Ciphertext (8 bytes) j
Figure.3.5 Encryption structure of SAFERK-64




ROUND INPUT (8 Bytes)
1 2 3 4 5 6 7 8
N
xor add add xor Xor add add xor |4— K2j-1
T '
459 logss| (logas| [459 450) logss| |logss| 459
! '
add xor xor add add xor xor add |[e— K2j
[+ 2-PHT * ' 2-PHT : *mﬁ %ﬁt’
¥
2-PHT 2-PHT 2-PHT 2-PHT
'
2-PHT 2-PHT 2-PHT 2-PHT
! | v GO
1 2 3 4 5 6 7 8
ROUND OUTPUT (8 Bytes)

Figure.3.6 Encryption round structure of SAFER K-64
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The decryption structure of SAFER K-64 is shown in Figure 3.7. The deciphering

algorithm consists of an input transformation (with subtraction instead of addition) that is

applied to the ciphertext block, followed by r rounds of identical transformation. The

Inverse PHT (IPHT) is:

a, = (b, — b,)mod 256

a, =(-b, +2b,)mod 256

(3-6) -
(3-7)
The IPHT is as simple to compute as the direct PHT. The fan-out-by-two permutation

between levels of this inverse linear layer is the inverse of the decimation-by-two

permutation used in the linear layer of an encryption round. The detailed decryption

round structure of SAFER K-64 is shown in Figure 3.8.



L Ciphertext (8 bytes) j
Mixed XOR/BYRE SUBTRACTION I
(Input Transformation) K2rtl
D i #R dl Kar
ecrypting Roun
* < K2r-1
b ine Round 2 K2r-2
ecrypting Roun
I < K2r-3
|
Decrypting Round r
‘ 4t K]
L Plaintext (8 bytes) —I
Figure.3.7 Decryption structure of SAFER K-64
ROUND INPUT (8 Bytes)
1 2 3 4 5 6 8
| 2IPHT | [ 2-1PHT 2-IPHT | 2-IPHT
l 2-IPHT 2-IPHT 2-IPHT 2-IPHT
| 2-IPHT 2-IPHT 2-IPHT 2-IPHT
sub xor xor sub sub xor Xor sub |[e— K2r+2-2i
logss| [459) (459 llogss| llogss| (450 [459 logas
l Y Y y l
xor sub sub xor xor sub sub Xor |e—K2r+1-2i
1 2 3 4 5 6 7 8
ROUND OUTPUT (8 Bytes)

Figure.3.8 Decryption round structure of SAFER K-64
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Figure 3.9 shows the procedure for generating the subkeys K2, K3, ... , K2r+1

from the user-selected subkey K1. The constant B2, B3, ..

., B2r+1 are the biases that

have the purpose of ensuring that the round subkeys appear individually random. bli,j]

is the /”’ byte of bias B and all of round constants are calculated by the following formula.

b[i, _]] = 4545"((9l+j) mod 256) mod 257 mOd 257

User Selected Eight-Byte Key K1

Y
Rotate Each Byte Left by 3 Bits B2 3
.| Byte-by-Byte K2
v mod 256 add
Rotate Each Byte Left by 3 Bits B3 3
.| Byte-by-Byte
, mod256add |
Rotate Each Byte Left by 3 Bits B4j
.| Byte-by-Byte
v mod 256 add ~4
|
\ 4
Rotate Each Byte Left by 3 Bits B2r+] 3
L .| Byte-by-Byte |
mod256add [ K2rtl

Figure.3.9 Key schedule for SAFER K-64

3.2.3 Advanced Encryption Standard (AES)

(3-8)

In 2000, the NIST chose Rijndael algorithm, designed by Joan Daemen and

Vincent Rijmen, as Advanced Encryption Standard (AES) replacing to Data Encryption

Algorithm (DES), which has been the standard since 1977. DES was developed by IBM

in the early 1970. For many years, DES has been the most important target for

cryptanalysis; many new techniques introduced in the last few years have been

measured primarily against DES. DES is a balanced Feistel cipher, encrypting 64-bit

block with 56-bit key. The cipher consists of 16 rounds. In each round, one 32-bit half

of the block is fed into a round function, along with 48 bits of key; the 32-bit result is

XOR-ed into the other half. DES' strength derives from the combination of 6-bit to 4-bit
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S-boxes and 32-bit permutation. In the past few years, its strength is extremely sensitive
te- the precise S-box contents and ordering, and the specific bit permutation used.
Small changes often have a catastrophic impact on security. At present, DES' short key
size makes it unacceptable for most applications.

The structure of AES is very similar in many respects to the Substitution
Permutation Network (SPN). It is an iterated block cipher with a simple and elegant
structure. It has a variable block length b (Nbx32, where Nb is the number of 32-bits
word with respect to the plaintext) and a variable keylength k (Nkx 32, where Nk is the
number of 32-bit words with respect to the cipher key) of 128, 192, or 256 bits. The
number of rounds Nris determined by block length and key length and varies between
10 and 14, as shown in Table 3.1.

Table.3.1 Number of rounds Nras a function of the block and key length

Ne—{ 2052332 7426 I fg
Zu 10 12 14
k=6 12 12 14
k=3 14 14 14

AES does not have the Feistel structure. The round transformation is composed

of three distinct invertible uniform transformations, called layers and each layer has its

own function:

® The linear layer: guarantees high diffusion over multiple rounds.

® The nonlinear layer: the S-box substitution is a nonlinear operation and provides
almost ideal protection against differential and linear cryptanalysis,

The key addition layer: is a simple XOR of the round key to the intermediaté
State.

The transformation in a round operates on the intermediate result, called the State. The
State can be written as a rectangular array of bytes with four rows and as many columns

as required by the block length. State of four by four array of bytes is as follows.

Initially, State is defined to consist of the 16 bytes of the plaintext X, as follows:



28

Syo | Sox | Soa | Sos Koo | Xou | Xoz | Xos
Sio | Sui | Sia | Sis Xio | X | Xia | Xis
S0 | Sa1 | Soz | Sas = Xoo | Xoy | X5s | Xy
Sso | Ssi | Sz | S Xio | X5y | Xas | X,y

Figure.3.10 State array and plaintext

Figure 3.11 Shows algorithm overview for AES. For each of the first Nr-1 rounds,
perform substitution operation called ByteSub on State using an S-box: perform a
permutation ShiftRow on State; perform an operation MixColumn on State; and
AddRoundKey. In the final round the MixColumn step is removed. For decryption, the
process is reverse order using the key schedule in reverse order. The individual

transformations used in encryption are InvShiftRow, InvByteSub, InvMixColumn and

AddRoundKey.

Key Expansion

"
4
Add Round-Key

Repeat
(Nr-1)

Times

A 4

Transformations:
-ByteSub
-ShiftRow
-MixColumn

v
Add Round-Key

A 4
Transformations:

-ByteSub
-ShiftRopw

v

Add Round-Key
Figure.3.11 Algorithm Overview of AES
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The transformation ByteSub is a nonlinear byte substitution operating on each

byte of State independently using S-box. The entry of S-box is indexed by four leftmost

bits as the row and four rightmost bits as the column.

composition of two transformations:

S-box is obtained by the

1. Each byte is represented as an element of GF (2%) and substituted by its

multiplicative inverse in GF (28). The value 0 remains unchanged.

2. Then an affine transformation over GF (2) is calculated as a matrix multiplication

and addition of (11000110).

- -

y

A SR

y

(1000111 1]

11000111
RN\ %
11110001
11111000
01111100
00111110
00011111]

LR S S R R .

X

O == OO O e

(3-9)

For the inverted S-box, the affine inverse transformation is used, followed by

multiplication inversion in GF (28).

ShiftRow Transformation

The rows of State are cyclically shifted depending on the block length as shown

in Table 3.2.

The InvShiftRow transformation is a cyclic shift of the rows of State the same

number of positions, but on the right.

Table.3.2 Shift offsets for different block lengths

Nb 4 6 8
Row0 0 0 0
Row1 1 2 3
Row2 1 2 3
Row3 3 3 4




30

MixColumn Transformation

The columns of State are considered a$ polynomials over GF(28) and multiplied
mod x*+1 by a fixed polynomial a(x) given by
a(x) ='03'x>+'01' x> +'01' x+'02' (3-10)
where '03', '01', and ‘02’ express hexadecimal values corresponding to x+1, 1 and x,

respectively.

In the InvMixColumn transformation, every column is transformed by multiplying
it with the polynomial d(x) defined by
a(x)®d(x)="01' ' (3-11)
and given by
d(x) ='0B'x*+'0D'x*+'09' x+'0E' (3-12)
being '08', '0D’, ‘09" and '0F the hexadecimal values corresponding to X+ X,
respectively. .
AddRoundKey Transformation
In this transformation, bytes of input are simply XOR-ed with the expanded round
key.
Key Expansion
Expanded key consists of total of Nb (Nr+1) words. The first four columns are
filled with the key, and the others are derived from those in recursive way. Symmetry is
eliminated by XORing round constant word array RCon([i] which contains the value given

by Ix" ,{00},{00},{00}] with x™' starting i at 1. Key expansion is as follows.

For i = 0 to Nk -1

Wlil = (K [4i], k [4i+1], Kk [4i+2], K [41+3])
For i = Nk to Nb (Nr +1)
temp = W [i-1]

If (i mod Nk = 0)

temp = SubByte (ShiftRow (temp)) @Rcon [i/Nk]
If (Nk = 8 and i mod Nk = 4)
temp = SubByte (temp)
W[i] = w [i-Nk] @ temp
3.2.4 Advantageous and Disadvantageous of each Block Cipher
Blowfish algorithm is not patented. The principal advantageous of Blowfish is
simplicity of design (it uses simple operations that are efficient on micréprocessor).
Although there is a complex initialization phase required before any encryption can take

place, the actual encryption of data is very efficient on large microprocessors. The key-

and data-dependent S-boxes protect against differential and linear cryptanalysis. The
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key is long enough to ensure a particular security level. Blowfish with large key length
results in much faster performance than IDEA which is protected by patents. Blowfish is
a reasonable encryption algorithm, especially for an unpatented one. But Blowfish does
not meet all the requirements for a new cryptographic standard. It is only suitable for
applications where the key does not change often, like a communications link or an
automatic file encryptor.

SAFER K-64 is not patented. It is a byte-oriented iterated block cipher designed
for efficient implementation in both software and hardware. Using byte operation, it is
useful in application such as smart cards. SAFER K-64 uses Pseudo-Hadamard
Transform (PHT) to achieve desired diffusion of small changes in the plaintext or the key
and diffusion provided by the PHT appears to be better than that in any other cipher. It
also use additive key biases to eliminate the possibility of weak key. Structure of SAFER
K-64 is more closely resemble to AES because SAFER K-64 has key-mixing layer in
which subkey bytes are combined with data via XOR and addition (XOR/ADD)
(AddRoundKey step in AES), one non-linear layer, where two S-boxes are applied
alternately (ByteSub step in AES) and a linear transformation layer (PHT) that mixes all
bytes in a block (MixColumn step in AES). SAFER K-64 is practically secure against
differential cryptanalysis after 8 rounds and is adequately secure against the attack after
6 rounds. After 3 rounds linear cryptanalysis is ineffective against this algorithm. The
only substantial weakness in SAFER K-64 is in the key schedule and was observed by
Knudsen. Essentially the key schedule is not sufficiently complicated and the same
bytes in the users supplied key are used in the same place in every round. While this
attack may not impact SAFER’s security when used as an encryption algorithm, it greatly
reduces its security when used as a one-way hash function. In any case, Knudseﬁ
recommends at least 8 rounds. Unfortunately, there are sufficiently many reported
observations and partial results available that even though there is no attack on the
cipher, many people are still quite wary.

AES resistances against all known attacks. It is flexible for a variety of platforms
and operating systems. AES is efficient in implementation of both hardware and
software. The round transformation is parallel by design, which. is an important
advantage in future processors and dedicated hardware. AES can be implemented on a

smart card in a small account of code, using a small account of RAM and taking a small
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number of cycles. The principal advantageous of AES are the fact that the cipher and its
inverse use different components practically eliminates the possibility Tor weak and
semi-weak keys, the nonlinearity of the key expansion practically eliminates the
possibility of equivalent keys, and simplicity of design ( the cipher-does not base its
security on obscure and not well understood interactions between arithmetic
operations). Traditional block ciphers are summarized as shown in Table 3.3.

Table.3.3 Traditional block ciphers

Cipher Type Key size Block size Round Substitution Permutation
Feistel Variable
Blowfish 64-bit 16 8x32 S-boxes P-array
network key length
iterated
SAFER 45" mod 257 and
block 64 64-bit 6.8,12,16 PHT
K-64 log,s x
cipher
SP Variable Variable
AES 10,12,14 S-box MixColumn

network key length | block size

3.3 Conclusion

In this chapter, the structure of block ciphers has been analyzed, remarking its
main advantages, disadvantageous, similarities and dissimilarities.  Blowfish is not
suitable for application where the keys are frequently changed. For fast speed,
applications can store the subkeys rather than execute the derivation process multiple
times. With SAFER-K64, even though there is no attack on the cipher, many people are
still quite wary about its security. AES resistances against all known attacks. It is
flexible for a variety of platforms and operating systems. '

On comparison of traditional block cipher is presented in this section.
Comparisons between block ciphers are shown in Table 3.4. Multimedia encryption

using chaos-based algorithm will be studied and investigated later.
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Table.3.4 Comparisons of block ciphers

Ciphers Suitable Speed | Security | Memory Hardware | Patent
usage Complexity
Blowfish Application where the key | Middle | Middle high Low No
does not change often
SAFER K- | Smart cared Middle | Middle Low Low No
64
AES Variety of platform and | High High Low Low No

operating system




Chapter 4
Chaotic based Image Encryption

4.1 Introduction to Image Encryption

Unlike text messages, image data have their special features such as bulk
capacity, high redundancy, and high correlation among pixels, not to mention that they
usually are huge in size, which together make traditional encryption methods difficult to
apply and slow to process.

Sometimes, image applications also have their own requirements like real-time
processing, fidelity reservation, image format consistence, and data compression for
transmission, etc. Simultaneous fulfilments of these requirements, along with high
security and high quality demands, have presented great challenges to real-time
imaging practice. One example in point is the case where one needs to manage both
encryption and compression. In doing so, if he wants to have an image encrypted after
its format is converted, say from a TIFF file to a GIF file, he has to implement encryption
before compression. However, for a conventional encrypted image, it has very little
compressibility. On the other hand, compression will make a correct and lossless
decipher impossible, particularly when a highly secure image encryption scheme is
used. This conflict between the compressibility and the security is very difficult, if not
impossible, to completely solve.

High redundancy and bulk capacity generally make encrypted image data
vulnerable to attacks via cryptanalysis. Based on the bulk capacity, the opponent can
gain enough ciphertext samples (even from one picture) for statistical analysis.
Meanwhile, since data in image have high redundancy, adjacent pixels likely have
similar greyscale values, or image blocks have similar patterns, which usually embed
the image with certain, patterns that results in secret leakage.

Image data have strong correlations among adjacent pixels, which makes fast
data-shuffling quite difficult. Statistical analysis on large amounts of images shows that
averagely adjacent 8 to 16 pixels are correlative in horizontal, vertical, and also diagonal
directions for both natural and computer-graphical images. According to Shannon's

information theory [3], the ciphered (i.e., encrypted) image should not provide any
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information about the plain-image. To meet this requirement, therefore, the ciphered
image should be presented as randomly as possible. Since a uniformly distributed
message source has a maximum uncertainty, an ideal cipher—ima‘ge should have an
equilibrium histogram, and any two adjacent pixels should be uncorrelated statistically.
This goal is not easy to achieve under only a few rounds of permutation and diffusion.

Bulk capacity of image data also makes real-time encryption difficult. Compared
with texts, image data capacity is horrendously large. For example, a common 24 bits
truecolor image of 512-pixel height and 512-pixel width will occupy 512x512x%24/8 =
768KBytes in space. Thus, a one-second motion picture will reach up to about
19MBytes. Real-time processing constraints are often required for imaging applications,
such as video-conferencing, image surveillance, etc. Vast amount of image data put a
great burden on the encoding and decoding processes. Encryption during or after the
encoding phase, and decryption during or after the decoding phase, will aggravate the
problem. If an encryption algorithm runs very slowly, even with high security, it would
have little practical value for real-time imaging applications. That is the reason why
current encryption methods such as DES, IDEA and RSA are not the best candidates for
this consideration.

Image encryption is often to be carried out in combination with data
compression. In almost all cases, the data are compressed before they are stored or
transmitted, due to the huge amount of image data and their very high redundancy.
Thus, directly incorporating security requirements in the data compression system is a
very attractive approach. The main challenge is how to ensure reasonable security while

reducing the computational cost without downgrading the compression performance.

4.2 Basic Features of Chaos

For simplicity, one-dimensional maps are discussed. Consider a discrete
dynamical system in the general form of
Xa=f(x) f:I>1I, x,el (4-1)
where f'is a continuous map on the interval I = [0,1]. This system is said to be chaotic
if the following conditions are satisfied.

1. Sensitive to initial conditions:
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36>0, Vxyel,e>03ne N, yoe l: (4-2)
I (x) = [ (9o)| >6

T e wl<e=

2. Topological transitivity:
VI, I,cl3x,el,neN: f"(x,)el, (4-3)
3. Density of periodic points in I

Let P={pel|3neN: f"(p)= p} be the set of periodic points of f .

Then Pisdensein [:P=].

The sensitivity to initial conditions of chaos is often illustrated as the butterfly
effect, which rooted in Lorenz's original wording “Does the flap of a butterfly’s wings in
Brazil set off a tornado in Texas?" This sensitivity property is commonly utilized for the
keys of cryptosystems. The topological transitivity property ensures the ergodicity of a
chaotic map, which means that if partitioning the state space into a finite number of
regions, no matter how many, any orbit of the map will pass through all these regions.
This property is linked to the diffusion feature of cryptosystems. In chaotic cryptology,
the above two properties are often used to construct stream ciphers and also block

ciphers.

4.3 Relationship between Chaos and Cryptography

It is very natural to apply the discrete chaos theory to cryptography. The
property of sensitive dependence of orbits on initial conditions makes the encryption
nature very complicated. This prevents the system from any brute-force attack. The
ergodicity implies that the state space cannot be nontrivially divided into several
subspaces. So, if some orbit starts from an arbitrary point x, it will then never be
restricted within a small region. This property indicates that if a chaotic map is used to
compose encryption then the plaintext space will not be restricted to a small subspace.
Thus, for ciphertext C, to search for the corresponding plaintext P one must go over the
entire state space X. The sensitivity to initial conditions and parameters as well as the
mixing (ergodicity) characteristics of chaos are very beneficial to cryptosystems. The
main difference is that cryptosystems are operated on a finite set of integers, while
chaotic maps are defined on an infinite set of real numbers. The following excerpt from
Shannon’'s masterpiece [3] demonstrates that cryptographic  algorithms have

unconsciously used the mixing property of chaos.



37

Good mixing transformations are often formed by repeated products of two
simple non-commuting operations. Hopf has shown, for example, that pastry
dough can be mixed by such a sequence of operations. The dough is first rolled
out into a thin slab, then folded over, then rolled, and the folded again, etc....In
a good mixing transformation . . .functions are complicated, involving all
variables in a sensitive way. A small variation of any one (variable) changes (the
output) considerably.
The similarities and differences between chaos and cryptography can be listed in Table
4.1. Chaotic maps and cryptographic algorithms have some similar properties: both are
sensitive to a tiny change in initial conditions and parameters; both have random-like
behaviors; cryptographic algorithms shuffle and diffuse data by rounds of encryption,
while chaotic maps spread a small region of data over the entire phase space via
iterations. The only difference in this regard is that encryption operations are defined on
finite sets of integers while chaos, on real numbers.

Table.4.1 Similarities and differences between cryptographic algorithms and chaotic

systems

Cryptographic Algorithms Chaotic Systems

Phase space: finite set of integers Phase space: set of real numbers

Algebraic methods Analytic methods

Rounds iterations

Key (Boolean) - Discrete keyspace Parameters (real) — Continuous keyspace

Diffusion Sensitivity to a change in initial
condition/parameters

Digital realizations by integer arithmetic Digital realization by non integer arithmetic
which  approximates continuous-value
systems

4.4 Chaos-Based Block Ciphers for Image Encryption
Chaos-based block ciphers have excellent flexibility. Applying block ciphering
on a whole picture can achieve very fast shuffling. Meanwhile, if a huge-sized image is

needed to be encrypted by a device with limited memory or computational power, say a
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single chip or a mobile phone, the image can be split into several small blocks which
“are then encrypted in serial. Unlike stream ciphers, block ciphers are suitable for
parallel processing. Moreover, using a block cipher it is easy to balance the
requirements of encryption intensity and cipher speed by simply controlling the cipher
rounds.

Integrating a chaotic map into a block cipher is to utilize chaos properties to
rapidly scramble and diffuse data. Two general principles that guide the design of block
ciphers are diffusion and confusion. Diffusion means spreading out the influence of a
single plaintext digit over many ciphertext digits, so that the statistical structure of the
plaintext becomes unclear. Confusion, on the other hand, means to use transformations
that complicate the dependence of the statistics of the ciphertext on the statistics of the
plaintext [23]. These two principles are closely related to the mixing and ergodicity
properties of chaotic maps.

A general approach to chaos-based block ciphers design was provided, which
consists of four steps:

1. Choosing a chaotic map: one should consider maps with good mixing property,
robust chaos, and a large parameter set.

2. Introducing the parameters.

3. Discretization.

4. Cryptanalysis and key scheduling.

This framework is recapitulative and can be used to direct block ciphers design.
However, to design a fast block cipher applicable to real-time imaging, more
considerations are in order. For example, since images are highly correlated, it is better
to choose a higher-dimensional chaotic map to speed up the permutation process. A
block image cipher design framework, based on higher-dimensional chaotic maps, is
recommended in [25]:

1. Choose a higher-dimensional chaotic map and generalize it by introducing a
large number of parameters. The chaotic map chosen should have a large
parameter set and good mixing property. In addition, the map should be a
measure-preserved map, to ensure one-to-one mapping after discretization,
which is needed for decryption. Good examples of such maps include the

generalized cat map, generalized baker map, etc.
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2. Discretize the map. Despite the fact that in theory a discretized map is only
defined over a finite field therefore tan never to truly chaotic, one should keep a
certain strong features of chaos, such as mixing and sensitivity to parameters,
while keeping the data shuffling speed fast. For practical use, this oftentimes
proves sufficient.

3. Compose a diffusion process. Although pixels’ positions of an image have been
scrambled in the last step, generally the distribution of grey-scales of the image
is still unchanged, i.e., the histogram of the plain-image is about the same as
that of the cipher-image. This leaves a door widely open for statistical attack and
chosen-plaintext attack. Thus, a diffusion process is necessary, to make the
influence of each single pixel spreading over all of the image. The diffusion
process may simply use an one-dimensional chaotic map to accomplish. In
addition, one may also introduce an additional substitution procedure to speed
up the diffusion process.

4. Perform security evaluation. Many cryptanalysis methods that widely used in
traditional cryptography should be applied to analyze the performance of a
proposed chaos-based cipher. These methods include: keyspace analysis,
statistical attack, differential and linear attacks, know-plaintext attack and
chosen-plaintext attack, etc.

5. Other performance evaluation. Apart from security analysis, for image
encryption, other issues should also be considered. These include such as
cipher speed, cipher-image size, decipher-image quality (if data compression is

combined), and computational overhead, etc.

4.5 Chaos-Based Stream Ciphers for Image Encryption

Compared with a block cipher, the main advantage of a chaotic stream cipher is
that it can be designed to accommodate image compression. Elaborately designing a
stream cipher only introduces a small computational overhead in image coding.
Moreover, if the image compression algorithm is an embedded one, i.e., the decoding
procedure is from coarse to fine progressively, the cipherimage stream can also be

truncated at any desired point without influencing the decoding process.
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Encryption by a stream cipher is to use a sequence of random numbers to mask
a sequence of plaintext of the same length, bit by bit. Although using random numbers
to mask a plaintext can achieve theoretical security [3], its practical implementation is
impossible. The fact is that it is practically very difficult, if not impossible, to generate a
truly random number sequence with a deterministic algorithms. In practice, pseudo-
random numbers are used instead. Then, the main problem is to generate pseudo-
random with "good” properties to meet the need of a key stream. A commonly used
pseudo-random generator (PRG) is the linear congruential generator (LCG). Since
chaotic systems can generate orbits that prove to be non-distinguishable from truly
random orbits (e.g., they both have broad power spectra, and they are both extremely
sensitive to small changes of initial conditions), recently chaotic pseudo-random number
generators (CPRNG) have attracted more and more attention.

Both compressed and uncompressed image data are treated as bit streams in
stream ciphers. It is more interesting to construct pseudo-random bit sequences.
Traditionally, linear feedback shift registers (LFSR) are popular generators of pseudo-
random bit sequences like the m-sequence. By using a chaotic map, CPRNG is easy to
construct. Assume that a dynamical system, denoted ( X' ,@ ), has a normalized invariant
measure 4. Divide the state space X into two disjointed parts, X, @nd X,, such that
H(Xy) = pu(X,)=1/2. Take an initial value x,€X as seed, and start to revolute the
system governed by ¢ and x,. Suppose that after n iterations, a value X, is

obtained. The nth bit b, of the sequence is then determined by the following formula:

0 if x,eX,
1 if x,eX,

Thus, one obtains a bit sequence, {b,,b,,...,b,,...}. Owing to the intrinsic properties of

b =

n

(4-4)

chaos, like ergodicity and mixing, the CPRNG has many good features: unique
dependence of the sequence on the seed, equiprobable occurrence of "0” and "1 ," and
asymptotic statistical independence of bits, etc.

To calculate quantities over one complete period of the generator, the following
three conditions should be satisfied:

® the number of “0” bits should differ from the number of “1” bits by at most one;
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® among all the runs, a half should be of length 1, a quarter should be of length 2,
an eighth“should be of length 3, and so on, and for each of these lengths there
should be equally many runs of “0” bits and runs of "1" bits;

the value of the autocorrelation function is equivalent to the period of the
generator when the offset is 0; otherwise, the value is equal to a certain constant
integer.

A practical and widely used test standard for stream cipher is specified by National
Institute of Standards and Technology (NIST) in the United States, called FIPS 140-2. it

consists of 4 tests on a total of 16 aspects. They are monobit test, poker test, runs test,

and long run test.



Chapter 5

Performance of the Proposed Method

5.1 The New Scheme of the Proposed Chaotic Image Encryption

Chaotic maps have been utilized in several different ways in cryptography.
Probably the most obvious application of chaotic maps is to use one or more one
dimensional maps as pseudo-random number generators producing a binary stream
which is then XOR-ed with the plaintext to produce the ciphertext. However, these
schemes have been shown to produce weak Ciphers. In this chapter, a method using
cryptographically strong 8x8 S-box based on chaotic maps is proposed. The
substitution boxes(S-boxes) have been widely used in almost all traditional
cryptographic system, such as DES, AES. RC4 which is a variable-key-size stream
Cipher also use a 8x8 S-box [2]. The entries are a permutation of the numbers 0
through 255, and the permutation is a function of the variable-length key. To obtain
dynamical 88 S-box, using chaotic maps is the best approach [1]. A method for
obtaining dynamical S-box is obtained by iterating chaotic maps. According to perfect
properties of sensitive dependent on initial condition and system parameter of the
chaotic system, it is easy and convenient to obtain a class of good S-box with changing
the initial condition or system parameter slightly. The method is composed of two steps:
First, by iterating chaotic map, a sequence of random variables is generated and turns it
to a decimal integer on the range of 0-2", then an integer table can be obtained.
Second, a key-dependent permuting is used to shuffle the table nonlinear by a map to
achieve a more secure encryption. The shuffle table is the desirable S-box. The

digitized value generated from two dimensional cat map is used to index the entry of the

S-box which is XOR-ed with the values of the plain image pixel.

5.1.1 Designing dynamical S-box based on chaotic maps
First, choose two numbers: one is an initial value x which is a float number in
(0,1), another a control parameter H# where 0<u<4. Then use these values to

compute the Logistic map.

Xpe1 = HX, (1 _xn) - (5'1)
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Here, we choose x, =0.1and the value of g in Eq.(5-1) is selected as 3.9999. The
value obtained from the logistic map is digitized by miultiplying with proper scale and
then the lower bits are extracted to obtain a decimal integer on the range of 0-2". In this
way, an integer table on the range of 0-2" can be obtained. Secondly, a key-dependent
permuting is used to shuffle the table nonlinearly by applying the same transformation
the baker map several times. To take advantage of the diffusion, the baker map is first
generalized by introducing parameters and then discretized to a finite square lattice of
points. After applying the discretized baker map with a sequences of 6 divisors of 16 (2

244 22) tothe integer table for further permutation, the required dynamical 8 x 8 S-box

is obtained.

Initial value and control parameter

Logistic map
Sequence of pseudo-random byte
Sequence of
divisors
~NA ™ Baker map
Dynamical
8 by 8 S-box

Figure.5.1 Designing dynamical S-box



Table.5.1 An example of 8x8 S-box
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1061208 1122 96 [ 123 | 3 [246 (144 | 98 {126 | 102 {224 {236 | 9 52 | 41
1 64 | 32 | 163§ 62 | 73 {175 6 |241 | 215 28 | 156 [ 132|202 | 11 | 41
40 | 238} 54 | 117 [ 175|174 (235 | 206 | 172 | 29 | 127 | 182 | 149, 99 | 205 | 122
178 | 34 | 79 | 106 ) 36 | 58 [225| 13 [ 120 | 99 [ 135|203 | 39 | 177 | 116 | 251

230 | 89 }220 | 199 | 195 (193 | 232 | 224 | 49 | 16 | 245 | 33 | 145 | 112 | 139 | 31
190 | 88 | 202|129 | 81 | 99 | 200 | 90 [ 1511219 | 6 |[166 | 134 | 122 | 63 | 111
1 62 | 230 (230 (135 | 67 | 200 61 {166 | 114 [ 19 | 85 | 228 | 129 | 61 | 240
118 | 38 | 166 | 226 1 198 | 39 | 120 | 92 (224 | 79 | 36 [ 183 | 119 | 130 | 242 | 36
70 | 124 | 142 | 31 9 2231 73 | 25 (125108 {246 | 62 | 148 | 36 | 151 | 200
62 | 200 | 88 | 166 | 177 { 117 | 33 3 [177 237 )| 63 [ 117 | 101|100 | 181 | 78
149 [ 222 47 [ 109 | 104 | 48 | 132 | 68 | 17 | 253 | 236 | 27 | 28 | 160 | 48 | 132
197 | 65 | 220 | 198 { 107 | 143 (144 [ 60 | 83 | 39 | 20 {105| 22 | 17 | 191 | 204
153 | 68 | 245|186 | 200 | 3 64 | 113 (124 | 106 | 30 | 175 | 254 | 189 | 228 | 32
184 | 68 | 35 | 79 | 13 | 456 | 230 | 83 | 76 | 146 | 247 [ 218 | 39 [ 123 | 184 | 156
200 | 24 | 66 | 44 | 104 | 54 | 26 | 81 | 244 | 129 | 151 | 183 | 155 | 211 | 41 | 85
192 [ 154 |1 155 | 218 | 251 | 202 | 151 | 163 | 72 | 203 {235 | 93 | 148 | 3 30 | 47

5.1.2 Encryption Scheme using dynamical S-box

Encryption is byte by byte operation operating on each byte. The entry of S-box

is indexed by pseudo-random bytes generated from two dimensional cat map. The

resultant 8 bits value of S-box is simply XOR-ed with the plaintext to produce the

ciphertext and XOR-ed with the ciphertext to produce the plaintext. The fixed points of

the cat map are associated with initial points whose coordinates are rational fractions.

Initial points whose coordinates are irrational numbers (between 0 and 1) lead to chaotic

trajectories. Here we choose the golden mean value ((w/g —1)/2) which is the most

irrational of all irrational numbers as the initial values of cat map. Figure 5.2 and 5.3 (b)

show this encryption scheme and the enciphered image using this encfyption scheme.




Initial values ( xp=y,=0.61803)

Cat map
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Sequence of pseudo-random byte

Dynamical
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Initial values ( xo= yo=0.61803)

Cat map

Sequence of pseudo-random byte

Y

Dynamical
§ by 8 S-box

§ bits

Plaintext (8 bits)

Ciphertext (8 bim)j) X

i\

>

(b)

Figure.5.2 Encryption and decryption schemes: (a) encryption scheme, (b) decryption

scheme

(b)

Figure.5.3 Plain image of Lena (a), cipher image of Lena (b)
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Figure.5.4 Plain image of Shwedagone Pagoda (a), cipher image of Shwedagone

Pagoda(b)

5.2 Simulation Results
We utilize the MATLAB software and use 256x256 color Lena image to perform
the simulations which are:
1. Display a histogram of image data for plaintext and ciphertext.
2. Two-dimensional discrete Fourier transform and shift zero-frequency component
of discrete Fourier transform to center of spectrum by plotting 2 D diagram.
3. The correlation coefficients between plain image and cipher image.
4. The correlation coefficients among different cipher images obtained by different
user keys.
The simulation results are described as follows:
The histograms of the original image and cipher image are shown in Figure 5.4.

The histogram of cipher image is uniform, i.e., the confusion property of cipher image is

better.
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Histogram of Origingl Imege
Histogram of Encrypted Image(Chacs)

(@ (b)

Figure.5.5 Histogram of the original image (a), histogram of the encrypted image (b)

Two-dimensional discrete Fourier transform and shift zero-frequency component of
discrete Fourier transform to center of spectrum by plotting 2 D diagram (see Figure 5.5)
represents average distribution of spectrum energy. The result indicates the nice
diffusion characteristics.

The correlation coefficient between source image and cipher image is 0.00041818.
The value is nearly equal to zero and it expresses that source image and cipher image
is almost independence. The correlation coefficient among different cipher images
obtained by different user keys is 0.00374. The value closes zero, i.e., different cipher
images are independence.
w0 | 10

; |

(@ (b)
Figure.5.6 The 2 D spectrum of the original image (a), the 2 D spectrum of the encrypted

image (b)
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5.3 Standard statistical tests and analysis

In order to test the method, we have performed certain statistical tests for various
chaotic systems. The tests we use are the standard criteria specified in FIPS PUB 140-2
tests [4], which consist of four tests, totaling a number of 16 items. In the FIPS PUB 140-
2 statistical tests of random numbers one considers a single bit stream of 20,000
consecutive bits output from the generator. The bits are then subjected to each of the
tests below. Failure to meet any of the specified criteria means that the sequence must
be rejected. The four tests, termed the monobit test, the poker test, the runs test, and the
long run test, are briefly described below for completeness.
(1). Monobit Test

Count the number of ones in the 20,000 bit stream. Denote this quantity by X.
The test is passed if 9,725 < X < 10,275.
(2). Poker Test

Divide the 20,000 bit stream into 5,000 contiguous 4-bit segments. Count and
store the number of occurrences of each of the 16 possible 4-bit values. Denote f (i) as

the number of each 4-bit value i where 0 < i < 15. Evaluate the following:

s (Z[f @] ) 5000. (5-2)

The test is passed if 2.16 < X < 46.17.
Table.5.2 The required interval for runs test in the FIPS PUB 140-2 statistical tests

Length of Run | Required Interval
1 2315-2685
2 1114-1386
3 527-723
4 240-384
5 103-209
6+ 103-209

(3). Runs Test
A run is defined as the maximal sequence of consecutive bits of either all ones
or all zeros, which is part of a 20,000 bit sample stream. The incidences of all runs (for

both Consecutive zeros and consecutive ones) of all lengths (21) in the sample stream
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should be counted and stored. The test is passed if the number of runs that occur (of
lengths 1 through 6) of each type is within the corresponding interval specified in Table
5.2. This must hold for both the zeros and ones; that is, all 12 counts must lie in the

specified interval. For the purpose of this test, runs of greater than 6 are considered to

be of length 6.
(4). Long Run Test

A long run test is defined to be a run of length 26 or more (of either zeros or
ones). For the sample of 20,000 bits, the test is passed if there are no long runs. To test
the quality of the random bits generated, we will have to check a total of sixteen items
(one for the monobit test, one for the poker test, twelve for the runs test, and two for the
long run test).

According to the property of high sensitive dependent on the initial condition and
system parameter of the chaotic map, a different initial value and control parameter will
result in a different S-box. In this thesis, we employ the logistic map to generate the
chaotic integer table, which initial value x,=0.1 is chosen and the value of Min Eq.(5-1)
is selected as 3.9996. By applying the baker map nine times, we can obtain the
dynamical 8x 8 S-box. The result of statistical test of the proposed scheme is shown in
Table 5. 3.

Table.5.3 The result of statistical test of the proposed scheme

Monobit Test 9932
Poker Test 20.577
Run Test of Run 1 2321
Run Test of Run 2 1288
Run Test of Run 3 587
Run Test of Run 4 348
Run Test of Run 5 167
Run Test of Run 6 150
Long Run Test 0
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5.4 Comparison between the Proposed Scheme and the Others

The image contains an area with avixed color, which means large redundancy.
The edge of this area will be approximately preserved after encryption. There exists
high redundancy in images, which may make block ciphers running in ECB (Electronic
Code Book) mode fail to conceal all visible information in some plain-images. This is
because those consecutive identical pixels lead to the same repeated patterns when a
block cipher is used in ECB mode. See Figure 5.8 ~ Figure 5.10 for real examples of this
phenomenon. Figure 5.6(b) shows the enciphered image using the proposed scheme

and the image is hardly recognizable.

(a) (b)

Figure.5.7 Plain image (a) and cipher image (b) of Myanmar national flag
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Figure.5.8 Histogram of the original image (a), histogram of the cipher image (b)
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In particular, chaotic maps are easy to be implemented by microprocessors and
personal computers. Therefore, chaotic cryptosystems generally have high speed with
low cost, which makes them better candidates than many traditional ciphers for
multimedia data encryption. Here, tests are performed on the encryption speed of the
proposed chaotic cryptosystem. Given a 256x256 color image using PC which is
Pentium IV 2.80GHz CPU with 704 MB of RAM, the encryption speed is as follow:
Table.5.4 Speeds of the encryption algorithms

Cipher MB/Sec

AES 0.51032

Blowfish 0.2527

Safer-K64 |  0.2545

Chaos 3.4872

Encryption Speed Test

AES SAFER-K64 Blowfish Chaos
Encryption Algorithms

Figure.5.12 Encryption speed test

Compared with traditional block ciphers, the proposed chaos-based
cryptosystem has high encryption speed. This advantage makes it suitable for large-
volume data encryption such as image. In addition, the encryption process and
decryption process are symmetric, and easy to be realized, which makes it suitable for

multimedia encryption. The curves shown in Figure 5.13 show the relationship between
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the encryption speed and the plaintext size. Seen from the figure, all curves are
increasing as the plaintext size increases, that is, the encryption speed increases with
the plaintext size. However, the curve of the chaotic cryptosystem rises much slower
than the others. Moreover, with the increase of the block size N, the time difference
becomes larger and larger. Therefore, for large-volume data, the chaotic cryptosystem

proposed here is better overall.

Encryption Speed Test

08

0.7
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0.5

Time(Sec) 04 ; B SAFER-K64
= HE Blowfish
. ! @ The Proposed Algorithm
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64 4096 16384 65536

Figure.5.13 Encryption speed tests using variable plaintext sizes
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Figure.5.14 Encryption speed curves




Chapter 6

Conclusions and Further Works

6.1 Conclusions

Image and video encryption plays a more and more important role in today’'s
muitimedia world. Although many encryption schemes have been proposed to provide
security for digital images and videos, some of them are too weak to resist various
attacks designed by Cryptanalysts. As an emerging tool for the design of digital
ciphers, chaos theory has been widely investigated especially to develop image and
video encryption algorithms. The simplicity of many discrete chaotic maps and the well-
established chaos theory make it possible to approach practically good solutions to
image and video encryption. In this thesis, the chaotic image encryption is studied by
using properties of chaos including deterministic dynamics, unpredictable behavior and
non-linear transform. Our proposed new scheme of chaotic image encryption can be
briefly described as follows. At first, we utilize the one-dimensional logistic map to
generate the integer table, and then scramble the integer table using two-dimensional
baker map. This table is the desirable S-box. Then, the value generated from two-
dimensional cat is used to index the value from S-box randomly. The source image (i.e.,
plaintext) is performed XOR operations with the value form the S-box.

Our contribution of the proposed new chaotic image encryption scheme is that,
by MATLAB simulation, the cipher images have 6 good characteristics as follows. (1)The
correlation between source image and cipher image is very small, almost equal to zero.
That is, the source image and cipher image are mostly independent. In addition, the
correlation among the cipher images with different keys is almost zero. This represents
the cipher images are mostly independent, too. (2)The histogram of cipher image pixels
is uniform nearly. Namely, our cipher image holds a good confusion property on the
statistics. (3)From the simulation of the two-dimensional discrete Fourier transform and
shift zero-frequency component of discrete Fourier transform to center of spectrum, we
can discovery the energy at the spectrum is consistent, i.e., our cipher image possesses
good diffusion property on the statistics. (4)The encryption speed is faster than the other

traditional ciphers and the encryption speed is increased with the plaintext size. The
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larger the plaintext size, the faster the encryption speed is than the other traditional
ciphers are. (5)The proposed encryption scheme passes test for FIPS PUB 140-2,
Security Requirements for Cryptographic Modules of National Institute of Standard and
Technology. That is, this new encryption scheme can generate usable pseudo-random
numbers for the key stream. (6)In addition, the encryption scheme maintain a large
enough key space.

To sum up, for our proposed new scheme of the chaotic image encryption, the
cipher image characteristics of statistics on confusion and diffusion are excellent. That
is, our new chaotic image encryption method can acquire very fine the ciphertext and
communication safety. As a result, the cipher image is able to reach good properties of
diffusion and confusion. For further research, the baker map can be extended to three

dimensions to obtain more complicated and fast cipher [11, 12].
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Abstract. This paper proposes an image encryption scheme based on chaotic maps. In this
method, the dynamical S-box obtained by iterating chaotic maps is used. A sequence of
pseudo-random bytes generated from two dimensional cat map is used to index the entry of
the S-box. The output 8 bits (0-255) of the S-box are XOR-ed with the plaintext to produce
the ciphertext and XOR-ed with the ciphertext to produce the plaintext.  Standard
statistical tests of this scheme are performed.

Keywords: encryption, multimedia, it-mechatronics, system engineering

1 Introduction

In recent years, cryptography has been used to send secure message over an
unsecured channel. For secure communication, cryptographically secure pseudo-
random bits which are used as a key stream for a stream cipher are needed. The
idea of using chaos for data encryption is certainly not new and can be traced to the
classical Shannon’s paper [3]. Secure communication method based on chaotic
maps has been utilized. One or more one dimensional maps are used as pseudo-
random number generators producing a key stream which is then XOR-ed with the
plaintext to produce the ciphertext. According to its own properties of sensitive
dependence on initial condition and system parameter of the chaotic system, it is
easy and convenient to obtain cryptographically secure pseudo-random bits with
changing the initial condition or system parameter slightly. In this paper, a method
using dynamical 8x 8 S-box based on chaotic maps is proposed. The substitution
boxes(S-boxes) have been widely used in almost all traditional cryptographic
system, such as DES, AES. RC4 which is a variable-key-size stream cipher also
uses a2 8x 8 S-box [2]. The entries are a permutation of the numbers 0 through 255,
and the permutation is a function of the variable-length key. To obtain dynamical
8x 8 S-box, using chaotic maps is the best approach [1]. A different initial value
and control parameter will results in a different S-box. For more randomness, the
values of S-box are randomly chosen by another chaotic map.

This paper is organized as follows. In Section 2, the descriptions of chaotic maps
are introduced. The design of dynamical 8x 8 S-box and the encryption scheme is
described in Section 3 and 4, respectively while statistical tests and analysis are
made in Section 5. Finally, conclusion is drawn in Section 6.
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2 Descriptions of chaotic maps

The Cat map: two-dimensional invertible chaotic map introduced by Arnold and
Avez. The mathematical formula is:

x| [1 l:ll:x,,}
= mod1 1
l:ynﬂ ] [1 2 yn ( )

=(x,+y, modl, x,+2y, modl)

where x (mod 1) means the fractional parts of a real number x by subtraction or
adding an appropriate integer. The map is known to be chaotic. The unit square is
first stretched by the linear transform and then folded by the modulo operation.
The Baker map: the baker map, B, is described with the following formulas
B(x,y)=(2x,y/2) 0<x<12 2)
B(x,y)=(2x-1,y2+1/2) 12<x<1
The map acts on the unit square. The left vertical column [0, 1/2) x [0, 1) is
stretched horizontally and contracted vertically into the rectangle [0, 1) x [0, 1/2),
and the right vertical column [1/2, 1) x [0,1) is similarly mapped onto [0, 1) x
[1/2, 1). The Baker map is a chaotic bijection of the unit square 7 x I onto itself,
The map can be generalized. Instead of dividing the square into two rectangles of
the same size, the square is divided into k& vertical rectangles [F.;, F) x [0, 1), i =
Lok Fi=p;+..+py, Fp=0suchthatp, + ...+ p,= 1. The lower right corner
of the i-th rectangle is located at F;. The generalized baker map stretches each
rectangle horizontally by the factor of 1/p. At the same time, the rectangle is

contracted vertically by the factor of p,. Finally, all rectangles are stacked on top of
each other. Formally,

Bx,yy~(1/pdx-F)),py+F) ©)

(xy) e[FiFitp) x [0,1),

Since an image is defined on a lattice of finitely many points (pixels), a
correspondingly discretized form of the generalized baker map needs to be derived.
In particular, the discretized map is required to assign a pixel to another pixel in a
bijective manner. Since the discretized map is desired to inherit the properties of
the continuous basic map, the discretized map should become increasingly close to
the basic map as the number of pixels tends to infinity. We define a sequence of k
integers, n,, . . ., m such that each integer n, divides N, and n; + ... + m, = N,
Denoting N; = n+ ... + n, Np= 0, the pixel (r, s), with N;< r <N+n;, and 0 <s<N
is mapped to

B(n,, ---r"k)(’»s)=(i"-(r ~N)+ smod-]\—,,n—h’,(s —smodY)+ N,) “4)
nl nl i
The results of applying the discretized baker map to the test image after 1, 2, and 9
iterations are shown in Fig.1.

for
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() (b) (©) (d)
Fig.1: Original image (a), after applying the Baker map one times (b), two times
(c), nine times (d).
The Logistic map: one of the simplest forms of one-dimensional chaotic maps and
mathematically its equation can be written as:

xn+l=,uxn(]'xn) (5)
3 dynamical S-box based on chaotic maps

First, choose two numbers: one is a initial value x which is a float number in (0,1),
another a control parameter u where 0< 2 <4. Then use these values to

compute the logistic map. The value obtained from the logistic map is digitized by
multiplying with proper scale and then the 8 least significant bits are extracted to
easily place them in a byte array. In this way, an integer table on the range of 0-2"
can be obtained. Secondly, a key-dependent permuting is used to shuffle the table
nonlinearly by applying the same transformation of the baker map several times.
To take advantage of the diffusion, the baker map is first generalized by
introducing parameters and then discretized to a finite square lattice of points.
After applying the discretized baker map to the integer table for further
permutation, the required dynamical 8x 8 S-box is obtained.
Table 1: An example 8x 8 S-box

92
250
74
70
149
41
47
167
243
28
253
244
42
133
128
92

34 10 145 74 248 167 72 235 47 81 139 210 245 248
149 37 7 65 7 S0 33019C 152:°149) 25477194 231/ 231
154 126 253 149 253 106 158 210 213 248 61 248 253 87
138 117 160 185 7 9% 3935 ) 202~88< (45 9 9 202 9 230
21 0 202 28 210 1 101 8 3 255 .99 206 20
139 28 196 90 92 101 1 243 235 244 224 86 115 42
239 101 244 230 255 244 119 100 0 412253 738 96 138
2 91 94 29 240 235 2 233 17 75 184 230 10 212
185 74 237 117 203 95 250 45 165 19 125 89 233 47
209 26 119 167 152 253 186 28 246 9 73 139 36 251
2 149 168 221 9 7 61 255 36 27 20 231 124 1
38 100 255 248 129 238 12 253 255 253 202 228 0 63
82 28 211 243 16 66 154 250 35 240 146 9 172 178
222 55 168 144 255 44 92 28 1 57T 229 713 .14 177
115 229 250 154 0 5 44 248 3 189 20 240 14 4
34 10 145 74 248 167 72 235 47 81 139 210 245 248

69
34
244
188
198
195

132
180
216
216
26

244
236
145
69




62

4 Encryption scheme using dynamical S-box

Encryption is byte by byte operation operating on each byte. The entry of S-box is
randomly indexed by pseudo-random bytes generated from two dimensional cat
map. According to the property of high sensitive dependence on the initial
condition and system parameter of the chaotic map, a different initial value and
control parameter will results in a different value. These values could not be easily
predicted by an adversary without knowing the initial condition. In this way, we
get cryptographically secure pseudo-random bits. The resultant 8 bits value of S-
box is simply XOR-ed with the plaintext to produce the ciphertext and XOR-ed
with the ciphertext to produce the plaintext. Fig. 3 (b) shows the enciphered image
using this encryption scheme and the image is hardly recognizable.

Sequence of pseudo- Sequence of pseudo-
random byte random byte
generated by cat map generated by cat map
Dynamical Dynamical
8 by 8 S-box 8 by 8 S-box

8 bits 8 bits

\% Y
Plaintext(8 bits(__ Ciphertext(8 bits) Ciphertext(8 bitsE)_ Elaintexs(g bits)

Fig. 2: Encryption scheme

(a) (b)
Fig. 3: Plain image (a), cipher image (b)

S Standard statistical tests and analysis

In order to test the method, we have performed certain statistical tests for various
chaotic systems. The tests we use are the standard criteria specified in FIPS PUB
140-2 tests [4], which consist of four tests, totaling a number of 16 items. In the
FIPS PUB 140-2 statistical tests of random numbers one considers a single bit
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stream of 20,000 consecutive bits output from the generator. The bits are then
subjected to each of the tests below. Failure to meet any of the specified criteria
means that the sequence must be rejected. The four tests are described below.
Monobit Test: Count the number of ones in the 20,000 bit stream. Denote this
quantity by X. Thetest is passed if 9,725 < X <10,275.

Poker Test: Divide the 20,000 bit stream into 5,000 contiguous 4-bit segments.
Count and store the number of occurrences of each of the 16 possible 4-bit values.
Denote f (i) as the number of each 4-bit value i where 0 < i < 15. Evaluate the
following:

16 (& . .2)
X—m(gmz)]) 5000 (6)

The test is passed if 2.16 < X <46.17.
Table 2: The required interval for runs test

Length of Run | Required Interval
| 2315-2685
2 1114-1386
3 527-723
4 240-384
5 103-209
6+ 103-209

Runs Test: A run is defined as the maximal sequence of consecutive bits of either
all ones or all zeros, which is part of a 20,000 bit sample stream. The incidences of
all runs (for both consecutive zeros and consecutive ones) of all lengths(= 1) in the
sample stream should be counted and stored. The test is passed if the number of
runs that occur (of lengths 1 through 6) of each type is within the corresponding
interval specified in Table 1. This must hold for both the zeros and ones; that s, all
12 counts must lie in the specified interval. For the purpose of this test, runs of
greater than 6 are considered to be of length 6.

Long Run Test: A long run test is defined to be a run of length 26 or more (of
either zeros or ones). For the sample of 20,000 bits, the test is passed if there are no
long runs. To test the quality of the random bits generated, we will have to check a
total of sixteen items (one for the monobit test, one for the poker test, twelve for
the runs test, and two for the long run test).

According to the property of high sensitive dependent on the initial condition and
system parameter of the chaotic map, a different initial value and control parameter
will result in a different S-box. In this paper, we employ the Logistic map to
generate the chaotic integer table, which initial value x;=0.1 is chosen and the
value of 4 in Eq.(5) is selected as 3.9996. By applying the Baker map nine times,
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we can obtain the dynamical 8x8 S-box. . We generate a sequence of pseudo-
random numbers by using the Cat map with parameters x¢=0.1 and y,=0.1. The
generated random bits are used to index the entries of S-box. For the 16 total
number of testing items, the test result is about 75%.

6 Conclusion

In this paper, new encryption scheme using dynamical S-box and chaotic maps has
been proposed. Standard statistical tests of this scheme are performed. We show
that this new scheme can generate a high percentage of usable pseudo-random
numbers, while maintaining a large enough key space.
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