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Chapter 1

Introduction

1.1 Motivation

The popularity of the Internet and portable, battery-operated computing terminals and
devices drive towards a global network that allows users to communicate and share
information with other systems located around the globe. Hence, wireless networks have
become prevalent nowadays and will continue to grow according to market research. The
use of e-commerce and electronic banking that is becoming popular over the Internet, a
trend that will invariably migrate to wireless networks, shows that insecure networks lead
not only to fraud and invasion of privacy but to monetary risks as well, since wireless
networks use air as the transmission medium which is susceptible to tampering and

eavesdropping. Hence, security issues arise that needs a lot of attention.

Secured cryptographic implementations become one of the strong requirements for
commercial Internet. There have been many software-based cryptographic products
developed to assure transactions and other vital information on the Internet. Today,
hardware-based cryptographic implementations have become one of the interests in current

research in order to strengthen security and improve performance.

Software-based solution 1is energy/computationally inefficient for certain
cryptographic algorithms, particularly the asymmetric algorithms which require long
computation.  Furthermore, with the migration to portable battery-operated mobile

computing terminals, a software-based implementation needs to be re-evaluated due to both



the energy and processing power constraints in a portable battery-operated environment.
Another problem with software-based solutions is that software running in an open
environment is untrustworthy as both the code and secrets used to implement cryptographic
algorithms must be stored in memory external to the processor, making it susceptible to a

variety of security attacks.

Hardware-based cryptographic implementation solution can remedy the
aforementioned weaknesses of software-based solution for performing operations. With
hardware solution, attacks become much more difficult as the secrets can be contained
within the processor using nonvolatile memory that is externally inaccessible. It can also be
done in dedicated hardware implementations thereby making them very attractive for
energy-constrained applications such as the computing portable terminals and other mobile
devices. The use of a dedicated cryptographic hardware coprocessor also offloads the heavy
computational demands of cryptographic algorithms from the embedded general purpose

processor, freeing it to perform other tasks to which it is better suited.

For hardware implementations, reconfigurable technology such as the Field
Programmable Gate Array (FPGA) offers many advantages over semi-custom Application
Specific Integrated Circuits (ASICs). FPGAs assure a short time to the market, high
flexibility including capability for frequent modifications of hardware, low development
cost and low cost of the final product. It has the potential for fast, low cost reprogramming
and experimental testing of a large number of various architectures and revised versions of
the same architecture. One of the goals of this research is to develop a hardware design for

cryptographic algorithm that will be implemented on FPGA.



1.2 Introduction to Cryptography

Cryptography is the science of encoding messages in such a way that unauthorized parties
cannot decipher the encoded information in a reasonable amount of time. In the past, the
field of cryptography was primarily the regime of the military, who used it for providing
secure communication channels in hostile environments. Today, cryptography has become
more of a public science due to its increased use in digital communications to provide
security. Formal methods have been developed and refined for both the construction and
analysis of cryptographic algorithms which include mathematical foundations. This section

attempts to provide a brief introduction to the field of cryptography.

1.2.1 Types of Cryptography

There are two basic types of cryptographic algorithms; asymmetric and symmetric.
Asymmetric cryptographic algorithms do not require any secret information to be shared
between the communicating parties. They rely on the existence of mathematical functions
that have the property that they can be computed efficiently (i.e., in polynomial time), but
are computationally infeasible to invert without knowing some secret piece of information.
The asymmetry is exploited to form cryptographic algorithms which utilize two keys:
public key, used for encoding the data (encryption) and the private key, used for recovering
the data that has been encoded (decryption). Public keys are openly stored so that anyone
can encrypt a message. Asymmetric algorithms are commonly referred to as public key

algorithms.

Because of the number-theoretic properties of the algorithms used, only the
intended recipient who generated the public-private key pair can decode the message
correctly. The underlying mathematics which enables this asymmetry requires a great deal
more computation, which limits the degree of optimizations that can be applied to improve

performance, thus not a good choice for encrypting large amounts of data.
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Symmetric algorithms on the other hand derive their security from a secret piece of
information that is shared by the communicating parties, commonly referred to as the secret
key, that is why symmetric algorithms are typically referred to as secret key cryptography.
The primary benefit of using secret key cryptography is that the shared secret can be
exploited to create algorithms that operate very efficiently in terms of their computational
complexity. Thus, public-key algorithms are used primarily for establishing secret keys
throughout the network in a secure manner, as well as for user authentication and

identification while symmetric algorithms are used to encrypt the bulk of data.

There are two types of secret key algorithms, these are block and stream ciphers.
Block ciphers are symmetric key algorithms that operate on blocks of data, » bits at a time,
to generate an m-bit output that forms the encrypted message. Typically, m = n to avoid
any data expansion. As a result, a block cipher can be thought of as a memoryless n-bit
permutation of the inputs under the influence of the secret key. Stream ciphers on the other
hand contain internal state that makes their output a time-dependent function, thereby
avoiding the replay weakness that haunts block ciphers. In addition, a stream cipher

operates on a data stream, typically a single bit wide, rather than a block of data.

1.2.2 Cryptographic Algorithms

International Data Encryption Algorithm (IDEA) is an example of symmetric algorithm
which considered being the most secure cipher due to its immunity to attacks [9]. On the
other hand, Rivest-Shamir-Adleman (RSA) algorithm is an asymmetric or public key
algorithm which is the best known, most versatile, and widely used public key
cryptosystem today. The combination of RSA and IDEA has been used in freeware email
encryption system PGP (Pretty Good Privacy). As previously discussed, symmetric

algorithms are commonly used for encrypting the bulk of data, while public-key algorithms



are used for digital signature and encryption/decryption of secret keys used in symmetric

algorithms using the private-key/public keys.

1.3 Thesis Organization

In Chapter 2, cryptographic algorithms such as IDEA and RSA algorithms are discussed in
detail, their basic operation and the key generation. An overview of modular arithmetic has
been discussed which is the most important operation used in IDEA and RSA is presented
in Chapter 3. Also, a review of related work on cryptographic hardware is given. Chapter 4
presents a better approach and implementations of modular multiplication which use
systolic design methodology and deep pipelining technique. The results are also presented
and evaluated in this chapter. Finally, conclusion and directions for future work are

presented in Chapter 5.



Chapter 2

Cryptographic Algorithms
and FPGA

In this chapter, IDEA and RSA cryptographic algorithms will be introduced. It will be
shown that the primary operation used for both algorithms is modular multiplication.
Lastly, the Field Programmable Gate Array (FPGA) analysis and consideration for modular

arithmetic will be discussed.

2.1 International Data Encryption Algorithm (IDEA)
International Data Encryption Algorithm (IDEA) was originally called IPES (Improved
Proposed Encryption Standard). It was developed by Xuejia Lai and James L. Massey of

ETH Zuria [10]. It is a symmetric block cipher using a 128-bit key.

IDEA is based on some impressive theoretical foundations and, although
cryptanalysis has made some progress against reduced round variants, the algorithm still
seems strong. Bruce Schneier [9], believes that IDEA is the best and most secure block

algorithm available to the public at the time he wrote his book.

2.1.1 Primitive Operations

IDEA encrypts a 64-bit block of plaintext into 64-bit block of ciphertext using a 128-bit
key. The plaintext block is divided into four 16-bit sub-blocks X1, X3, X3, X4 then
undergoes a series of transformation to scramble the text. The same algorithm is used for

both encryption and decryption.



As with all the other block ciphers, IDEA uses both confusion and diffusion. The
design philosophy behind the algorithm is one of “mixing operations from different
algebraic groups.” Three algebraic groups are being mixed, and they are all easily
implemented in both hardware and software [9]:

(1) XOR,
(2) Multiplication modulo (2'%+1),

(3) Addition modulo 2'®.

Each primitive operation in IDEA maps two 16-bit quantities (plaintext sub-blocks
and subkey) to a 16-bit quantity (ciphertext). Basically it consist of 8 rounds followed by
an output transformation, see Figure 2.1.

64-bit plaintext X
128-bit kev Z

1 1 1 1

iteration | A
terst
g PR Subkey penerator
b Yoy
e Sde LB )
Iteration 2 .
-
v d aid .
: i : i
] ] ] 1
Fa%y
Iteration &
L
4 41
Output Transformation T I
-— 7 @

i

64-bit ciphertext Y

Figure 2.1 Block diagram of the IDEA Algorithm.

Multiplication in IDEA is done by first calculating the 32-bit result, and then taking

the remainder when divided by (2'%+1). Multiplication mod (2'%+1) is reversible, in the
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sense that every number x between 1 and 2'® has an inverse y (i.e., a number in the range 1
to 2'® such that multiplication by y will undo multiplication by x), because (2'%+1) happens
to be prime. This is one subtlety, though. The number 0 which can be expressed in 16 bits,
haven’t have an inverse, and the number 2'®, which is in the proper range of mod (2'%+1)
arithmetic, cannot be expressed in 16 bits. So both problems are solved by treating 0 as an

encoding for 2'°.

2.1.2 Key Expansion
The 128-bit key is expanded into 52 16-bit keys, Zy, Z,, ... Zs,. These are generated from

the 128-bit subkey as follows:

» The 128-bit key is split into eight 16-bit subkeys. These are the first eight subkeys
for the algorithm, six for the first round and the first two for the second round, see
Figure 2.1.

o Then the 128-bit key are shifted 25 bits to the left to make a new subkeys which is
split into the next eight 16-bit subkeys. The first four are used in round 2; the last
four are used in round 3.

o The 128-bit key is again shifted 25 bits to the left to make the next eight subkeys,

and so on until the end of the algorithm.

2.1.3 IDEA Algorithm

The four plaintext sub-blocks become the input to the first round of the algorithm. In each
round the four sub-blocks are XORed, added, and multiplied with one another with the six
16-bit subkeys. Between rounds, the second and the third sub-blocks are swapped. Finally,
the four sub-blocks are combined with four sub-keys in an output transformation, see
Figure 2.2. In each round, the sequence of events is as follows:

(1) Multiply X1 and the first subkey.



(2) Add X2 and the second subkey.

(3) Add X3 and the third subkey.

(4) Multiply X4 and the fourth subkey.

(5) XOR the results of steps (1) and (3)

(6) XOR the results of steps (2) and (4).

(7) Multiply the results of step (5) with the fifth subkey.
(8) Add the results of steps (6) and (7).

(9) Multiply the results of step (8) with the sixth subkey.
(10) Add the results of steps (7) and (9).

(11) XOR the results of steps (1) and (9).

(12) XOR the results of steps (3) and (9).

(13) XOR the results of steps (2) and (10).

(14) XOR the results of steps (4) and (10).

The notation Z in Figure 2.2 are the subkeys, where i is the number of subkey
used in each round and r is the number of round. X, X,, X3, X4 are the plaintext sub-

blocks while Y, Y3, Y3, Yy are the ciphertext blocks.

The output of the round is the four sub-blocks that are the results of steps (11), (12),
(13), and (14). Swapping the two inner blocks (except for the last round), and that's the
input of the next round. After the eighth round, there is a final output transformation:

(1) Multiply X0 and the first sub-key.

(2) Add X1 and the second sub-key.

(3) Add X2 and the third sub-key.

(4) Multiply X3 and the fourth sub-key.

Finally, the four sub-blocks are reattached to produce the ciphertext.
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Figure 2.2 IDEA ciphering computational graph.

Decryption is exactly the same, except that the subkeys are reversed and slightly
different. The decryption subkeys are either the additive or multiplicative inverses of the

encryption subkeys.

2.2 RSA ALGORITHM

The RSA Algorithm was developed by Ron Rivest, Adi Shamir, and Len Adleman at MIT
and first published in 1978. RSA scheme is asymmetric block cipher in which the plaintext
and ciphertext are integers between 0 and n-1 for some n. A typical size for n is 1024 bits,
or 309 decimal digits. The RSA algorithm can be used for both public cryptosystem and

digital signatures. Its security is based on the difficulty of factoring large integers.

For digital signature, the private key is used for signing and the public key is used
for verification while in public cryptosystem, public key is used for encryption and the

private key is used for decryption.
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2.2.1 Key Generation
The parameters in RSA are N, p and g, e, and d [11]. The modulus N is the product of the
distinct large random primes p and g: N = pq.

The public exponent e is a number in the range 1 < e < ¢(N) such that gcd(e, ¢ (N))
=1,
where ¢ (N) is Euler's totient function of N, given by, ¢ (N) = (p-1)(¢-1) .

The private exponent d is obtained by inverting e modulo ¢ (N); d = ¢! mod ¢ (N),
can be rewritten as, d*e = 1 mod ¢ (N) using the extended Euclidean algorithm. Usually
one selects a small public exponent, e.g., e = 2'%+1.

Modulus (V) and encryption key (e) are publicly published while decryption key (d)

and random primes p and ¢ are kept secret.

2.2.2 RSA Operations
The RSA algorithm requires computation of the modular exponentiation which is broken
into a series of modular multiplications by the application of exponentiation heuristics.
Before getting into the details of these operations, here are the following definitions:
e The public modulus N is a £-bit positive integer, ranging from 512 to 2048
bits.
e The secret primes p and ¢ are approximately k=2 bits.
e The public exponent e is an A-bit positive integer. The size of e is small,
usually not more than 32 bits. The smallest possible value of e is 3.
e The secret exponent d is a large number; it may be as large as ¢(N)-1. We

will assume that d is a k-bit positive integer.

Once the modulus (), the public (e) and private (d) exponents are determined, the
senders and recipients perform a single operation for signing, verification, encryption, and

decryption. The operation required is the modular exponentiation.
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The encryption operation is performed by computing;
C = M° (mod N)
where M is the plaintext such that 0 <M < n. The number C is the ciphertext from which
the plaintext M can be computed using;
M= C? (mod N).

Hence, e and d had been called as public and private exponents.

In public key cryptography algorithms, the essential arithmetic operation is modular
multiplication, which is used to calculate modular exponentiation. However, modular
exponentiation on numbers of hundreds of bits (512 bits or higher) makes it difficult for the

RSA algorithm to attain high throughput.

2.2.3 Modular Exponentiation Operation

The modular exponentiation operation is simply an exponentiation operation where
multiplication and squaring operations are modular operations. The exponentiation
heuristics developed for computing M® are applicable for computing M* (mod N). The
binary method for computing M° (mod N) given the integers M, e, and N has two variations
depending on the direction by which the bits of e are scanned: Left-to-Right (LR) and

Right-to-Left (RL). The LR binary method is more widely known:

Input: M; e; N
Output: C := M* mod N
1. if €p1 = 1
then C =M
elseC:=1
2. fori=h-2 downto 0
2a. C=C*C(modN) \\square
2b. ife,=1
then C:=C* M (mod N)  \\multiply
3. return C

The bits of e are scanned from the most significant to the least significant, and a

modular squaring is performed for each bit. A modular multiplication operation is
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performed only if the bit is 1. An example of LR binary method is illustrated below for 4 =

6 and e =55 =(110111). Since es = 1, the LR algorithm starts with C := M, and proceeds as;

significant to the most significant, and uses an auxiliary variable P to keep the powers M.

The RL algorithm starts with C =: 1 and P := M, proceeds to compute M’ as follows:

i e; Step2a (C) Step2b (C)
4 1 (M) =M M *M=M

3 0 MY =M M

2 1 (M6)2=M12 MTZ *M:_Ml}
1 1 ( MU)Z =M% M N = MT
0 1 ( Mz7)z =M MM =M

The RL binary algorithm, on the other hand, scans the bits of e from the least

Input: M; e; N

Output: C := M° mod N
C=1,P=M
fori=0 to h-2

if Ei 1

then C := C*P (mod N)
P = P*P (mod N)
if én1 = 1

return C

then C := C*P (mod N)

i e Step2a (C) Step2b (P)
0 1 1 *M=M (M) =M

1 1 M*M =M MY =M

2 1 M*M =M WM =M

3 0 M MY =M"°

4 1 M7 *M16=M23 (M16)2=M32

Step 3: es = 1, thus C := M* *M>* = M>

Comparison between LR and RL algorithm in terms of time and space requirements:

Both methods require A-1 squarings and an average of 1/2 (4-1) multiplications.

The LR binary method requires two registers: M and C.

The RL binary method requires three registers: M, C, and P. However, we note that

P can be used in place of M, if the value of M is not needed thereafter.
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e The multiplication (Step 2a) and squaring (Step 2b) operations in the RL binary
method are independent of one another, and thus these steps can be parallelized.
Provided that we have two multipliers (one multiplier and one squarer) available,
the running time of the RL binary method is bounded by the total time required for

computing A-1 squaring operations on k-bit integers.

As we can see from the binary algorithm above, modular multiplication is the basic
operation used for modular exponentiation. This operation will be expounded in the

following section.

2.2.4 Modular Multiplication Operation
The modular multiplication problem is defined as the computation of P = AB (mod N)
given the integers 4, B, and N. It is usually assumed that 4 and B are positive integers with
0<A4,B <N, i.e, they are the least positive residues. There are basically four approaches
for computing the product P.
e Multiply and then divide.
e The steps of the multiplication and reduction are interleaved.
e Brickell's method.
e Montgomery's method.
The multiply-and-divide method first multiplies 4 and B to obtain the 2k-bit number
P =A4B.
Then, the result P’ is divided (reduced) by n to obtain the k-bit number
P=P %N.
We will not study the multiply-and-divide method in detail since the interleaving
method is more suitable and also more efficient. The multiply-and-divide method is useful

only when one needs the product P’.
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2.2.4.1 Interleaving Multiplication and Reduction
Let 4; and B; be the bits of the k-bit positive integers 4 and B, respectively. The product P’

can be written as

PP =A*B=4*Y"" B2i=N%" (4%B)27
i=0

i=0

=2(.2Q200+A*Br)+A*Biy)+..)+ A * B,

This formulation yields the shift-add multiplication algorithm. We also reduce the

partial product modulo N at each step:

1. P=0

2. fori=0tok 1

2a. P:=2P+A4%* B
2b. P:=Pmod N

3. return P

Assuming that 4,8, P < N, we have
P 2P+4 %8,

<2AN-1)+(N-1)=3N-3

Thus, the new P will be in the range 0 < P < 3N-3, and at most 2 subtractions are
needed to reduce P to the range 0 < P <N. We can use the following algorithm to bring P
back 1o this range:

P =P-N; IfP>0thenP=P’

P'=P-N; IfP’>0thenP=P’

The computation of P requires  steps, at each step we perform the following operations:
e Aleft shift: 2P

*® A partial product generation: 4 *B;
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¢ Anaddition: P :=2P + 4 *B;
e At most 2 subtractions:
P =P-N; IfP>0thenP=P’

P'=P-N; IfP’>0then P=P’

The left shift operation is easily performed by wiring. The partial products, on the
other hand, are generated using an array of AND gates. The most crucial operations are the
addition and subtraction operations: they need to be performed fast. We have the following
avenues to explore:

1) We can use the carry propagate adder, introducing O(k) delay per step.

2) We can use the carry save adder, introducing only O(1) delay per step.
However, sign information is not immediately available in the CSA. We
need to perform fast sign detection in order to determine whether the partial

product needs to be reduced modulo V.

2.2.4.2 Montgomery's Algorithm
The Montgomery algorithm computes
MontMult(4,B) =4 * B */' mod N

given 4,B < N and r such that ged(N, r) = 1 (N and r are coprime, which means that the
greatest common divisor between these two numbers is 1). Even though the algorithm
works for any » which is relatively prime to N, it is more useful when  is taken to be a
power of 2, which is an intrinsically fast operation on general-purpose computers, e.g.,
signal processors and microprocessors. In this section, we introduce an efficient binary add-
shift algorithm for computing MontMult(4,B), and then generalize it to the m-ary method.

We take r = 2/ where [ is the length of N, and assume that the number of bits in 4 or B is
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less than N. Let A = (A1 An2 ~Ao) be the binary representation of 4. The above product
can be written as
21 (Apy Ay Ag) - B=27.Y " 4:21B (mod N)
The product ¢t = (4y + A2 + -+ A,_,-21") - B can be computed by starting from the most
significant bit, and then proceeding to the least significant, as follows:
1. t:=0
2. fori=/-1t00
2a. t:=t+A;B
2b. t:=2-¢
The shift factor 27 in 2”7 -4 - B reverses the direction of summation. Since
2 (Ao + A}-2 + -t AI_I.ZI‘I) L, 6 +A1.2-2'2 + et Ag 2! \
we start processing the bits of A from the least significant, and obtain the following binary
add-shift algorithm to compute =4 -B - 2.
] t:=0
)Y fori=0tol/-1
2a. t=t+A;B
2b. =12
The above summation computes the product ¢ =27 -4 -B, however, we are interested
in computing u = 27 -4 -B (mod N). This can be achieved by subtracting N during every
add-shift step, but there is a simpler way: We add N to u if u is odd, making new u an even
number since N is always odd. If u is even after the addition step, it is left untouched. Thus,
u will always be even before the shift step, and we can compute
u:=u-2" (mod N)

by shifting the even number u to the right since u = 2v implies
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u:=2v-2"'=v (modN)
The binary add-shift algorithm computes the product = 2™ -4 -B (mod N) as follows:
1. u:=>0

2. fori=0tol-1

2a. =u+A-B
2b. Ifuisoddthenu :=u+N
2¢. u=u/l2

We reserve a (I + 1)-bit register for u because if  has £ bits at beginning of an add-
shift step, the addition of 4B and N (both of which are /-bit numbers) increases its length
to /+ 1 bits. The right shift operation then brings it back to / bits. After k£ add-shift steps, we
subtract N from u if it is larger than N. Also note that Steps 2a and 2b of the above
algorithm can be combined: We can compute the least significant bit u, of u before actually
computing the sum in Step 2a. It is given as

ug = uo © (4rBy) .

Thus, we decide whether u is odd prior to performing the full addition operation,
u:=u + (A;B). This is the most important property of Montgomery's method. In contrast,
the classical modular multiplication algorithm (e.g., the interleaving method) computes the

entire sum in order to decide whether a reduction needs to be performed.

2.3 Field Programmable Gate Arrays (FPGAs)

To achieve optimal system performance while maintaining physical security, it is desirable
to implement cryptographic algorithms in hardware. Many public-key cryptographic
algorithms require the implementation of modular arithmetic, specifically modular

multiplication, for operands of 1024 bits in length such as RSA. Additionally, algorithm
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agility is required to support algorithm independent protocols, a feature of most modemn
security protocols. Reprogrammability, particularly in-system reprogrammability, is
critical in enabling the switching between cryptographic algorithms required for algorithm

independent protocols [12].

Field Programmable Gate Arrays (FPGAs) implementation makes it feasible for
these algorithms to be reprogrammed. FPGAs are highly attractive for the continuous
evolution of cryptographic algorithms and for the new algorithms created to meet security
needs. The target FPGA should be designed with the architectural requirements for wide-

operand modular arithmetic in mind in an effort to maximize system performance.

The computational complexity of many public-key algorithms is dependent on the
system’s ability to perform modular addition. Redundant Representation and Systolic Array
implementations are two viable methods for carrying out high performance modular
addition [12]. For this research, systolic array implementation method has been chosen for

the architectural design of RSA.

2.3.1 FPGA Technologies and Their Suitability for Modular Arithmetic

FPGAs are normally configured based on SRAM, EPROM, EEPROM, or antifuse
technology. Antifuse based FPGAs may only be programmed once while EPROM-based
and EEPROM-based FPGAs retain their programming data even after power is removed
and may be electrically reprogrammed. However, reprogramming EPROM-based and
EEPROM-based FPGAs requires high voltages and therefore is not typically done while the
devices are in-system. SRAM-based FPGAs are fully in-system reprogrammable, though
they must be reprogrammed each time the system is powered-up, typically from a ROM
device containing the FPGA’s configuration data. Due to their in-system

reprogrammability, SRAM-based FPGAs offer the greatest amount of implementation
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flexibility and the architectural examination will focus on these types of FPGAs. The most
popular SRAM-based FPGAs are the Xilinx FPGA, the Altera FPGA, and the Lucent
FPGA. Based from the analysis done by Elbirt and Paar [12], Xilinx and Lucent FPGAs are
desirable for systolic array implementations, and for this research, Xilinx FPGA will be

considered.

As it is desirable to utilize reprogrammable devices such as FPGAs for the
implementation of cryptographic algorithms, a great deal of knowledge may be gained by
examining current FPGA architectures to determine their strengths and weaknesses when

used to perform arithmetic operations.

2.3.1.1 Xilinx FPGA Architectural Analysis

Xilinx FPGAs are comprised of a two-dimensional array of configurable logic blocks
(CLBs) with horizontal and vertical routing channels used to interconnect the CLBs. The
CLBs contain look-up-tables (LUTs) and flip-flops. The look-up-tables may be configured
as either combinatorial logic or as RAM. Additionally, each CLB contains circuitry to
implement fast carry operations for arithmetic circuits. Hard-wired carry logic exists within
each CLB to both accelerate and condense arithmetic functions. The carry logic and
function generators share operand and control inputs. Dedicated high-speed routing

channels are used to route the ripple-carry outputs between CLBs.

The CLB’s fast ripple-carry propagates along paths that run left to right for the top
and bottom rows and both horizontally and vertically for all columns. This feature is critical
for Systolic Array modular multiplication implementations when the size of the processing

element is larger than two bits, exceeding the size of a single CLB.
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2.3.1.2 FPGA Architecture Consideration for Public-Key Algorithm Implementation

Xilinx FPGAs are desirable when implementing Systolic Array modular multiplication

implementations. Here are some important considerations and techniques we should put in

mind when implementing our design through FPGA.

A two-dimensional array of configurable units interconnected via horizontal
and vertical routing channels yields the greatest flexibility when performing
design placement and routing.

Fast ripple-carry routing paths have been shown to be critical to achieve
high performance addition and allowing these high-speed routing paths to
connect to any of the adjacent configurable units, yields greater placement
flexibility of implementation elements.

When creating the configurable unit, a look-up-table format capable of
computing multiple arithmetic bits within one unit will minimize ripple-
carry propagation between units and maximize the utilization of each unit.
The look-up-tables must be interconnected using high-speed carry logic to
maximize the performance of arithmetic operations with the configurable
unit.

Finally, minimizing the number of ripple-carries between adjacent
configurable units is a key factor in increasing the performance of a wide-

operand addition.

Increasing the number of arithmetic bits that may be computed within one

configurable unit results in a decrease in the number of configurable units required for a

wide-operand addition. While this will serve to increase system performance, the associated

cost is an increase in the unit-delay of the configurable unit. The break-even point occurs

when the unit-delay of the configurable unit is equivalent to the delay in routing ripple-
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carries to adjacent units via the fast ripple carry routing paths. Therefore, the number of
arithmetic bits that may be computed within one configurable unit must be carefully chosen

based on the timing associated with the fast ripple-carry routing paths.

In Xilinx XC4000 FPGA, the carry delay of a sixteen-bit adder is approximately
equivalent to one CLB delay in a. It can therefore be deduced that a configurable unit can
compute sixteen arithmetic bits in approximately the same amount of time required to
propagate the associated ripple-carry output to an adjacent configurable unit. This
architecture results in an n-bit addition requiring n/16 configurable units and 2n//6 — I unit

delays.

Combining all of the aforementioned techniques leads to a theoretical FPGA
architecture that will maximize the performance of high-speed addition algorithms. This
will result in a performance increase for Systolic Array implementations of modular

multiplication and, as a result, cryptographic algorithms.



Chapter 3

Previous Works on Modular
Multiplication

In this chapter, the mathematical overview that is extensively used in cryptographic
algorithms will be introduced. Several of the existing systolic array architecture designs and

FPGA implementations will be discussed.

3.1 Modular Arithmetic

As discussed in the previous chapter 2, IDEA and RSA algorithm are based on modular
arithmetic. This section will present the properties of modular arithmetic which can be

useful in algorithm development that are being implemented in RSA and IDEA.

Lemma 2.1.1 i mod n = (i + kn) mod n for any integer k.
Proof: Ifi=ng +r, with 0 <r < n, then i+kn = n(q +k)+r, so by definition » =i mod » and
r=(i+ kn) mod n.
Lemma 2.1.2
(+j)mod n=[i+ (f mod n)] mod n
= [(i mod n) + j] mod n
= [(i mod n) + (j mod n)] mod n
(i*j)modn =[i *(jmod n)] mod n
=[({ mod n) *j] mod n

= [(i mod n) * (f mod n)] mod n
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Proof: We prove the first and last terms in the sequence of equations for plus are equal; the
other equalities for plus follow appropriate substitutions or by similar computations,
whichever you prefer. The proofs of the equalities for products are similar. We use the fact

that j = (f mod n) + nk for some integer & and that i = (: mod n) + nm for some integer m.

Then
(i +j) mod rn = [(i mod n) + nm + (f mod n) + nk)] mod n
= [(i mod n) + (j mod n) + n(m + k)] mod n
= [(i mod n) + (j mod n)] mod n
The functions used in encryption and decryption in the RSA system use a special
arithmetic on the numbers 0, 1, . .., n-1.

Theorem 2.1.3 Addition and multiplication mod n satisfy the commutative and associative
laws, and multiplication distributes over addition.
Proof: Commutativity follows immediately from the definition and the commutativity of
ordinary addition and multiplication. We prove the associative law for addition below, the
other laws follow similarly.
a+n(b+nc)=(a+((b+c)modn)) modn
=(a+b+c)modn

=((@a+b)modn+c)mod n

Notice that 0+n i =i, 1 *n i =i, and 0*1 i = 0, so we can use 0 and 1 in algebraic

expressions mod » as we use them in ordinary algebraic expressions.

We conclude this section by observing that repeated applications of Lemma 2.1.2

are useful when computing sums or products in which the numbers are large. For example,

suppose you had m integers x1, . . ., xm and you wanted to compute (Z::'=l x;) mod m.
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One natural way to do so would be to compute the sum, and take the result modulo m.
However, it is possible that, on the computer that you are using, even though (Z':“l X;)

mod m is a number that can be stored in an integer, and each xi can be stored in an integer,

Z;; x; might be too large to be stored in an integer. Lemma 2.1.2 tells us that if we are

computing a result mod n, we may do all our calculations in Z, using modular addition and
modular multiplication, and thus never computing an integer that has significantly more

digits than any of the numbers we are working with.

3.2 Modular Multiplication

The previous works in modular multiplication utilizing systolic array will be presented in
this section. The motivation of this research is to design a better approach and compare to

one of the approaches [3] discussed in section 3.2.2.

3.2.1 Systolic Array Architectures [2, 6]
C. D. Walter [2] proposed systolic modular multiplication utilizing Montgomery’s method that led
to various implementation and different techniques on how to further improve its efficiency [3, 4, 6,

18].

The proposed design is two-dimensional (mxm) systolic array for modular
multiplication using the algorithm of P. L. Montgomery. The throughput is one modular
multiplication every clock cycle with latency of 2n+2 cycles for multiplicands having n
digits. Each row of the array performs the iteration of the loop and columns compute

successive values for a single bit position. The typical cell performs a single digit.

P. Kornerup [6] describes an architecture based on one row of processing elements
and a radix of two. For exponentiation computation, squarings and multiplications are

computed in parallel. Each cell produces two digit-product terms and accumulates these
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into a previous sum of the same weight, developing the product least significant digit first.
Through this approach, only [n/2] cells are needed for a full n x » multiplication. Two
such multipliers interconnect to form a purely systolic modulo exponentiator, thus the
system requires n systolic processing elements for an n-bit modular exponentiation and the

resulting execution time is 2n* clock cycles.

3.2.2 Different Architectures and FPGA Implementations

This section will discuss various architectures for modular multiplication. The trade-offs
between sequential and parallel implementation will be shown as well as the advantage and
disadvantage of efficient architecture. Lastly, FPGA-dependent architecture will be

presented.

3.2.2.1 Sequential vs. Parallel Hardware Implementations [3]

N. Nedjah and L. M. Mourelle [3] proposed another systolic-based architecture that was
synthesized and implemented in FPGA with a latency of 2n+3 clock cycles. The synthesis
was done for Virtex-E family and the implementation device used is a SPARTAN, model
SO5PC84-4. The author formulated a systolic algorithm derived from the modified

Montgomery algorithm.

The first algorithm below (modified Montgomery algorithm) was further modified
(2™ algorithm) to make it more suitable to systolic implementation. It can be seen from the
second algorithm that the value of new R depends on the values of a; and g;, hence, the

computation of R + a;B + ¢;M can be tabulated as shown in Table 3.1.

Algorithm 3.1 Montgomery modular algorithm [3]

Montgomery(A, B,M) {
intR=0;

1. fori=0ton-1

2. { R=R+aB

3. if ro = 0 then
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4 R=Rdiv2

5. else

6. R=(R+M)div2;
}

return R;

Algorithm 3.2 Modified Montgomery modular algorithm [3]

ModifiedMontgomery(A, B, M) {

intR=0;

1. fori=0ton-1

2. { gi=(ro+ab,) mod 2;

3. R=R+aB +qgM)/2;
}

return R;

Table 3.1 Computation of R +a;B +q;M (MB = M+B, precomputed)[3].

A qi R+ aB + gM
)| 1 R+ MB

1 0 R+ B

0 1 R+M

0 0 R

Algorithm 3.3 Systolic Montgomery modular algorithm [3]

SystolicMontgomery (A,B,M,MB)
{ int R =0; bit carry =0, x;
0. fori=0ton
1. { qi = r@, o ® a; *bO;

2. forj=0ton

3. { switch a;, g; {

4. 1,1: x =mb;

5. 1,0: x=b;;

6. 0,1: x =my;

7. 0,0: x =0;

}

8. Fi+1),0 = 7@, (+1) (&) Xi ® carry;

9. carry =rg, g+1) ¥ xi + re,gen ¥carry + x;* carry;
}

return R;
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The systolic architecture of the systolic Montgomery multiplier in [3] is shown in
Figure 3.1. All PEs perform the same task except that the right-border PEs have to compute

bit ¢;as well, line 1 of systolic algorithm above.
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Figure 3.1 Systolic architecture of Montgomery multiplier [3].

The basic processing element is shown in Figure 3.2, while Figure 3.3 shows the

left border PEs wherein r;), , = 0.
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Figure 3.2 Right border PEs of mxm array [3].
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Figure 3.3 Top-most PEs of mxm array [3].

The author compared this systolic multiplier (SM) with their iterative multiplier
(IM), and as expected, iterative modular multiplier reduces the required hardware area at
the expense of response time. The systolic implementation attempts to minimize time
requirements at the expense of hardware area. Table 3.2 shows the computation time, area

and area-time product resulted from the synthesis result.

Table 3.2 Iterative vs. systolic Montgomery modular multiplier [3].

Operand Area (CLBs) clock cycle time (ns) Area x time
size (Execution Time)
M SM M SM M SM
128 89 259 46 23 4094 5957
256 124 304 102 42 12648 12767
512 209 492 199 76 41591 37392
768 335 57 207 82 69345 47396
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| 1024 [ 441 | 639 | 324 | 134 | 142884 | 85626 |

This systolic Montgomery multiplier was implemented in binary modular

exponentiation by the same authors [4].

3.2.2.2 Resource vs. Speed Efficient Architecture [1}]

From the master thesis of Blum [1], two designs have been done: First is the resource
efficient architecture, also presented in [7]. RSA was implemented in one row of
processing elements. With this approach two modular multiplications can be processed
simultaneously and the performance reduces to a throughput of two modular
multiplications per 2n cycles. The latency is 2m cycles. B+M is pre-computed, to avoid 2-
bit carry as what the authors in reference [3] did. Each processing element computes u bits
of a modular multiplication where u = 4, 8, 16. Algorithm 3.4, is a new version of
Montgomery algorithm implemented in this design using radix » =2. Figure 3.4 shows the

processing element that computes line 4 of Algorithm 3.4 where ¢;, a; € {0, 1}.

Algorithm 3.4 Another version of Montgomery’s Algorithm [1]

1. So=0

) fori=0tom+2do

3. q:= Simod 2

4 Sm=@i+q*M)/2+a *B
5 end for

Part of the processing elements is the following registers:
e M-Reg (u bits): storage of the modulus
e B-Reg (u bits): storage of the B multiplier
e B+M-Reg (u bits): storage of the intermediate result B +M
e S-Reg (u + 1 bits): storage of the intermediate result (inclusive carry)
e S-Reg-2 (u — 1 bits): storage of the intermediate result

e Control-Reg (3 bits): control of the multiplexers and clock enables
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® g, a; (2bits) : multiplier A, quotient Q

e Result-Reg (u bits): storage of the result at the end of a multiplication
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Figure 3.4 Processing Element (unit) of resource efficient architecture [1].

This design was implemented for various bit lengths and unit widths. Table 3.3
shows the results in terms of used CLBs (A), clock cycle time (T) and the time-area product
(TA). Table 3.4 shows the application of the results to public-key schemes where the
Chinese remainder theorem cannot be applied. A full modular exponentiation with an »n bit
exponent is computed in 2(n+1)(n+4) clock cycles. Table5 shows the result when the
design is applied to RSA using F4 expoent (2'°+1), which is 17 bits long, the encryption
thus required 2*19(n+4) clock cycles. The CLB consumption is approximately 3u+ 4 CLBs
per unit. The time-area product shows that designs with 8-bit units are generally most

efficient.



32

This design has two advantages as compared to previous implementations, 1) this

design stores the modulus, the exponent and the pre-computation factor in registers and

RAM,; 2) this design is implemented into one device.

Table 3.3 CLB usage, minimal clock cycle time, and time-area product of modular
exponentiation architectures on Xilinx FPGAs[1].

768 bit

256 bit 512 bit 1024 bit
U TA
Area T (CLBs*ns Area T TA Area T TA Area T TA
(CLBs) | (ns) (CLBs) | (ns) (CLBs*ns) (CLBs) { (ns) (CLBs*ns) (CLBs) (ns) (CLBs*ns)
4 1307 17.5 22875 2555 17.7 45223 3745 19.1 71529 4865 19.2 93408
8 1122 19.8 22215 2094 19.1 39995 3132 19.4 60760 4224 234 98842
16 1110 217 23870 2001 21.8 43621 2946 21.6 63633 3786 23.7 89728

Table 3.4 CLB usage and execution time for a full modular exponentiation[1]

512-bit 768-bit 1024-bit
u Area Time Area Time Area Time
(CLBs) (ms) (CLBs) (ms) | (CLBs) (ms)
4 2555 9.38 3745 22.71 4865 40.50
8 2094 10.13 3123 23.06 4225 49.36
16 2001 11.56 2946 25.68 3786 49.78
Table 3.5 Application to RSA: Encryption [1]
512-bit 1024-bit
u Area Time (ms) Area Time (ms)
(CLBs) (CLBs)
4 2555 0.35 4865 0.75
8 2094 0.37 4225 0.91
16 2001 0.43 3786 0.93

To speed-up the design two approaches can be taken, a) reduce the cycle time, or b)

reduce the number of cycles/steps per modular multiplication. Reduction of the cycle time

can be achieved by computing one instead of u bits per unit. Compared to a design with 4

bit units, the resulting speed-up of approximately 20% (without three ripple carry delays)
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comes at the expense of additional 30% resources. Thus the time-area product becomes

Wworse.

In the second design, the second approach mentioned is implemented, the speed
efficient architecture, also presented in [5], Using a radix r = 2, k > 1, reduces the number

of steps by a factor .

Each processing element (PE) in Figure 3.5 computes 4 bits of a modular
multiplication. The registers need a total of 14 CLBs, the adders 13 CLBs and the RAM
blocks 4 CLBs. The possibility of reusing registers for combinatorial logic allows some
savings of CLBs. Thus a processing element utilizes a total of 24 CLBs, which is equal to 6

CLBs per processed bit.

The time-area products of Table 3.6 are between 50% and 70% larger compared to
those of Table 3.3 but far more efficient than resource efficient architecture, the speed-up is
approximately a factor 4 by computing a modular exponentiation with 4 times fewer cycles.
Table 3.5 shows the CLB usage and computation time. A full modular exponentiation with
an n bit exponent and an m digit modulus is computed in 2 (n+2)(m+10) clock cycles.
Table 3.7 shows the comparison between this design and Design 1, where u = 4, which is
the fastest in Table 3.4. The speed-up is approximately 3.5. Table 3.8 shows the

comparison between Design 1 and Design 2 when applied to RSA encryption.

Table 3.6 CLB usage(Area), minimal clock cycle time(T), and time-area(TA) product of
modular exponentiation architectures on Xilinx FPGAs [1].

256 bit 512 bit 768 bit 1024 bit

Area T TA Area T TA Area T TA Area T TA
(CLBs) | (ns) | (CLBs*us) | (CLBs) | (ns) | (CLBs*ps) | (CLBs) | (ns) | (CLBs*us) | (CLBs) | (ns) (CLBs*ps)

1818 | 213 38.7 3413 | 20.7 70.6 5071 20.1 101.9 6633 | 21.9 145.2
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Figure 3.5 Processing Element (unit) of speed efficient architecture [1].

Table 3.7 CLB usage and execution time for a full modular exponentiation of design
I(where u=4) and design 2 [1].

DESIGN 512-bit 768-bit 1024-bit
Area Time Area Time Area Time
(CLBs) (ms) (CLBs) (ms) | (CLBs) (ms)
1 2555 9.38 3745 22.71 4865 40.50
2 3413 2.93 5071 6.25 6633 11.95
Table 3.8 Application to RSA: Encryption[1]
512-bit 1024-bit
Design u Area Time (ms) Area Time (ms)
(CLBs) (CLBs)

1 4 2555 0.35 4865 0.75

8 2094 0.37 4224 0.91

16 2001 0.43 3786 0.93

2 3413 0.11 6633 0.22
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3.2.2.3 FPGA Architecture-Dependent Design [8]

Daly’s design [8], takes into account the underlying architecture of the target technology,
specifically for reconfigurable device. In this design, the calculation is divided into j p-bit
words, pipelined it, through this technique, an improvement in clock speed is achieved, p is
the maximum length of the carry chain for the device and j =n/p. Algorithm 3.5 is another
version of Montgomery’s algorithm that is implemented for this design. The processing

element consists of multiplexer and adder, shown in Figure 3.6.

Algorithm 3.5 Another version of Montgomery’s Algorithm [8]

MonPro (A,B,M)
{ Sa=0;
A=2x4;
fori=0tondo
qi =(Si1))Mod2; //(LSB of S.1)
Si=(Si.; + gM + biA)/2;
end for;
return S, ;

Figure 3.6 Montgomery modular multiplier architecture
with single adder and multiplexer [8].
The input to the multiplier is broken into p-bit words, and the carry out of the adder
is delayed by one clock cycle before being inputted to the next adder. However, due to the
right-shift operation, the LSB of the sum must be fed directly into the MSB of the previous

adder as illustrated in Figure 3.7. This does not slow the operation of the circuit since the
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LSB of the higher adder will be computed long before the MSB of the lower adder needs to

be computed.

iz ¥ =

M 158
s0—

Figure 3.7 Pipeline modular multiplier [8]

Figure 3.8 illustrates the flow of data through a fully pipelined multiplier with j = 4.
It can be seen that there is a delay of n+3 clock cycles between the loading of the first p-bit
input word, 4o and the first p-bit output word, Sy being valid in the result register of the
same pipelined unit. It takes n+3 clock cycles for each multiplication due to the 2 clock
cycle initialization (loading the RAM with the values of 24, M, and then M+24), and the
n+1 clock cycle implementation of Algorithm 3.5. For the next j-1 clock cycles, output
words 51-Sj.1 are valid and are right shifted as they are being loaded so as to output the

result serially over k clock cycles.

It is obvious that another multiplication can begin as soon as the first output word is
valid, and has been latched into the result register. Refer to Figure 3.8 where each of the
blocks represents a single pipelined multiplier unit as in Figure 3.7. Although it takes
(n+3)+(j-1) clock cycles from the input of 4y to the latching of Sy into the result register, a
new result i1s valid every (n + 3) clock cycles thereafter. Therefore for throughput
calculation purposes, it takes (n+3) clock cycles to produce the consecutive multiplication
results, with an extra latency of (j -1) clock cycles to produce the first result. This latency

will not affect the throughput of the exponentiator.
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Figure 3.8 Pipelined Multiplication: DDG using the
pipelined multiplier units [8].

The target device for this design was the Xilinx Virtex V1000FG680-6, which has
124 CLB’s per column. Table 3.9 shows the speed and area comparisons for pipelined
multipliers up to 1080 bits. Thercfore p (the bit length of the pipelined multiplier unit) was
chosen to be 120, allowing for space for control registers needed for each unit. So for the
1080-bit design, p = 120, j = 9, that is, 9 of the pipelined units were required for each
multiplier. The design also included all the registers necessary for using the multiplier in
the exponentiator design. Therefore, the designs occupied more area than would be required
for a single purpose multiplier. The significant decrease in clock frequency when the
bitlength is increased from 120-bits to 240 is due to the routing of the carry from the top of
one column in the FPGA to the bottom of the next. However, this penalty is not as great as
for the non-pipelined design as can be seen in Table 3.10, and the frequency does not
continue to decrease dramatically. Approximately 2.5 CLB’s per bit of the multiplier are

required for this design.
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Table 3.10 provides an indication as to how effective the pipelining of the multiplier
is. The design used to produce the results in Table 3.10 was identical to one multiplier unit,
except the bit length and thus carry chain length were increased to 240, 480, 720 and 1080-
bits. A dramatic decrease in clock frequency is observed as the carry chain exceeds the
column height of the FPGA. Thus it is obvious that the pipelined multiplier out-performs
the non-pipelined design provided that a suitable pipeline bit-length is chosen to exploit the
maximum length of the carry chain. Finally, a full modular exponentiator is implemented
and synthesized, and the results are presented in Table 3.11. This design can implement

either RSA encryption or decryption.

Table 3.9 Speed & area results for the pipelined
Mongtomery modular multiplier[8].

Multipher | No. of Slices | Clk Freq Data
Size (% of Chip) | (MHz) Rate

120 603(4%) | 8847 |849Mvis
240 1211 (9%) | 5799 | 356.8Mbis
480 | 2426(19%) | 5903 | 584 Mbis
720 | 3641(29%) | 5683 | 564 Mbis
1080 | 5458 (#4%) | 5461 |54.4Mbis

Table 3.10 Spced & area results for a non-pipelined
Mongtomery modular multiplier|8].

Multipli¢r © No. of Slices | Clk Freg Data
Size (oof Chip) | (MHzZ) Rate

120 603 (4%) | 88.47 |84.9Mbss
240 1203 (9%) | 41.41 | 40.6 Mb/s
480 | 2403(19%) | 1852 | 18.3 Mbris
720 | 3603(29%) | 1264 |12.6Mbrss
1080 | 5403(43%) | 840 | 8.4 Mbis




Table 3.11 Speed & area results for the pipelined

RSA encryptor/decryptor [8].

Bit Length
(m

120
240
480
720
1080 (10249

No. of Slices
(% of Chip)

1146 (9%)
2301 (18%)
4610 (37%)
6917 (56%)
10369 (84%)

Clk Freq
(MHz)

8331
58.15
5592
50.66
49.63

Data
Rate

673.2kbs
238.3 kbis
115.5 kb/s
700 kbis
45.8 kb/s
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Chapter 4

Systolic Design Methodology

As mentioned in Chapter 2, Montgomery Algorithm is an efficient algorithm in performing
modular multiplication for RSA, and in Chapter 3 different existing architectures and
implementation of this algorithm is presented, this section will discuss a new technique that

allow efficient and fast computation of modular multiplication operation.

4.1 Montgomery Modular Multiplication Algorithm

The Montgomery algorithm (Algorithm 4.1) [38] shows how to perform modular
multiplication by a method of reversing the order of the multiplicand, shifting down instead
of shifting up, and adding rather than subtracting multiples of the modulus. Here we are
going to adopt the modified Montgomery algorithm (Algorithm 4.2) and Systolic

Montgomery (Algorithm 4.3) of [3].

Let A4, B and N be the multiplier, multiplicand and modulus respectively such that 0
<A, B < N. The modulus should be relatively prime to the radix, in case of RSA and IDEA
where the modulus is always odd, this condition is always true when the value of radix is

two.

The representations of each operand are as follows: 4 = (ar1,..., a1 a0), B = (bwi,. ..,

by bo) and N = (n.1, ..., mi_no) where [ is the length of the modulus and a;, b;, n; € {0,1}.
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Algorithm 4.1 Radix-2 Montgomery multiplication algorithm
Montgomery(A, B, N)

{ =0,

1. fori=0to /-1

2. { if (P + a;B) is even

3. P=({P+aB)/2;

4, else

5. P=({P +aB+N)/2;
}

6. if P>N

7. P=P-N,
return P;

}

In Algorithm 4.2, it can be seen that line 3: P =(P +aB + ¢i N)/ 2, is dependent on

the values of a; and g, Table 4.1 summarizes its computation where precomputed NB =

(nbu.y, ..., nby_nbo), is the sum of N and B, with nb; € {0,1 }.

The final subtraction in line 7 is intentionally omitted, because the technique that
will be discussed in the succeeding section will concentrate mainly on the iteration involved

inside the for-loop of Systolic Montgomery algorithm.

Algorithm 4.2 Modified Montgomery multiplication algorithm

ModifiedMontgomery(A, B, N)
P=0;

{ ]

1. for i=0tol-1

2. { qi = (po + aibo) mod 2;

S P=(P+aB+qN)/2;
return P;

}

Table 4.1 Computation of P + a;B +qiN
(NB =N + B, precomputed)

a; qi P+aB+q N
1 ] P+ NB

1 0 P+B

0 1 P+N

0 0 P
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Algorithm 4.3 is the modified version of Algorithm 4.2, which is more suitable to
systolic implementation [3]. The corresponding dependence graph of Algorithm 4.3 and
with the data flowing in it is shown in Figure 4.1. All PEs perform the same task except

that the right-border PEs have to compute bit g;as well, see line 2.

Algorithm 4.3 Systolic Montgomery modular algorithm

SystolicMontgomery (A, B, N, NB)
{

int P =0;
bit carry =0, x;
1. fori=0to!
2. { qi=pi, oD ai*bo;
3. forj=0to!/
4. { switch a;, g;
5. 1,1: x =nb;;
6. 1,0: x=b;
7. 0,1: x =n;;
8. 0,0: x =0;
9. paino =po,gh) @ xi © carry;
10.  carry =pu, g+ny FXi T pay,gny T carry + x;* carry,
return P;
nl:ll lzll nll ""1 1’1 ", 'bl bl " .bl ba "y
AW %) > >
carry carry carry K
S - <
"bl bl % I’| , nb| b} a l:b: b: oy “nb‘ b‘ LA 7[ o
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Figure 4.1 Dataflow within the Dependence Graph based on Algorithm 4.3
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4.2 Mapping Procedure [13]
There are three design levels involved in transforming an algorithm to an array of
processors;

e Stage 1: DG (dependence graph) Design. After identifying the specific algorithm,
the next step is to generate a dependence graph for it. Here, the Algorithm 4.3 in
Section 4.1 will be utilized for our design. Note that DG greatly affects the final
array design [13], it is desirable to consider the best DG design before proceeding to
the next stage.

e Stage 2: SFG (Signal Flow Graph) Design. Different SFGs can be derived from a
given DG, it will be shown later that these SFGs have major impact on the final
architecture as well as the performance in terms of computation and delay.

e Stage 3: Processor Array Design. The SFG can be ph}'sically realized in terms of
SIMD, systolic, wavefront, or MIMD array. For this research, systolic design will

be considered and will be the main focus of the discussion.

4.2.1 Algebraic Mapping Procedure

Given a DG of dimension », a projection vector, d, and a permissible linear schedule, s,

an SFG can be derived based on the following mappings:

1) Node mapping. This mapping assigns the node activities in the DG to processors.

The mapping of computation ¢ on the DG into a node n of SFG is:

n=Pe¢

where the processor basis P, is orthogonal to d ; P" d=0.
2) Arc mapping. This mapping maps the arcs of the DG to the edges of the SFG. The

set of edges & into each node of SFG and the number of delays D(e ) on every edge

are derived from the set of dependence edges b at each point in the DG.
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)2 Jn

3) J/O mapping. The SFG node position n, and time #(c) of an input of the DG

OINRE
MREE

computation c is derived as:

4.2.2 Mapping DG into SFG

Figure 4.2a is the simple DG representation of Figure 4.1. The arrows, the dependence arcs
Z , in the same direction are combined into one for the simplicity of the discussion (e.g. the
vertical arrow represents inputs nb;, b; , and n;). Each circle represents the processing

element, PE.

By following the algebraic mapping procedure in Section 4.2.1, two SFGs are

derived from DG. SFG-I in Figure 4.2b is the generated SFG by using the projection
direction vector d = [0 1] and default schedule vector 5"=1[0 1], while SFG-II in Figure
4 2c is the generated SFG when the projection vectord is [1 0] and schedule vector 57 =[1
1]. The default schedule in the latter SFG is not permissible, thus we chose different vector
value to satisfy the two conditions that define the validity of schedule for the given DG.
These conditions are:

(1) 57 d >0,

(2) 5" >0, for any dependence arc € .

For the succeeding discussion PEpg represents the processing element of DG,

PEsrc.; represents the processing element of SFG-1 and PEgrg.;; represents the processing

element of SFG-II .
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Figure 4.2 (a) Simple Dependence Graph(DG) represention of Systolic Montgomery
Algorithm, (b) SFG-I, with a projection vector [0 1], (c) SFG-II, witha
projection vector [1 0]

All PEpgs in each column of DG (Figure 4.2a) is projected to each PEsrg.; (Figure
4.2b). Since each PEpg of every column of DG performs the same operation, thus the
architecture of each PEsr.; follows the architecture of the PEpgs projected to it. The same
thing happens for SFG-1, the PEpgs in each row of DG are projected to each PEgrc.;; . But
this time, since the rightmost PEpg in each row of DG performs extra operation for the
computation of ¢; (see Section 4.1), PEsrc.n should be designed to accommodate this

operation.



46

4.2.3 Systolic Mapping
Now we are going to systolize the two SFGs in the previous section. It will be shown that if

we incorporate pipelining into an SFG array, it will lead to a systolic design. By following

the same algebraic procedure in Section 4.2.1, and using a schedule vector § "=112], the

new fully systolized will be generated, see Figure 4.3.

The two conditions for selecting schedule vector are satisfied;
§7d >0 and 57 &>0,
It guarantees that every edge of the SFG will have one or more delays (D(e) 2 1), notice

from the result of algebraic computation below.

SFGY: Given d=[01], §"=[12], P"=[10]

Node mapping:
n=P7'c=[IO]{i}=i
J
Arc mapping:
[Dfé)}z[Er} [5]=[1 2][1 -1 0}: [1 1 2}
é P 1 010 1 1 1 -1 0
Input mapping:
t(c) 57 1 210 [i+2
e R
n P 1 01 i
Output mapping:
t(c) 57 1 21][i i+2N
RS
n P 1 O||N i
SFG II: Given d=[10], 5"=[12], P'=[01]

Node mapping:
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n="Pe=[01] sz
J

Arc mapping;:
D(é)_§7'5=121—10=ll2
: 1l P o 1flo 1 1T o1

Input mapping:

F@)}Z{Ef}klz[l 2}r}=[i+2}
n P’ 0 1||1 1
Output:

t(c) 57 ] 1 21} i+2N
= c — =
n pT 0 1IN N
The systolized SFGs are shown in Figure 4.3. For our implementation, we are
going to use the systolized SFG-II in Figure 4.3c for 2 major reasons;
1. Pipelining period: the pipelining period of SFG-II is one (a = 1), which means that

PE utilization is 100%, while pipelining period of SFG-I is two (a = 2), PE

utilization is reduced to 50%.

Pipelining period for SFG-I: Pipelining period for SFG-II:
given 4 =[01], 57 =[12], given 4 =[10], 5" =[12],
a=s5"4q a=5"4
=[12] [0] =[12] H
1
=0+2 =0 +1
=2 =]

2. Ports: Based on the computation above, the output ports and the vertical input of
SFG-I are located in each node of the array. And in the actual implementation,
there are three inputs in a vertical direction, nb;, b;, n;,see Figure 4.1, which
means that 3(/+1) ports are needed for these three inputs where / is the length of the

modulus, plus another (/+1) for the output ports and a single port for operand 4,
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with a total of 4(/+1) + 1 ports. While in SFG-II only one output port is needed
located in the last node of the array. Inputs nb;, b;, and n; will be inputted
sequentially in the first node and a single input port will be needed at each node for

each bit of operand A4, this requires a total of (/+1) + 4 ports.

Projection direction
(10

(a)

(c)
Projection direction
{0 1]

2D 2D 2D 2D

(b)

Figure 4.3 (a) Dependence Graph (DG), (b) Systolized SFG-I, and (c) Systolized SFG-II.

The architectural design of each systolized SFG-II node will be discussed in the

next section. We named this architecture as SFG-1I Multiplier.

4.3 VHDL Design and FPGA Implementation

4.3.1 Architectural Design and Simulation

The VHDL design of the SFG-II Multiplier is in Appendix A, it can be configured to any
size of modulus by just changing the value of generic Len, Len stands for the length of

modulus, Len=1.
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Figure 4.4a shows the top level schematic of our VHDL design. The first node,
cell_0, receives the inputs, nb;, b; , n; and Pi as well as the select] and select2 signals
sequentially at every clock cycle, then propagate through the array. The partial product P
which is initialized to zero (see Algorithm 4.3) will be fed in ports Pi and PO, LSB at PO
with two delays and the rest of its bits py, p2, p3, ... py will flow through signal Pi with one
delay each . Each bit of operand 4 is inputted at every node, ag in the first node, a in the
second node, and so on, where a; is always zero. Poutl and Pout0 of a certain node are the
Pi and PO input of the node next to it. The last node, cell 4, has only one output, Pout0,
where the final partial product of the Montgomery multiplication process will be outputted
sequentially every clock cycle starting with the least significant bit (LSB) to most

significant bit (MSB).

The architecture of each node in SFG-II Multiplier is shown in Figure 4.4b. The
flip flops FFi represent the delays, where i is an integer as shown in the figure. Each bit of
modulus N, operand B and precomputed NB will be inputted sequentially starting at the

least significant bit (LSB) with 2 delays each.

For the simulation and verification, we used Modelsim XE II v5.6a. The
funtionality of our design has been verified at Len = 4, the simulation result with its

corresponding testbench (through do macro file) is in Appendix B.

Total execution time (7)

From the simulation result in Appendix B, it can be seen that the total execution
time of our design is 13 clock cycle, which is equivalent to 3/ + 1 where / = 4. Total
execution time can be theoretically computed by this equation [13];

T=max{5" (p-§)}+1 where p=[/1},5=[0 0];

={1 2] [1] +1 (p- q) is the maximum difference of any two points in theDG
l
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It can also be observed that this is equivalent to the ouput mapping derived in our

computation in Section 4.2.3, when i is equivalent to the last node (/ + 1), the leftmost node

of SFG-I or bottom node of SFG-11, in equation #(c) = i + 2N.

clock

reset

Pout1,

Pout?,

Pout1,

Pout?

b4 nb n
4 4
b3 nb3 ny
T b onb, n g
.g.; b, nbl n, o
pi1 @ b, nb, 1, E pio
bl
cell_O k—— a,
Pout0
cell_1 —— a,
Pout0
cell 2 e a,
l Poutd
i
7 r
|
cell_3 —— a
Pout0
cell_4 — a,

J, Pouto

(@)
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F (demux)

Pi_out PO_out

(b)

Figure 4.4 (a) Architecture designof Systolized SFG-I1 when n=4,
(b) Typical structure of each processing element in systolized SFG-II.

Latency and Throughput

selCDEF

The latency of our design is 2/+1 clock cycles, where the LSB of the final partial

product is the first output bit. Then the succeeding bits will be outputed sequentially every

clock cycle, giving us the throughput of one bit per clock cycle. Table 4.2 shows the

performance comparison between [3] and our design in terms of design parameters, though

they have almost equivalent amount of figures in this table, the clock cycle time

using are different which is shown in Table 4.3.

Table 4.2 Performance Comparison: Our design vs. Nedjah’s design [3]

they are

Design Parameter [3] Ours

Total execution time (ns) 3/+3 3l+1

Latency (ns) 21+3 2]+ 1
Throughput 1 bit per clock cycle | 1 bit per clock cycle
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4.3.2 FPGA Implementation Results

The VHDL design in Appendix A has been synthesized and implemented using the Xilinx
ISE 5.1i Project Navigator. The implementation device we used is xc2v8000 Virtex2
FPGA. We implemented different length of modulus during the synthesis and
implementation. Table 4.3 shows the clock cycle time, the area in terms of CLB count and
the time-area product for the different modulo size. We also included results from the

implementation done in [3] for comparison. Recall that we adopted the same systolic

algorithm from this paper.

As expected, the area of our design is much greater than [3], it is due to the
additional multiplexers and flip flops needed for the systolic design. But the clock cycle
time of our design is much lower than [3], it is noticeable that the clock cycle time of [3]
increase as the size of modulus increases, which is not practical in actual application.
While in our design, the clock cycle time is nearly constant, see Figure 4.5 resulting to a
much lower area-time product as the size of modulo increases. For modulo size 128 and
256, the area-time products are almost the same, see Figure 4.6. But when the modulo size
increases to 512, the area-time product of our design becomes lower than [3]. And the big
gap continually increases as the size of modulo increases (e.g. when Len = 1024, area-time
product is 40% lower than [3]). It can be seen from graph that the area-time product of [3]
is exponential while our design is linear. From these results, it shows that our design is a

big improvement of [3].

Table 4.3 Performance figures, our design vs. Nedjah’s design [3].

Size of Area (CLBs) Clock cycle time (ns) Area x Time
Modulus Ours [3] Ours [3] Ours [3]
128 1,026 259 5.424 23 5,565 5,957
256 2,180 304 5.835 42 12,720 12,767
512 4,362 492 5.835 76 25,452 37,392
768 6,545 578 5.835 82 38,190 47,396
1,024 8,729 639 5.835 134 50,934 | 85,626
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Figure 4.5 Clock cycle time: Nedjah’s multiplier vs. Systolized SFG-1I multiplier
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Figure 4.6 Area-Time product: Nedjah’s multiplier vs. Systolized SFG-1I multiplier

The schematic from synthesis and implementation results is in Appendix C. These
results and performance comparison can also be found in Appendix D, the author’s paper
entitled “An FPGA Implementation of Systolic Array for Montgomery Modular

Multiplication”.
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Performance Comparison with Other Implementations

We compare our results with other recent implementations, for the design
parameters (see Table 4.4), we considered the latency, total execution time (both in clock
cycles) and the throughput when / = 1024 in Mb/s, where / is the length of the modulus in
bits. Reference [35] is a fully systolic design as ours, [36] is a semi-systolic where the
inputs are broadcast while [37] utilized carry-save adder (CSA), [37a] is a five-to-two CSA

multiplier and [37b] is four-to-two CSA multiplier.

It can be seen that our design has the highest throughput even if it has greater total
execution time in terms of clock cycles. It is due to our resulting clock cycle time that led
to a higher throughput. The clock cycle time in nanosecond is shown in Table 4.5 and the
comparison can be clearly seen from Figure 4.7. The graph shows that our design, [35] and
[36] have nearly constant clock cycle time regardless of the size of the modulus but our

design is much lower than the rest, which also means that our design is much faster.

Table 4.4 Design Parameter Comparison

Stenc Total Throughput
Design Year (clock:c c};es) execution time I=1024 bits
! (clock cycles) (Mb/s)
Ours 2004 21+ 1 31+1 171.2
[35] 2003 21+ 1 31+4 95.6
[36] 2003 - 2(1+5) 99.3
[37a] 2003 - I+1 71.0
[37b] 2003 - [+2 76.1

Table 4.5 Performance Comparison: Speed

Modulo Clock cycle time (ns)
Size () Ours [35] [36] [37a] | [37b]
512 5.84 10.50 | 10.07 | 9.47 9.47

1024 5.84 10.46 | 11.10 | 14.08 | 13.12
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Table 4.6 and Figure 4.8 show the area comparison in CLBs. Aside from the area

consumed by [36] in CLBs, it also uses the 18x18 built-in multipliers of the FPGA. In our

design we need more CLBs which show that the expense of getting a faster speed is

additional resources. Considering both area and time, see Table 4.7 and Figure 4.9, area-

time product gives us a more reasonable comparison because cost and performance ratio

are being considered. The graph shows that though our design consumed the largest area, it

is still comparable and competitive especially when 1 = 1024 with other implementations,

we are just a little bit behind [35].

Table 4.6 Performance Comparison: Area

Modulo Area (CLBs)

Size (1) Ours [35] [36] [37a] [37b]
512 4362 1486 4118* 2481 2845
1024 8729 2853 7167* 5166 5809

* Utilized 18x18-bit multipliers — built-in the FPGA

32 multipliers for 512-bit modulo
62 multipliers for 1024-bit modulo
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Table 4.7 Performance Comparison: Area-Time Product

Modulo Area x Time
Size (/) Ours [35] [36] [37a] [37b]
512 25,474 15,604 41,468 23,495 26,942
1024 50,977 29,837 79,554 72,737 76,214
oo b . Ours
| M s
N
80 [~ S
W [37a]
g ol =)
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Figure 4.9
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Table 4.8 shows the actual time needed in one modular multiplication in
microseconds. When / = 1024, the execution time is 32.17ps using the multiplier in [35],
but if we use SFG-II multiplier (our design), we only need 17.95 ps which is 44% faster

than the latter.

Table 4.8 Performance Comparison:
Time for One Modular Multiplication in ps

Size of Modulus (/)
128 256 512 1024

Ours 2.09 4.49 8.98 17.95
[35] 3.97 7.69 16.17 32.17

Design




Chapter 5

Conclusion and Future Works

5.1 Conclusion

Cryptographic algorithms such as RSA that deals with great number of bits demand for a
fast execution of its primitive operation, the modular multiplication. To achieve faster
execution we used systolic mapping methodology for our design that will satisfy the
requirements in a much higher modulo size. In comparison Yvith reference [3], the results
obtained showed that SFG-II Multiplier achieves a much greater and nearly constant
frequency at different size of modulus which is very attractive in actual application,
because in RSA, the higher the number of bits the more security it has, which needs longer

time during exponentiation. This high frequency in turn leads to a higher throughput.

Minimizing IOBs is important for this design because FPGAs has limited numbers of
IOBs. In our systolization process, we chose the SFG derived using the projection direction
[1 0], yielding a lower number of I0Bs and 100% PE utilization compare to the SFG
derived using the projection direction [0 1] that requires more I0Bs which may further
require for more than one FPGAs for its implementation. For our implementation, we
utilized FPGA Virtex2 family with enough IOBs for 1024-bit size of modulus that fits our

design into only one FPGA.

The architecture design has been coded in VHDL, we used generic and generate
statements for fast and easy reprogramming for different size of modulus, thus it can be

used for both RSA and IDEA.
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The SFG-II multiplier is implemented in FPGA which inherent all its flexibility
features. This is desirable for this kind of design since security requirement increases with

time thus requiring for future developments.

5.2 Future Works

The work described in this research is only the modulo multiplier for RSA algorithm, this
multiplier array can be used in the exponentiation operation which is a series of modulo
multiplication as discussed in Chapter 2. In Section 2.2.3, it shows that RSA algorithm is a
successive squaring and modulo multiplication, thus our modulo multiplier array can be
reused for the next multiplication right after the first bit (LSB) of the current multiplication
is outputed, that is 2n+1 clock cycles, this is done by feeding it back to the array. Thus,

100% utilization can be achieved during the entire exponentiation.

Although we derived SFG-1 and SFG-II from the dependence graph of the systolic
Montgomery modular algorithm, only the systolized SFG-II was implemented. Another
design utilizing SFG-I can also be done to show the trade-offs between these two SFGs.
Systolized SFG-I will have numerous number of input ports but reduced area due to its
simpler processing elements. Techniques on how to increase its 50% PE utilization can

also be studied such as pipeline interleaving method.

The synthesis and implementation done in this research is not yet the optimal one.
Manual routing for the utilization of specific FPGA’s special features where the design will

be implemented is suggested to attain higher frequency.
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Appendix A

VHDL Design of the Systolized
SFG-11

LIBRARY ieee;

USE ieee.std_logic 1164.ALL;

PACKAGE cells IS

COMPONENT cell0

port ( clock, resetlatch :in std_logic;

a0 :-in std_logic;
b, n 1n std_logic;
nb »in std_logic;
pi0,pil :in std_logic;
selA, sel CDEF - 1n std_logic;
Pout0 : out std_logic;
Poutl : out std_logic;

selA out, selCDEF out :outstd logic;

bb, nn, nbnb : out std_logic);
END COMPONENT;
COMPONENT basiccell
port ( clock 1n std_logic;

resetlatch - in std_logic;
a0 :1in std_logic;
b :in std_logic;
n :in std_logic;
nb . in std_logic;
pi0 :in std_logic;
pil : in std_logic;
selA > in std_logic;
selCDEF :in std_logic;
Pout0 : out std_logic;
Poutl : out std_logic;
selA_out, selCDEF_out : out std_logic;

bb : out std_logic;



nn : out std_logic;
nbnb : out std_logic)
END COMPONENT;
COMPONENT lastcell
port ( clock, resetlatch :in std_logic;
a0 : instd_logic;
b, n :in std_logic;
nb :in std_logic;
pi0,pil :1n std_logic;
selA, selCDEF : In std_logic;
Pout0 :out std_logic);
END COMPONENT;
END cells;
LIBRARY ieee;
USE ieee.std logic 1164.ALL;
PACKAGE parts IS
COMPONENT mux4to]

port ( Sel :instd logic vector(0to 1);
Din :instd logic vector(0 to 3);
Y :out std_logic);
END COMPONENT;

COMPONENT mux2tol
port ( Sel :instd logic;
Din :instd logic vector(0 to 1);

Y : out std_logic);
END COMPONENT;
COMPONENT FA
port ( A, B, Cin :in std_logic;
S, Cout : out std_logic);

END COMPONENT;

COMPONENT latch
port (  CLK, reset, D : in STD_LOGIC;
Q :out STD_LOGIC);
END COMPONENT;
COMPONENT demux
port ( Sel : in std_logic;

Din : in std_logic;

2
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Dout : out std_logic_vector(0 to 1));
END COMPONENT;

END parts;

-- Demux Design

library IEEE;
use IEEE.STD_LOGIC _1164.ALL;

entity demux is
port ( Sel : in std_logic;
Din :instd_logic;
Dout :outstd logic vector(0 to 1));
end demux;

architecture RTL of demux is

begin
process(sel, Din)
begin
if(sel ='0') then
Dout(0) <= Din;
Dout(1) <='0";
else
Dout(0) <="0";
Dout(1) <= Din;
end if;
end process;
end RTL;

-- Latch design

library IEEE;
use IEEE.STD_LOGIC_1164.ALL;

entity latch is
Port ( CLK, reset, D :in STD_LOGIC;
Q : out STD_LOGIC);
end latch;

architecture latch_archi of latch is
begin

process(clk, reset)
begin '
if (reset = '1") then
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Q <=0}

elsif (CLK'event and CLK ='1") then
Q<=D;

end if;

end process;

-end latch_archi;

-- MUX 4-1 design

library IEEE;
use IEEE.STD_LOGIC_1164.ALL;

entity mux4tol is

Port ( Sel  :instd logic vector(0 to 1);
Din :instd logic_vector(0 to 3);
Y - out std_logic);

end mux4tol;
architecture RTL3 of mux4tol is
begin

with SEL select

Y <= Din(0) when "00",
Din(1) when "01",
Din(2) when "10",
Din(3) when "11",
X' when others;

end RTL3;

--MUX 2 to 1 design

library IEEE;
use JEEE.STD LOGIC_1164.ALL;

entity mux2tol is

Port ( Sel  :instd_logic;
Din :instd _logic_vector(0 to 1);
Y : out std_logic);

end mux2tol;
architecture RTL of mux2tol is
begin

with SEL select
Y <= Din(0) when'0’,
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Din(1) when'l’,
'X' when others;
end RTL;

--FA design

library IEEE;
use IEEE.std_logic_1164.all;

entity FA is
port ( A, B, Cin :in std_logic;
S, Cout : out std_logic);
end FA;

architecture RTL of FA is
begin

S <= A xor B xor Cin;

COUT <=(A and B) or (A and Cin) or (B and Cin);
end RTL;

P

--MAIN PROGRAM-- CELLO--

library IEEE;
use ieee.std_logic 1164.all;

entity cell0 is

port ( clock, resetlatch 1 std_logic;
a0 : in std_logic;
b, n s in std_logic;
nb rin std_logic;
pi0,pil :1n std_logic;
selA, selCDEF :in std_logic;
]
Pout0 : out std_logic;
Poutl : out std_logic;
selA_out, selCDEF_out > out std_logic;
bb, nn, nbnb : out std_logic);
end cell0;

architecture RTL of cell0 is

signal zero : std_logic;



signal y : std_logic;
signal q0, g2 : std_logic;
signal a2 : std_logic;
signal carry_in, gl, al : std_logic;
signal v : std_logic;
signal u : std_logic;
signal x : std_logic;

signal carry_out, pi_next :std_logic;
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-- in& out of MUX D, 'q2' select signal of MUX B
-- in & out of MUX E, 'a2' select signal of MUX B

--in & out of MUX C, carry_in(0) ='0"
-- in & out of MUX A, 'pi' starts at pi(1)
-- output of MUX B

-- output of FA

-- Instantiation
COMPONENT mux4tol
port( Sel : in std_logic vector(0 to 1);

Din :instd_logic_vector(0 to 3);

Y :outstd_logic);

END COMPONENT;
COMPONENT mux2tol
port ( Sel : in std_logic;
Din :instd logic vector(0 to 1);
Y : out std_logic);
END COMPONENT;
COMPONENT FA
port ( A, B, Cin *in std logic;

S, Cout : out std_logic);
END COMPONENT;
COMPONENT latch
Port ( CLK, reset, D : in STD LOGIC;
Q sout STD_LOGIC);
END COMPONENT;
COMPONENT demux
port ( Sel  :instd logic;
Din :instd_logic;
Dout :outstd logic_vector(0 to 1));
END COMPONENT;

-- end of instantiation

begin

zero <= '0';

y <= a0 and b after O ns;
q0 <= y xor pi0 after Ons;



latchA: latch port map (
clk =>clock,
reset => resetlatch,
D =>a2,
Q =>al);

latchQ: latch port map (
clk =>clock,
reset => resetlatch,
D =>q2,
Q =>ql);

latchCARRY:: latch port map (
clk =>clock,
reset =>resetlatch,
D =>carmry out,
Q =>carry in);

muxC: mux2tol port map (
sel => selCDEF,
Din(0) => zero,
Din(1) =>carry in,
Yool s

muxD: mux2tol port map (
sel => selCDEF,

Din(0) => q0, -- out of XOR gate at the first stage
Din(1) =>ql, -- out of latch at the succeeding stages
Y =>q2); -- one of the select signal of MUXB

muxE: mux2tol port map (
sel => selCDEF,

Din(0) => a0,
Din(1) =>al,
Y =>a2);

muxA: mux2tol port map (
sel => gelA,
Din(0) => zero,
Din(1) => pil,
Y =>u);

muxB: mux4to]l port map (



sel(0) =>q2,
sel(1) =>a2,
Din(0) => zero,
Din(1) =>b,
Din(2) =>n,
Din(3) => nb,
Y =>x);

FA1: FA port map (

A =>uy,
B =>X,
Cin =>v,
S =>pi_next,

Cout =>carry out);

demuxF: demux port map (
sel => selCDEF,
Din  =>pi_next,
Dout(0) => Pout0,
Dout(1) => Poutl);

selA out <=selA;
selCDEF out <= selCDEEF,;

bb <=b;
nn <= n;

nbnb <= nb;

end RTL;

--END OF CELLO--

--MAIN PROGRAM OF BASICCELL--

library IEEE;
use ieee.std_logic_1164.all;

entity basiccell is

port ( clock, resetlatch :in std_logic;
a0 : instd_logic;
b, n :in std_logic;

nb : in std_logic;
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pi0,pil

selA, selCDEF

Pout0
Poutl

selA_out, selCDEF_out

bb, nn, nbnb

end basiccell;

:in std_logic;
:1in std_logic;

: out std_logic;
: out std_logic;

- out std_logic;
:out std_logic);

architecture RTL of basiccell is

signal zero

signal se]A_outl, selA_out2

: std_logic;
: std_logic;

signal selCDEF outl, selCDEF out2 : std_logic;

signal boutl, bout2
signal noutl, nout2
signal nboutl, nbout2

signal pi_out0, pi_outl
signal p
signal y

signal q0, q2

signal a2

signal carry in, ql, al
signal v

signal u

signal x

signal carry out, pi_next
signal p110, pul

- std_logic;
: std_logic;
: std_logic;

: std_logic;
: std_logic; -- for added 1 delay at p0
: std_logic;

:std_logic; - in & out of MUX D
:std logic;  --in & out of MUX E
. std_logic;

:std_logic; --m&outof MUXC
:std_logic;  --in & out of MUX A
:std_logic; - output of MUX B

> std_ logic; -- output of FA
: std_logic;

-- Instantiation

COMPONENT mux4tol

port( Sel  :instd_logic_vector(0 to 1);
Din :instd_logic_vector(0 to 3);

Y : out std_logic);

END COMPONENT;

COMPONENT mux2tol

port ( Sel : in std_logic;

Din :instd logic vector(0 to 1);
Y : out std_logic);

END COMPONENT;

72



COMPONENT FA
port ( A, B, Cin :in std_logic;
S, Cout :out std_logic);
END COMPONENT;
COMPONENT latch
Port ( CLK, reset, D : in STD_LOGIC,
Q :out STD LOGIC);
END COMPONENT;
COMPONENT demux
port ( Sel  :instd_logic;

Din :instd logic;

Dout :outstd logic_vector(0 to 1));

END COMPONENT;

-- end of instantiation

begin

zero <= '0';

latchselAl: latch port map (
clk =>clock,
reset => resetlatch,
D  =>selA,
Q =>selA outl);

latchselA2: latch port map (
clk =>clock,
reset => resetlatch,
D =>selA outl,
Q =>sclA out2);

latchselselCDEF1: latch port map (
clk =>clock,
reset => resetlatch,
D =>selCDEF,
Q =>selCDEF outl);

latchselCDEF2: latch port map (
clk =>clock,
reset => resetlatch,
D =>selCDEF outl,
Q =>selCDEF_out2);

latchB1: latch port map (
clk =>clock,
reset => resetlatch,
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D =>b,
Q =>boutl);

latchB2: latch port map (
ctk =>clock,
reset => resetlatch,
D =>boutl,
Q =>bout2);

latchN1: latch port map (
clk =>clock,
reset => resetlatch,
D =>n,
Q =>noutl);

latchN2: latch port map (
clk => clock,
reset => resetlatch,
D =>noutl,
Q =>nout2);

latchNB1: latch port map (
clk => clock,
reset => resetlatch,
D =>nb,
Q =>nboutl);

latchNB2: latch port map (
clk => clock,
reset => resetlatch,
D =>nboutl,
Q =>nbout2);

latchPO_1: latch port map (
clk => clock,
reset => resetlatch,
D =>pi0,
Q =>p);

latchPQ_2: latch port map (
clk => clock,
reset => resetlatch,
D =>p,
Q =>pi_out0);

latchP1 1: latch port map (
clk => clock,
reset => resetlatch,
D =>pil,
Q =>pi_outl);
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y <= a0 and bout2 after O ns;
q0 <=y xor pi_out0 after 0 ns;

muxC: mux2tol port map (
sel =>selCDEF _out2,
Din(0) => zero,
Din(1) =>carry_in,

Y =>v)
muxD: mux2tol port map (
sel => sel CDEF _out2,
Din(0) =>q0, -- out of XOR gate at the first stage
Din(1) =>ql, -- out of latch at the succeeding stages
Y =>q2); -- one of the select signals of MUXB

muxE: mux2tol port map (
sel => selCDEF out2,
Din(0) => a0,
Din(1) =>al,
Y =>a2)

latchA: latch port map (
clk => clock,
reset => resetlatch,
D =>a2,
Q =>al);

latchQ: latch port map (
clk => clock,
reset => resetlatch,
D =>q2,
Q =>ql);

latchCARRY:: latch port map (
clk => clock,
reset => resetlatch,
D =>carry out,
Q =>carry_in);

muxA: mux2tol port map (
sel =>selA_out2,
Din(0) => zero,
Din(1) => pi_outl,
Y =>u);
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muxB: mux4tol port map (

sel(0) =>q2,
sel(1) =>a2,
Din(0) => zero,
Din(1) => bout2,
Din(2) => nout2,
Din(3) => nbout2,

Y =>x);

FA1l: FA port map (

A =>uq,
B =>x,
Cin=>yv,

S =>pi_next,
Cout => carry_out);

demuxF: demux port map (
sel => selCDEF_out2,
Din = =>pi_next,
Dout(0) => pii0,
Dout(1) => piil);

Pout0 <= pii0;
Poutl <= piil;

selA_out <= selA_out2;
selCDEF _out <= selCDEF_out2;

bb <= bout2;
nn <= nout2;

nbnb <= nbout2;

end RTL;

-- END OF BASICCELL --

--MAIN PROGRAM OF LAST CELL--

library IEEE;
use ieee.std_logic_1164.all;
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entity lastcell is

port ( clock, resetlatch
a0
b, n
nb

pi0,pil
selA, selCDEF

Pout0

end lastcell;

> in std_logic;
: in std_logic;
:in std_logic;
:in std_logic;

:in std_logic;
> in std_logic;

: out std_logic);

architecture RTL of lastcell is

signal p :std_logic; -- for added 1 delay at pO
signal zero : std_logic;
signal selA outl, selA_out2 : std_logic;
signal selCDEF _outl, selCDEF_out2 : std_logic;
signal boutl, bout2 : std_logic;
signal noutl, nout2 - std_logic;
signal nboutl, nbout2 - std_logic;
signal pi_out0, pi_outl :std_logic;
signal y :std logic;
signal g0, q2 :std logic;  --in& outof MUX D
signal a2 :std_logic;  --in & out of MUX E
signal carry in, q1, al : std_logic;
signal v »std_logic;  --in & outof MUX C
signal u :std_logic;  --in & outof MUX A
signal x : std_logic; -- output of MUX B
signal carry_out, pi_next :std_logic;  -- output of FA
-- instantiation
COMPONENT mux4tol
port(  Sel :in std_logic_vector(0 to 1);
Din :instd logic_vector(0 to 3);
Y : out std_logic);
END COMPONENT;
COMPONENT mux2tol
port ( Sel :instd_logic;
Din :instd_logic_vector(0 to 1);
Y : out std_logic);

END COMPONENT,
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COMPONENT FA
port ( A, B, Cin :in std_logic;
S, Cout : out std_logic);
END COMPONENT;
COMPONENT latch
port ( CLK, reset, D : in STD_LOGIC;
Q :out STD_LOGIC);
END COMPONENT;

-- end of instantiation

begin

zero <= '0';

latchselAl: latch port map (

clk =>clock,
reset => resetlatch,
D =>selA,

Q =>selA_outl);

latchselA2: latch port map (
clk => clock,
reset => resetlatch,
D =>selA_outl,
Q =>selA_out2);

latchselselCDEF1: latch port map (
clk =>clock,
reset => resetlatch,
D =>selCDEF,
Q =>selCDEF_outl);

latchselCDEF2: latch port map (
clk => clock,
reset => resetlatch,
D =>selCDEF outl,
Q =>selCDEF_out2),

latchB1: latch port map (
clk => clock,
reset => resetlatch,
D =>b,
Q =>boutl);

latchB2: latch port map (
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clk =>clock,
reset => resetlatch,
D =>boutl,

Q =>bout2),

latchN1: latch port map (
clk =>clock,
reset => resetlatch,
D =>n,
Q =>noutl);

latchN2: latch port map (
clk =>clock,
reset => resetlatch,
D =>noutl,
Q =>nout2);

latchNB1: latch port map (
clk => clock,
reset => resetlatch,
D =>nb,
Q =>nboutl);

latchNB2: latch port map (
clk => clock,
reset => resetlatch,
D =>nboutl,
Q =>nbout2);

latchPO_1: latch port map (
clk => clock,
reset => resetlatch,
D =>pi0,
Q =>p)

latchP0O_2: latch port map (
clk => clock,
reset => resetlatch,
D =>p,
Q =>pi_out0);

latchP1_1: latch port map (
clk => clock,
reset => resetlatch,
D =>pil,
Q =>pi_outl);

y <= a0 and bout?2 after O ns;
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q0 <=y xor pi_out0 after 0 ns;

latchA: latch port map (
clk => clock,
reset => resetlatch,
D =>a2,
Q =>al);

latchQ: latch port map (
clk => clock,
reset => resetlatch,
D =>q2,
Q =>ql);

latchCARRY:: latch port map (
clk => clock,
reset => resetlatch,
D =>carry_out,
Q =>carry in);

muxC: mux2tol port map (
sel => selCDEF_out2,
Din(0) => zero,
Din(1l) => carry in,

Y =>v)
muxD: mux2tol port map (
sel =>selCDEF_out2,
Din(0) =>(q0,
Din(1) =>ql,
Y  =>q2)

muxE: mux2tol port map (
sel => selCDEF_out2,

Din(0) => a0,
Din(1) =>al,
Y =>a2)

muxA: mux2tol port map (
sel => selA_out2,
Din(0) => zero,
Din(1) =>pi_outl,
Y =>u)

muxB: mux4tol port map (
sel(0) =>q2,
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sel(l) =>a2,

Din(0) => zero,

Din(1) => bout2,

Din(2) => nout2,

Din(3) => nbout2,
Y =>x)

FAL:

FA port map (

A =>u,

B =>x,

Cin =>v,

S =>pi_next,
Cout => carry_out);

Pout0 <= pi_next;

end RTL;

-- END OF LASTCELL --

--MAIN PROGRAM--CASCADED CELLS--

library IEEE;

use ieee.std _logic 1164.all;

entity cascadecell is

Generic ( Len: in integer :=4);

port ( clk, rst :in std_logic;
a in :in std_logic_vector(Len downto 0);
b in,n_in :in std_logic;
nb_in : in std_logic;
Ri0, Ril : in std_logic;
selectl :in std_logic;
select2 : in std_logic;
Rout0 : out std_logic);

end cascadecell;

architecture RTL of cascadecell is
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COMPONENT cell0
port ( clock, resetlatch :in std_logic;
a0 : in std_logic;
b,n : in std_logic;
nb :in std_logic;
pi0,pil :in std_logic;
selA, selCDEF :in std_logic;
Pout0 : out std_logic;
Poutl : out std_logic;
selA_out, selCDEF_out : out std_logic;
bb, nn, nbnb :out std_logic);
END COMPONENT;
COMPONENT basiccell
port ( clock :1in std_logic;
resetlatch :in std_logic;
a0 : in std_logic;
b :in std_logic;
n :in std_logic;
nb : in std_logic;
pi0 :in std_logic;
pil :1n std_logic;
selA : in std_logic;
sel CDEF :1n std_logic;
Pout0 :out std_logic;
Poutl : out std_logic;
selA_out, selCDEF_out : out std_logic;
bb : out std_logic;
nn - out std_logic;
nbnb : out std_logic);
END COMPONENT;
COMPONENT lastcell
port ( clock, resetlatch :in std_logic;
a0 : in std_logic;
b,n : in std_logic;
nb :in std_logic;
pi0,pil : in std_logic;
selA, selCDEF :in std_logic;
Pout0 : out std_logic);
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END COMPONENT;

signal bsig, nsig, nbsig

: std_logic_vector(0 to Len-1);

2

signal S1, S2 : std_logic_vector(0 to Len-1)
signal R : std_logic_vector(0 to Len);
signal RR : std_logic_vector(0 to Len-1);
begin
first_cell: cell0 port map (
clock => clk,
resetlatch => rst,
a0 =>a in(0),
b =>b in,
n =>n_in,
nb =>nb in,
pi0 =>Ri0,
pil =>Ril,
selA => gselect],
selCDEF => select2,
Pout0 =>R(0),
Poutl =>RR(0),
selA out => S1(0),
selCDEF_out => S2(0),
bb => bsig(0),
nn =>nsig(0),
nbnb => nbsig(0));

cascade: forkin 1 to (Len-1) generate

cell_next: basiccell port map (

clock
resetlatch
a0

b

n

nb

pi0

pil

selA
selCDEF
Pout0
Poutl
selA_out
selCDEF_out
bb

nn

nbnb

=> clk,
=>rst,
=>a_in(k),
= bSIg(k'l)’
=> nsig(k-1),
=> nbsig(k-1),
=>R(k-1),
=> RR(k-1),
=> S1(k-1),
=> S2(k-1),
=>R(k),

=> RR(k),
=>S1(k),
=>S2(k),

=> bsig(k),
=>nsig(k),
=> nbsig(k));
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end generate;

last_cell:

Rout0 <= R(Len);

end RTL;

lastcell port map (
clock
resetlatch
a0
b
n
nb
pi0
pil
selA
selCDEF
Pout0
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=>clk,

=>rst,
=>a_in(Len),
=>bsig(Len-1),
=> nsig(Len-1),
=> nbsig(Len-1),
=>R(Len-1),
=>RR(Len-1),
=> S1(Len-1),
=>S2(Len-1),
=>R(Len));
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Testbench and Simulation Results

Testbenchl

force clk 1 0, 0 50 -repeat 100
forcerst 10,0110

force a_in 01011
force Ri0 0
force Ril 0

forceb_in 1
forcen_in 1
force nb_in 0
force selectl 1
force select2 0

run 200

force select2 1
forceb_in 1
forcen in 1
forcenb_in 1

run 100

forceb in 0
forcen_in 1

Testbench?2

force clk 1 0, 0 50 -repeat 100
forcerst10,0110

force a_in 01100
force Ri0 0
force Ril 0

forceb_in 0
forcen_in 1
forcenb_in 1.
force selectl 1

forcenb_in 0
run 100

forceb_in 1
forcen_in 1
force nb_in 1

run 100

forceb_in 0
forcen in 0
forcenb_in 1
force selectl 0

run 100

forceb in0
forcen in 0
forcenb in 0
force selectl 0
force select2 0

run 800

force select2 0
run 200

force select2 1
forceb_in 0
forcen in 1
forcenb in 1

run 100



forceb_in 1
forcen in 1
force nb_in 0

run 100
forceb in 1
forcen_in 1
force nb_in 1

run 100

forceb in 0
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forcen in 0
forcenb_in 1
force selectl 0

run 100

forceb _in 0
forcen in 0
force nb_in 0
force selectl 0
force select2 0

run 800

Simulation results

| i
I EilE
(@)
;
I |
Ty L
1
l it
(b)

Figure B.1 (a) Output waveform of first simulation (Testbenchl)

(b) Output waveform of second simulation (Testbench2)



Appendix C

Synthesis Results

—a_in<4:0> routO
—b_in

—clk

nb_in
T=paun
—ri0

m\ aG UL
—rst
— select1

— select2

Figure C.1 Top level Schematic
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An FPGA Implementation of Systolic
Array for Montgomery Modular
Multiplication



An FPGA Implementation of Systolic Array
for Montgomery Modular Multiplication

Medi A. Nazar, Surin Kittitornkun, and Pratheep Bunyatnoparat

Department of Computer Engineering, Faculty of Engineering
King Mongkut’s Institute of Technology Ladkrabang
Email: nazarm@dlsu.edu.ph, kksurin@kmitl.ac.th, kbprathe@kmitl.ac.th

Abstract

Public-key cryptographic algorithms such as RSA algorithm require modular multiplications of
very large operands. In RSA, the higher security the larger operand size which may reduce the clock
rate and result to lower throughput. This paper presents a fully systolic linear-array for the
computation of Montgomery modular multiplication that is implemented using FPGA. Our fully
systolic design shows that a high and nearly constant clock rate is achievable regardless of the size of
the operand. As compared with the non-fully systolic architecture, our design offers higher frequency
that yields a higher throughput rate and a lower area-time product. The total execution time for an n-
bit modular muitiplication is 3n+1 cycles, latency of 2n+1, where n is the length of the modulus and a

throughput of | bit per clock cycle.

1. Introduction

Secured cryptographic implementation is
becoming one of the strong requirements for
computer and communication networks, e.g.
electronic  banking transactions through
commercial Internet. Today, hardware-based
cryptographic implementation is one of the
interests in current research in order to
strengthen security and improve performance.
For hardware implementations, reconfigurable
technology such as the Field Programmable
Gate Array (FPGA) offers many advantages
over semi-custom  Application  Specific
Integrated Circuits (ASICs). FPGAs assure a
short time to market. high flexibility including
capability for frequent modifications of
hardware, low development cost and low cost
of the final product. It has the potential for
fast, low cost reprogramming  and
experimental testing of a large number of
various architectures and revised versions of
the same architecture. One of the goals of this
research is to develop a hardware design for
cryptographic  algorithm that will be
implemented on FPGA.

There are two basic types of cryptographic
algorithms; secret-key (symmetric) and public
key (asymmetric). Among the various public-
key cryptographic algorithms, RSA (Rivest,
Shamir, Adleman) cryptosystem is widely
used and considered to be the most popular
today [1]. On the other hand, IDEA
(International Data Encryption Algorithm) is
an example of secret-key algorithm that is very

efficient in terms of computational
complexity. Public key cryptosystem is based
on number theoretic properties, much slower
than secret-key but offers higher degree of
security.

In RSA, the essential arithmetic operation
is modular multiplication, which is used to
calculate modular exponentiation on numbers
with a size of hundreds of bits. The efficiency
requirement in its implementation becomes the
motivation in the development of several
modular  multiplication  algorithms  and
architectures [2-10].

Montgomery algorithm is considered to be
the most efficient method in performing series
of modular multiplication. C. D. Walter [7]
proposed systolic modular multiplication
utilizing Montgomery’s method that led to
various  implementation and  different
techniques on how to further improve its
efficiency [7, 8, 9, 10]. Here we adopt the
modified Montgomery algorithm done in [8]
that is suitable for systolic array.

This research aims to design a fully
systolic array for Montgomery multiplication
algorithm that is expected to achieve higher
frequency which is suitable for higher operand
size. We compare and show our improved
result with the implementation done in [8].

2. RSA Algorithm
The RSA Algorithm was developed by Ron
Rivest, Adi Shamir, and Len Adleman at MIT



and first published in 1978. RSA scheme is
asymmetric block cipher in which the plaintext
and ciphertext are integers between 0 and N-1
tor some integer N with a typical size of 1024
bits. Its security is based on the difficulty of
tactoring large integers. The RSA algorithm
requires computation of the modular
exponentiation which is broken into a series of
modular multiplications. The encryption
operation is performed by computing;

C=M" (mod N)
where M is the plaintext such that 0 <M < N.
The number C is the ciphertext from which the
plaintext M can be computed using;

M= (mod V).
Hence. e and d had been called as public and
private exponents. Here is the binary method
for exponentiation where the bits of e are
scanned from left to right.

Iipur: M: e: N
Quipur: C:= M mod N
I ifé’;,.| =]
then C =M

elseC=1
2. fori=h-2downto 0
2a. C=C*C(mod.\) \square
-h. ife=1

then C := C* M (mod N) \\ multiply

3. return C

It shows that the modular multiplication
and squaring are the main operation used in
the above algorithm. The  modular
multiplication is defined as the computation of
P = AB (mod N) given the integers 4, B, and
N. It is usually assumed that 4 and B are
positive integers with 0 < A,B < N, i.e., they
are the least positive residues. There are
basically four approaches for computing the
product P [11], one of these is Montgomery’s
method which is suitable for RSA.

2.1 Montgomery Multiplication Algorithm
The Montgomery algorithm computes
Montgomery(4,B) = A4 * B *r' mod N

given A,B < N and r such that gcd(N, r) =1 (N
and radix r are coprime, the greatest common
divisor between these two numbers is 1). Even
though the algorithm works for any r which is
relatively prime to &, it is more useful when r
is taken to be a power of 2, which is an
intrinsically fast operation on general-purpose
computers, e.g., signal processors and
microprocessors. In this paper r = 2 and
assume that the number of bits in 4 or B is less
than N. Let A = (A4,.) Ap. ----Ap) be the binary
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representation of 4, B = (B, B, - B) for B
and N = (N,.., N,2 ---Ny) for modulus V.

Algorithm 2.1 shows how to perform
Montgomery modular multiplication by a
method of reversing the order of the
multiplicand, shifting down instead of shifting
up, and adding rather than subtracting
multiples of the modulus. Here we are going
to adopt the Systolic Montgomery algorithm
(Algorithm 2.3) of [8].

Algorithm 2.1 Radix-2 Monigomery multiplication algorithm
MonigomeriXA, B. N)

' P=0;

l. fori=0to n-1

2. fOif(P +aB)is even

3. P={(P+ab)/2:

4. clse

s P=(P+aB+N)/2:
t

6. if P>N

7. P=P-N:

return P :

In Algorithm 2.2, it can be seen that line 3:
P=(P+aB + q; N)/ 2, is dependent on the
values of a; and ¢;, Table 2.1 summarizes its
computation where precomputed NB is the
sum of N and B. The final subtraction in line 7
is intentionally omitted, because the technique
that will be discussed in the succeeding section
will concentrate mainlv on the iteration
involved inside the jfor-loop of Systolic
Montgomery algorithm.

Algorithm 2.2: Modified Monigomery multiplication algorithm
ModifiedMontgomeny{A4, B. N)

{ P=0,

1 for i=01ton-1

r ! q,= (p. + a,b,) mod 2;
3 P=(P+aB+qN) /2

return P:

1
+

Algorithm 2.3 is the modified version of
Algorithm 2.2, which is more suitable to
systolic implementation [8]. The
corresponding dependence graph of Algorithm
2.3 and with the data flowing in it is shown in
Figure 2.1. All PEs perform the same task
except that the right-border PEs have to
compute bit g; as well, see line 2.

Table 2.1: Computation of P + a,B +q:N
(NB = N + B, precomputed)

a; qi P+aiB+qiN
] 1/ P+ NB
1 0 P+ B




L 0 / P+N
L0 0 P

Algorithm 2.3: Systolic Montgomery modular algorithm
SvstolicMontgomery (A, B. N, NB)

{int P =0:

bit carn' =0, x:

I. fori=0ton
2. % g=puo®@a *b.
3. forj=0ton
4. { switcha,q,
5. { L1. x =nbh.
6. 1.0: x=h.
1. 0.1: x =n:
8. 0.0: x =0:
9. Pusio = Pu.gon @ x, © carry,
10. carrv=pu.gn *% + pagon*
carry + x,* carry.
}
H
return P:
H
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2.1: Dataflow within the Dependence Graph based on
Algorithm 2.3.

3. Systolic Design Methodology

3.1 Mapping DG into SFG

Figure 3.1a is the simple DG representation of
Figure 2.1. The arrows, the dependence arcs
é . in the same direction are combined into
one for the simplicity of the discussion (i.e. the
vertical arrow represents inputs »nb;, b;, and n;).
Each circle represents the processing element,
PE.

By following the algebraic mapping
procedure in [12, 13], two SFGs are derived
from DG. SFG-1 in Figure 3.1b is the
generated SFG by using the projection
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direction vector 4”= [0 1] and default
schedule vector 5"= [0 1], while SFG-II in
Figure 3.1c is the generated SFG when the
projection vectord”is [I 0] and schedule
vector §7=[1 1]. The default schedule in the
latter SFG is not permissible, thus we chose
different vector value to satisfy the two
conditions that define the validity of schedule
for the given DG. These conditions are:

(Hs"d >0.
(2) 5! >0, for any dependence arc ¢ .

For the succeeding discussion PEy;
represents the processing element of DG,
PEq.;., represents the processing element of
SFG-1 and PEg.;, represents the processing
element of SFG-II.

Projection direction
no

Projection direction
[0 1]

i3 m }'3 m

Onmnonm b
s mies

Figure 3.1: a) Simple Dependence Graph(DG) represention of
Systolic Monigomery Algorithm,
b) SFG-1. with a projection vector 4" = [0 1],
¢) SFG-II. with a projection vector 47 = [1 0]

All PEn.s in each column of DG is
projected to each PEg.;, Since each PE;y; of
every column of DG performs the same
operation, thus the architecture of each PEq..,
follows the architecture of the PE;y;s projected
to it. The same thing happens for SFG-II, the
PE)x;s in each row of DG are projected to each
PEqc;.y. But this time, since the rightmost
PE;x; in each row of DG performs extra
operation for the computation of g; (see
Algorithm 2.3 and Figure 2.1), PEg.;.;; should
be designed to accommodate this operation.

3.2 Systolic Mapping
By following the algebraic computation
procedure in [12], we’re able to systolize the



two SFGs in the previous section, Figure 3.2
shows the systolic SFG-I and SFG-II. It will
be shown later that if we incorporate
pipelining into an SFG array, it will lead to a
systolic design that will give us higher clock
rate.

In this paper we used a schedule vector
§"= [1 2] where the two conditions for
selecting schedule vector are satisfied;

5"d >0 and 576>0,
It guarantees that every edge of the SFG will
have one or more delays (D(e) > 1).

Projection direction

0
L O
iject;gn ;j}iredlon "{ID

Figure 3.2: a) Systolic SFG-1. b) Systolic SFG-11

For our implementation, we are going to use
the systolic SFG-II for two major reasons;

1. Pipelining period [12]: the pipelining
period of SFG-II is one (a = 1),
which means that PE utilization is
100%, while pipelining period of
SFG-1 is two (a = 2), PE utilization
is reduced to 50%.

2. Ports:- Based from the algebraic
computation, the output ports and the
vertical input of SFG-I are located in
each node of the array. And in the
actual implementation, there are
three inputs in a vertical direction, nb;,
bi, n;,see Figure 2.1, 3(n+1) ports
are needed for these three inputs
where #n is the length of the modulus,
plus (n+1) for the output ports and a
single port for operand A4, with a total
of 4(n+1) + 1 ports. In SFG-II there is
only one output port, located in the
last node of the array. Inputs nb;, b;,
and n; will be inputted sequentially in
the first node and a single input port at
each node for each bit of operand 4,
this requires a total of (n+1) + 4 ports.
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4. Simulation and Implementation
Results

4.1 Architectural Design in VHDL

We used VHDL in designing the systolic SFG-
I, and it is configurable to any size of
modulus. The architecture of each PEg..y is
shown in Figure 4.2. The flip flops FFi
represent the delays, where 7 is an integer as
shown in the figure.

For the top level design, we slightly
modified the first and last nodes. In the first
node FFO-FF8 is eliminated and there is no
F(demux) in the last node. The first node
receives the inputs, nb;, b; , n; and Pi as well as
the select! and select? signals sequentially at
every clock cycle, then propagate through the
array. The partial product P which is
initialized to zero (see Algorithm 2.3) will be
fed in ports Pi and PO, LSB at P0 and the rest
of its bits py, ps, ... pn Will flow through Pi.
Each bit of operand A4 is inputted at every
node, ay in the first node, a; in the second
node, and so on, where a, is always zero.
Poutl and PoutQ of a certain node are the Pi
and PO input of the node next to it.

Each bit of modulus N, operand B.
precomputed NB and P0Os that are flowing
through the inside nodes have two delays. P0s
at the inside nodes have two delays each while
Pis have one delay. See the delay
representation in Figure 3.2b.

The last node has only one output, Powt0,
where the final partial product of the
Montgomery multiplication process will be
outputted sequentially every clock cycle
starting with the least significant bit (LSB).

Pi selA nbi ni bi

l Lo
- [rro] [rr2] [ree
LlrJ 0 L‘lle Lﬂ %ﬁ

)l L]

L-[""" Tt [ MUX B J
i Tl L T
] oS ] o
o2
i Lo b
gl e B
R
e e _ _ .T'_ _ -
[ -
i 1
Piow PO_out

Figure 4.2: Tvpical structure of each processing element in
svstolic SFG-11.



4.2 Simulation Result

For the simulation and verification, we used
Modelsim XE II v5.6a. The funtionality of our
design has been verified at n=4, Figure 4.3
shows the simulation results. The waveform
in Figure 4.3a shows the output with the
following operand values; 4 = 01100, B =
01100, N = 1111. The first output bit comes
out during the ninth clock cycle and the last
output bit at 13" clock cycle. Figure 4.3b
shows the result when 4 = 01011, B= 01011,
N = 1111. It can be seen that the output is
greater than N, hence needs a final subtraction,
see Algorithm 2.1.

Figure 4.3: Simulation results: a) Output waveform of first
simulation. b) Output waveform of second simulation.

From the simulation result. it can be seen
that the total execution time is 13 clock cycle,
which is equivalent to 3» + 1 where n, the size
of modulus, is 4. The latency is 2n+1 clock
cycles, where the LSB of the final partial
product is the first output bit. Then the
succeeding bits are outputted sequentially
every clock cycle, giving us the throughput of
one bit per clock cycle.

4.3 Synthesis and Implementation Result
Our design has been synthesized and
implemented using the Xilinx Foundation ISE
5.1i. The implementation device we used is
FPGA Virtex2 family. We used different
length of modulus during the synthesis and
implementation. Table 4.1 shows the clock
cycle time, the area in terms of CLB count and
the time-area product for the different modulo
size. We also included results from the
implementation of [8] for comparison.
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Table 4.1: Performance figures, our design vs. [8]

Size of | Area (CLBs) | Clock cycle Area x Time
Modulus time (ns)
Ours | [8] | Ours | [8] Ours [8]
128 1,026 | 259 | 5424 | 23 5,565 5,957

256 2,180 | 304 | 5.835 | 42 12,720 | 12,767

512 4362 | 492 | 5835 | 76 | 25452 | 37392

768 6,545 | 578 | 5.835 | 82 | 38,190 | 47,396

1,024 8,729 | 639 | 5.835 | 134 | 50934 | 85,626

As expected, our design utilized a huge
amount of CLBs, it is due to the additional
multiplexers and flip flops needed for the
systolic design. But the clock cycle time of
our design is very low, hence higher clock rate
(frequency). It is noticeable that the clock
cycle time of [8] increase as the size of
modulus increases, which is not practical in
actual application. While in our design, the
clock cycle time is nearly constant, see Figure
4.4, resulting to a much lower area-time
product as the size of modulo increases.

18)

Clock Cycle Time (ns)
3

100 200 3!1) 400 500 600 700 800 900 1000 1 |‘(ﬂ
Size of Modulus (bits)

Figure 4.4: Clock cycle time: Nedjah's multiplier vs. Systolic
SEG-1] mutiplier
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Figure 4.5: Area-Time product: Nedjah's multiplier vs. Systolic
SFG-1I multiplier

5. Conclusion and Future Works

A fully systolic linear-array for Montgomery
modular multiplication is described in this
paper. The results obtained showed that




systolic SFG-II achieved a much greater and
nearly constant frequency at different size of
modulus which is very attractive in actual
application, because in RSA, the higher the
number of bits the more security it has, which
needs longer time during exponentiation. This
high frequency in turn leads to a higher
throughput.  The  systolic ~ SFG-II  is
implemented in FPGA which inherent all its
flexibility features. This is desirable for this
kind of design since security requirement
increases with time thus requiring for future
developments.

Minimizing [OBs is important for this
design because FPGAs has limited numbers of
IOBs. In our systolization process, we chose
the SFG derived using the projection direction
d'=[1 0], yielding a lower number of IOBs
and 100% PE utilization compare to the SFG
derived using the projection direction d’= [0
1] that requires more 10Bs which may further
require for more than one FPGAs for its
implementation. We utilized one FPGA
Virtex2 family with enough 10Bs for 1024-bit
modulus.

This multiplier array can be used in the
exponentiation operation which is a series of
modulo multiplication. Our multiplier array
can be reused for the next multiplication right
after the first bit (LSB) of the current
multiplication is outputted, by feeding it back
to the array. Thus, 100% utilization can be
achieved during the entire exponentiation as
discussed in Section 3.2.
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