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ABSTRACT

One of the most important methods in communication system design, especially in
protocol design, is a composition method of service and protocol specification. This research
proposes a method for individually and simultaneously composing service and protocol
specifications written in LOTOS (Language of Temporal Ordering Specification) language based
on weak bisimulation concept. An asynchronous model is adopted for practical communication
networks. The composition technique can maintain the equivalency between the composed
service specifications and the composed protocol specifications. The application of an
asynchronous model is presented and a support system of the composition technique is developed
to verify the specifications. In addition, the research proposes a specification method based on a
state machine model that is close to real implementation and not so much abstract. By defining a
communication system as a collection of such state machines, the whole behaviors of the
communication system is given in terms of interactions among the state machines and their
individual internal activities. The research introduces constrained state machines that can be
adapted to various specification purposes. The research has developed a design and analysis tool,
which can be used to analyze the communication system using a state diagram form. By using
this tool, the behaviors of a specified system can be investigated and verified before real

implementation.
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CHAPTER 1

INTRODUCTION

1.1 STATEMENT AND SIGNIFICANT OF THE PROBLEM

A protocol is a set of rules that is used to control between different communication systems
in order to ensure that the interaction between them is fruitful. However, if the specification uses
natural language to describe the protocol, it is difficult to strictly and correctly specify. Formal
specifications and verifications of the protocol are important and necessary before the protocol
can be implemented and used practically and properly. The formal specification and verification
will detect errors and decrease wastes of resources that will be occurred from failure problems of
a protocol specification so that this research emphasizes the protocol specification and
verification methods. This research uses Formal Description Techniques (FDTs) [1, 30, 31] to
describe the specification formally and unambiguously. Most of communication procedure is a
concurrent system that consists of a number of communicating entities. The algorithms proposed
in this research guarantee the equivalency before and after the composition of service and
protocol. It is necessary to have a method for specifying concurrency and communication ability.
The process calculi such as Calculus for Communicating Systems (ccs) [11] and
Communicating Sequential Processes (CSP) [12] have been proposed as a specification method.
The entities are modeled as processes that are represented by algebraic expressions, and dealt
with the concurrency among them. There are researches, e.g. 7U-calculus [22] that extends the
idea of the brocess calculus and mobility, Timed CSP [23], and E-LOTOS [24], that extend to
time. On the other hand, several specification methods based on a state machine model have been
proposed [13-15]. They are not so much abstract as the process calculus, but close to real
implementation. There are some extensions to mobility, locality, and time. Many researches have
proposed the composite of communication systems [3, 7,27, 28]. There are some dreaded
ways in which protocols may not function properly because of non-effective specification
method. An approach that can specify a communication protocol correctly and unambiguously, is

needed.



1.2 GOAL AND OBJECTIVE

The communication is an important part in the working systems that have protocols to be
agreements between them. The agreement could hold on the different communication processes
to communicate to each other. The protocol design using natural language may be ambiguous;
furthermore, the faulty translation may occur. A specification language has to be based on a set of
Formal Description Techniques (FDTs). LOTOS (Language Of Temporal Ordering
Specification), one of the effective specification languages, is used in this research. Many
techniques for specifying of computer network protocol have progressed significantly in the past
decade. Many protocol specification methods use variety models to specify and verify them (4,5,
8]. The state machine model is one of such models that are used for the protocol specification [21,
25, 27). This research treats to the specification methods that will help to specify and verify a
communication protocol to work properly. This research proposed the composition method of
service and protocol specifications using asynchronous model and the specification and
verification method for communication system based on state machine model with constraints

that can adapt to various specification purposes.

1.3 CONTENT OF THE RESEARCH

This research proposed two methods for protocol specification. The first method is a
composition method of service and protocol specifications in asynchronous model. This method
will combine service specifications and protocol specifications individually and simultaneously
using asynchronous model. The equivalence between the composed service and the composed
protocol is maintained by weak bisimulation equivalence in LOTOS language. The other method
is the specification method for concurrent system, a communication system, based on state
machine model. The time and geography constraints were introduced into the model which is
useful to specify and verify a communication system before a real implementation.

The content of thesis is divided into 6 chapters. Chapter 1 contains introduction and
objective of the thesis. The other chapters are organized as follows.

Chapter 2 provides the communication protocol, including concept of network layered

architecture, problems of communication protocol and ISO layer specification.



The Formal Description Language is given in Chapter 3 where the LOTOS, language is
used to describe a communication specification protocol. The syntax and ability of LOTOS are
also explained.

In Chapter 4, the composition method of service and protocol specifications (the first
proposed method) is described where the service and protocol models; which are used to model
communication service and protocol; are explained. In addition, a support system based on the
proposed approach is generated which shall be useful for specify and verify a communication
protocol.

Later the other method for specification and verification using the state machine model is
given in Chapter 5. The basic state machine model is explained and, time and geography
constraints of the model are introduced by a concurrent system. Furthermore, a simulator tool
based on the proposed approach is produced which is available for communication system
specification and verification.

Last but not least, Chapter 6 is devoted to conclusion and suggestion of thesis.

Finally, an introduction to Petri Net, a comparison between Petri Net and Finite State
Machine and parts of research that were published on international journal and conferences are

given in Appendix.



CHAPTER 2

COMMUNICATION PROTOCOLS

2.1 INTRODUCTION

In computing, a protocol is a convention or standard that controls or enables the
connection, communication, and data transfer between two computing endpoints. In its simplest
form, a protocol can be defined as the rules governing the syntax, semantics, and synchronization
of communication. Protocols may be implemented by hardware, software, or a combination of the

two. At the lowest level, a protocol defines the behavior of a hardware connection.

Protocols should be distinguished from technical standards, which specify how to build a
computer or a similar hardware device, or specify how the contents of a file are structured, or
describe the static structure of a network interface. Protocols are generally used to define real-
time communications behavior, while standards are used to govern the structure of information
committed to long-term storage. It is difficult to generalize about protocols because they vary
so greatly in purpose and sophistication. The basic protocol functions include connection,

disconnection, addressing, error control, flow control, and synchronization.

Generally, the communication system protocol is often divided into many smaller})rotocols
that work together. Only the simplest protocols are used alone. Most protocols, especially in the
context of communications or networking, are layered together into protocol stacks where the
various tasks listed above are divided among different protocols in the stack. In practical,
protocols are enormously complex because they involve describing the relationship functions of
communication in many processes of protocols. Therefore, designing correct protocol so that they

can be implemented properly is necessary in communication networking.

2.2 CONCEPT OF A LAYERED ARCHITECTURE

As a basic concept, connectionless data transmission complements the concept of
connection-oriented data transfer throughout the Open System Interconnection (OSI) architecture
[1, 29-31]. The OSI reference model describes how information from an application program in
one computer moves through a network medium to an application program in another computer.

As a basis for deriving standard OSI services and protocols, it is a conceptual model composed of



seven layers, each specifying particular network functions. The model was developed by the
International Organization for Standardization (ISO) and it is now considered the primary
architectural model for computer network communications. The OSI model divides the tasks
involved with moving information between networked computers into seven smaller, more
manageable task groups. A task or group of tasks is then assigned to each of the seven OSI layers.
Each layer is reasonably self-contained so that the tasks assigned to each layer can be
implemented independently. This enables the solutions offered by one layer to be updated without
adversely affecting the other layers. The relationship among the OSI reference model is shown in

Figure 2.1.

Information
Application Layer Processing Application Layer
Presentation Layer Functions Presentation Layer
Secssion Layer Session Layer
Transport Layer Transpoct Layer
Communication
Network Layer Network Layer
Functions
Data Link Layer o> | DaaLinkLayer
Physical Layer Physical Layer
The Physical Media of the OS]

Figure 2.1 The OSI Reference Model

2.2.1 THE NEED FOR LAYERING
A protocol is more like a language that can be shared by many people. A protocol may
become a standard, if all*of the players in the game that would like to use that protocol all
politically agree that it shall be the protocol of choice for use in, and between nations. When the
protocol is ratified by the governing bodies as the shared and agreed upon system, it becomes an
official standard.Often, a standard attempts to divest itself of being labeled as a protocol and tries
to use language to describe how a protocol may be created to conform to the standard, as in the
case of the OSI 7 Layer model.

Because of the complexity of communication system, a layered approach is adopted for the
reference model. The complete communication subsystem is broken down into a number of layers
.each of which performs a well-defined function. ISO chooses a technique of layering to structure
the OSI model. Complex communication protocols are structured in layers, and each layer is

further structured in entities. An entity uses a protocol of that layer to communicate with another



entity on the same layer but in a different system. This is called peer-to-peer communication.
Within a system there are one or more active entities which implement the functions of that layer
(usually referred to as the (N) layer). Each entity communicates with entities above and below
across and interface. The interface is called a Service Access Point (SAP). The (N-1) entity
provides services to an (N) entity via the invocation of Service Primitives (SP). A primitive
specifies the function to be performed and is used to pass data and control information. The layer

concept of the OSI reference model is shown in Figure 2.2.

(N) - Service User

(N) - Service User

(N)MSPs

(N) 1SAP

(N) - PDUs
(N) - Protocol Entity §—————  (N)- Protocol Entity |

(N-1)|- SAP (N-1)|- SAP

-

(N-1) - Service Provider

(N) - Service Provider

Figure 2.2 Layer concept of the OS] reference model

2.2.2 LAYERING

The main idea in OSI is that the process of communication between two end points in a
communication network can be divided into layers, with each layer adding its own set of special,
related functions. Each communicating user or program is at a computer equipped with these
seven layers of function. So, in a given message between users, there will be a flow of data
through each layer at one end down through the layers in that computer and, at the other end,
when the message arrives, another flow of data up through the layers in the receiving computer
and ultimately to the end user or program. An active element of a layer on a particular system is
an entity. In practice, an entity may be a software module, program or process. Peer entities are

entities within the same layer, but possibly on difference systems. A service is a capability



provided by one layer to the next higher layer. A Service Primitive is a simple component of a

service.

2.2.3 LAYER OPERATION
O8Il divides telecommunication into seven layers. The layers are in two groups. The upper
four layers are used whenever a message passes from or to a user. The lower three layers (up to
the network layer) are used when any message passes through the host computer. Messages
intended for this computer pass to the upper layers. Messages destined for some other host are not

passed up to the upper layers but are forwarded to another host. The seven layers are:
Layer 7: The application layer

The application layer is concerned with high-level functions that provide support to the
application programs using the network for communication. This layer provides a means for
application programs to access the system interconnection facilities to exchange information. As
far as the application layer is concerned, a program running in one computer sends a message,
and the program running in the other computer receives it. The application layer is not concerned
with any of the details related to how the message gets from the source computer to the

-

destination computer.
Layer 6: The presentation layer

This is a layer, usually part of an operating system, that converts incoming and outgoing
data from one presentation format to another (for example, from a text stream into a popup

window with the newly arrived text). Sometimes it is called the syntax layer.
Layer S: The session layer

This layer sets up, coordinates, and terminates conversations, exchanges, and dialogs

between the applications at each end. It deals with session and connection coordination.



Layer 4: The transport layer

The transport layer manages the end-to-end control (for example, determining whether all
packets have arrived) and error-checking. It ensures complete data transfer. This layer may also

control the rate at which messages flow through the network to prevent and control congestion.

Layer 3: The network layer

This layer handles the routing and forwarding of the data (sending it in the right direction
to the right destination on outgoing transmissions and receiving incoming transmissions at the

packet level).

Layer 2: The data-link layer

The data link layer is responsible for providing data transmission over a single connection
from one system to another. Control mechanisms in the data link layer handle the transmission of
data units, often called frames, over a physical circuit. This layer is also concerned with how bits
are grouped and the beginning and ending of a "frame" of data. With some types of data links,
the data link layer may also perform procedures for flow control (starting & stopping data), frame

sequencing, and recovery from transmission errors.

Layer 1: The physical layer

This layer conveys the bit stream through the network at the electrical and mechanical
level. It provides the hardware means of sending and receiving data on a carrier. This layer
addresses the cables, connectors, modems, and other devices that used to permit machines to
physically communicate and controls the generation and detection of signals that are interpreted

as 0 bits and 1 bits.

2.3 PROBLEMS OF COMMUNICATION PROTOCOLS

The computer communication technology now is very complex. Many manufacturers of
data processing equipment have developed their own architecture and protocol. It is complicated

for equipments from different manufacturers to communicate together. It brings to complexity of



computer communications. Many protocols work properly, but almost of them suffer from
unexpected failures. When the correct condition in the protocols is changed, there probably are
faulty behaviors in protocols such as waiting for signal from the other party. No signal can be
sent and the system is deadlock. Another problem is looping that occurs when the parties become
locked. Where timeout and retransmission of messages occur, it is possible for two or more
copies of the same packet or message to be accepted by the receiver as separate messages. It is

possible that the loss of messages can be occurred.

2.4 ISO LAYER SPECIFICATION

Each layer of the OSI Model consists of service and protocol entities. The service in each
layer is provided by means of a protocol. This section will describe service and protocol

specifications in a layer perspective.

2.4.1 SERVICE SPECIFICATION

Each layer provides a set of services to its users from above. The layer can be seen as a
black box which allows a certain set of interactions with other users. This description of the
input/output behavior of the protocol layer constitutes the service specification of a protocol.

Usually, a service specification is based on a set of service primitives which describe the
operations at the interface through which the service is provided. The execution of a service
primitive is associated with the exchange of parameter values between the entities involved.

Service primitives should not be executed in an arbitrary order and with arbitrary parameter
values. The :s.ervice specification must reflect these constraints by defining the allowed sequences
of operations directly, or by making use of a state of the service which may be changed as a result

of some operations.

2.4.2 PROTOCOL SPECIFICATION
A protocol consists of a number of messages which are passed between respective peers
and establishes the rules for dialogue exchanges when a communication requirement between any
two end users is initiated. Any messages, which are being directed to their respective peer entities,
are then passed between end systems using the connected physical medium and action according
to the relevant procedures and semantics of each protocol concerned. Entities (processes or

modules) local to each user communicate with one another via the services of the lower layer.
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The interaction among entities in providing services of the layers constitutes the actual protocol.
Hence a protocol specification must describe the operation of each entity within a layer in
response to commands from its users, messages from the other entities (via the lower layer
service, also called Protocol Data Unit (PDU)), exchange of interactions (via service primitives)
with service users at service access points, and internally initiated actions (such as timeouts).
Thus, a protocol specification typically includes: a list of the types and formats of messages
exchanged between the entities; and the rules governing the reaction of each entity to user

commands, messages from other entities, and internal events.

2.4.3 THE PROCEDURE FOR PROTOCOL SPECIFICATION

Figure 2.3 depicts the procedure for the specification of communication protocols at the
layer N. The procedure begins with the (N)-service specification which describes what services
the (N)-protocol entities provide for their service users. In the service specification, the service
access points (SAPs), service primitives observed at the SAPs and their temporal ordering are
defined. The abstract service facilities may also be defined in the service specification for the ease
understanding some service behaviors when necessary. These service facility definitions are of
great help for later protocol specification. The service specification is then refined to the (N)-
protocol specification.

The (N)-protocol specification narrates a set of protocol entities which may be obtained by
refining or splitting the service facilities. These protocol entities communicate with their peers
through the (N-1) services to provide services to the service user at the upper SAPs. These
services provided by the (N)-protocol must be the same as those defined previously in the (N)-
service specification. In other words, the (N)-protocol specification implements the (N)-service
specification. The procedure is repeated on the (N-1)-service specification to get the (N-1)-

protocol specification and so on until the lowest layer.
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Figure 2.3 A procedure for protocol specification
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CHAPTER 3

FORMAL DESCRIPTION LANGUAGE

3.1 INTRODUCTION

In protocol design, an effective specification language has to be based on a set of general
purpose language elements. A special purpose language has to be invented for the design and to
be described behaviors and events of services in protocols. Specifications of communication
protocols were written in natural languages that can be unclear and ambiguous so formal
description languages have to be invented. The protocol specifications which are expressed in a
formal description language can be analyzed, verified, and interpreted unambiguously. The
formal description languages were developed to meet OSI requirements. There are various formal
description techniques (FDTs) that have been developed for specifying communication protocols.
The main techniques are Finite State Machine Model, Extended Finite State Machine Model,
Process Algebra, and Temporal Logic. As a result of development, two new FDTs — Estelle (ISO
9074, 1989) which is based on an Extended Finite State Machine Model, and LOTOS (Language
of Temporal Ordering Specification, (ISO 8807, 1989)) which is based on Milner’s Calculus of
Communicating Systems were formed and standardized by ISO. The SDL (Specification and
Description Language, ITU 2100, 1987) was developed by ITU (International
Telecommunication Union).

In this thesis, LOTOS and Finite State Machine are used to describe protocol
speciﬁcatioris. They are expressed behaviors, functions, and service of protocol. This chapter is

the LOTOS introduction. As the Finite State Machine will be introduced and applied in chapter 5.

3.2 LOTOS

The basic idea of LOTOS is that systems can be specified by defining the temporal
relations among the interactions that constitute the externally observable behavior of a system.
LOTOS is made up of two components: (i) a data type component, which is based on the
algebraic specification language ACT ONE (Ehrig and Mahr, 1985), and (ii) a behavior
component, which is based on process algebra [30). This process algebra, Milner’s Calculus of
Communicating Systems (CCS) (Milner, 1980), includes the concepts of parallel processes that

communicate through a gather mechanism, allowing two or more processes are specified together.
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In LOTOS, a system can be seen as a set of processes which interact and exchange data
with each other and their environment. Every process communicates through a set of named
gates. At such gates, communication is observable in terms of atomic synchronous interactions.
These interactions associated with gates can also pass parameters to other processes participating
in the interactions. Whereas the values exchanged by the processes are represented by value
expressions, the communication behavior of the processes is represented by behavior expressions.
In this thesis, it focuses on basic LOTOS which is dealt with this research but data type

component of LOTOS will not be explained.

3.3 PROCESSES

In LOTOS, a system is modeled as a collection of processes interacting with each other. A
process possibly consists of several sub-processes, each of which is a process in itself. A process
in LOTOS is described in terms of its observable behavior, which can be represented by a

sequence of all observable (inter)actions up to a distinct point of time as shown in Figure 3.1.

A—=—B

where A, B are processes
C is an observed action at A

B is the behavior of A after observing C

Figure 3.1 A transition of process A and B

Figure 3.2 shows two processés: P1 and P2, each of which can be modeled as a black box
capable of communication with its environment. The mechanisms inside these boxes are not
observable therefore, in principle, not part of the model. Thus, a process can be described by the
specification of its interactions. The atomic form of interaction is an event, which is a unit of
synchronized communication that may exist between two processes P1 and P2 can be defined
from the sequences of observable events that may occur at the gates a, b and ¢ of the process P1,

and at the gate c and d of the process P2.
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* o

a x Pl ¢ P2 «d

Figure 3.2 Two interacting process: P1 with gates a, b, ¢ and P2 with gates ¢, d

3.4 BEHAVIOR EXPRESSION IN BASIC LOTOS

Basic LOTOS is a simplified version of the language where process synchronization is
achieved, but without data exchange. In other words, no data types in basic LOTOS are used. An
action in basic LOTOS will be identified as a gate.

A behavior expression is an essential component of a process definition, and can be formed
by applying the defined behavior operators. A behavior expression may also include instantiations
of other processes. The complete list of basic LOTOS behavior expressions is given in Table 3.1,

including all basic LOTOS operators.

Table 3.1 A list of basic LOTOS behavior expressions

Name Syntax
Inaction stop
Action prefix (Internal) i; P
Action prefix (Observable) a; P
Choice Pl1[] P2

Parallel composition (Selective)
Parallel composition (Pure interleaving)

Parallel composition (Full synchronization)

Plllg,....g)| P2
PL|| P2
P1|| P2

Hiding hide g,,...,g,in P
Process instantiation Plg,.... &)
Successful termination exit

Sequential composition (Enabling) P1>> P2
Disabling P1[> P2
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3.4.1 PROCESS TERMINATION

In basic LOTOS, exit and stop are used to terminate a process. The exit operator represents
the successful termination of a process. The exit denotes a process which performs the successful
termination action (gate) O and becomes stop. However, the action O cannot be used directly in a
specification but only via the exit operator.

The stop operator indicates the unsuccessful termination of a process. It represents the
completely inactive process. It cannot offer anything to the environment, and cannot perform any
internal actions. A process is in deadlock if at a given moment in its execution, all alternatives for

future events are equivalent to stop.

3.4.2 TWO BASIC OPERATORS

3.4.2.1 ACTION PREFIX

The action prefix operator (;) is used to produce a new behavior expression out of an
existing one by prefixing it with an action (gate) name. It expresses sequential composition of
events. Example of action prefix is:

a; b; stop

Given a and b are event names in a process expression, a will be executed then b can be
executed and process is terminated by stop operator.

3.4.2.2 CHOICE

If P1 and P2 are behavior expressions, P1 [] P2 denotes a process with the alternative
composition of processes P1 and P2 where it is ready to behave as Pl or as P2. The choice
operator is commutative and associative. As a consequence, P1 [] P2 is equivalent to P1 [] P2,

and P1 [] P2 [] P3 is equivalent to both (P1 [] P2) [1 P3 and P1 [] (P2 1.P3).

3.4.3 PROCESSES AS TREES
The behavior of a LOTOS process can be represented as a tree-like structure. The initial
state of the process is represented by the root of the tree, and the edges of the tree are labeled by
event names. As shown in Figure 3.3, two processes, Pl and P2, have the same gates, but
different behavior; consequently they have different tree structures.
Here, our technique is mainly concerned with a labeled transition system (LTS) to describe

the formal semantics of a process. Act is defined as a set of actions, Act* as a set of sequences of
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actions in Act and i* as zero or more i (internal) actions. Act(P) is defined as the set of actions

which process P can execute.

Process Pl [a, b, ¢] :=

a
a; (b; stop [] c; stop)
b c

endproc
Process P2 [a, b, ¢] := a a

a; b; stop [] a; c; stop

C

endproc b

Figure 3.3 Two different processes with their behavior represented in tree structure

[Definition 1] A labeled transition system (LTS) L is a quadruple <, 4, T, s;>, where S is
a nonempty set of states, 4 is a subset of dct, TS § X AX S is a transition relation and s, € S'is
the initial state of L.
In this definition, if 1= a,..... a, € (dct —{i})*, then s —>'s' stands for

n
a) i*  i*_ anp i*

s ol B2 B By

55 =>s,

Here, the notation represents the transition from state s, to state s, by the

execution of the action a.

3.4.4 RECURSION
The use of the recursive occurrence of process identifiers in behavior expressions allows us to

define infinite behavior. The recursion can be mutual when process abstractions refer to the names
of other process abstractions. As illustrated in the example below, the behavior of the process Pl is
recursive by referring to itself, while the recursion of the processes P2 and P3 is mutual.

process P1[a, b] == a; b; P1[a, b] endproc

process P2[a, b] := a; P3[a, b] endproc

process P3[a, b] := b; P2[a, b] endproc
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3.4.5 NONDETERMINISM AND INTERNAL ACTION
If there exists more than one alternative in a process that starts with an event which is also
enabled by the environment then the choice is nondeterministically resolved between such
alternatives. A simple example of nondeterminism is represented by the following expression:
a; b; stop [] a; d; stop
where the result of observing a is not determined. The unobservable (internal) action is also not
determined, as shown by the expressions:

i; b; stop [] i; c; stop

3.4.6 SEQUENTIAL COMPOSITION

The idea of sequential composition operator is that the second process is enabled only if
when the first process terminates successfully. There are two ways to express the sequential
composition. The first is composing two processes in parallel by synchronization of the last action
of the first process with the first action of the latter. The other is having a separate operator for the
composition which is a direct way. The LOTOS enabling operator (>>) is a direct way to express
sequential composition of processes.

For example, if there are two behavior expressions, then the first expression must terminate
successfully in order for the second one can be enabled. Execution of an exit in the first
expression results in an action on a special gate O. The enabling operator causes O to become an i
(internal action), and the execution continues with the last expression.

p; q; exit >>r; stop
is equivalent to
P; q; i; r; stop or p; q; T; stop,
whereas, p; q; stop >>r; stop
is equivalent to
p; g; stop
The expression on the right-handed side of the enabling operator cannot be executed

because the expression on the left-handed side cannot terminate successfully.

34.7 PARALLELISM
LOTOS provides various facilities to represent concurrent processes. Three parallel

composition operators in LOTOS are selective parallel, full synchronization and pure interleaving.

46658
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All of the parallel composition operators are described in this section.

3.4.7.1 SELECTIVE PARALLEL

The selective parallel operator, |[1|, is used when two or more processes need to
synchronize on an observable action or more. Given P1 and P2 are processes. If g, ,..., g, are some
common observable actions of P1 and P2, then P1 |[g,,..., g,]| P2 represents the parallel execution
of P1 and P2 that provides the synchronization on the list of actions g,,..., g,. For example:

p; q; 1; exit |[p]] s; p; r; exit
is equivalent to
s; p; (q; r; 1; exit [] r; g; 1; exit)

As illustrated in the above example, both processes execute independently until one of
them reaches a common action, at which point it must wait to synchronize with the other. In this
example, p is an action of both processes. Thus, process 1 must wait for process 2 to reach action
p before offering action q. Consequently after synchronization on p, both processes continue
independently with all of the remaining actions.

3.4.7.2 FULL SYNCHRONIZATION

The full synchronization, ||, is used when two or more processes want to synchronize all
observable actions. The composition P1 || P2 represents the parallel execution with completed
synchronization on all observable actions. Clearly when synchronized action is the list of all
actions, the selective parallel operator becomes the full synchronization operator. For example,

a; b; c; exit || a; b; c; exit
is equivalent to
' a; b; c; exit
Another example,
p; q; exit || s; p; 1; exit
is equivalent to
stop

3.4.7.3 PURE INTERLEAVING

The Pure interleaving, ||, is used to express two or more processes that are composed
together without synchronization. The composition P1 ||| P2 represents the parallel execution
without any synchronization. In other words, processes are composed in parallel independently.
For example,

a; b; c; exit ||} c; d; exit
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is equivalent to
a; (b; c; d; exit [] c; (b; d; exit [] d; b; exit))
0
c; (d; a; b; exit [1 a; (d; b; exit [] b; d; exit))

3.4.8 DISRUPTION
The disabling operator ([>) represents an interruption of a process by another process.
Given two processes P1 and P2, the expression P1 [> P2 means that, at any point during the
execution of Pl, an initial action of P2 can occur. If such an action occurs, control is transferred
to P2, and the remaining action of P1 cannot be executed, only P2 will be executed. If P1
terminates unsuccessfully, controlling is transferred to P2, while if P1 terminates successfully, P2
does not start execution. For example,
p; q; exit [>r; t; stop
is equivalent to

p; (q; (exit [] r; t; stop) [1 r; t; stop) [1r; t; stop

3.4.9 HIDING
The hiding operator allows some observable actions of a process to transform into
unobservable actions. In particular, the protocol designer can compose a system using LOTOS
operators while hiding the details of interprocess communications that are not relevant at a higher
level of abstraction. The hiding operator is denoted by hide G in P, where G is a set of actions,
and P is a composite process or subprocesses in parallel. For example,
(hide q in p; q; ; exit) || p; r; exit
is equivalent to
p; 1; r; exit
because q is become an internal action.
Next chapter, the basic LOTOS behavior expressions are applied to a composition method
of service and protocol specifications. The concept of process is used to describe behaviors in a
communication system. Furthermore, a weak bisimulation equivalence is introduced and used to
maintain equivalence between composed service specifications and composed protocol

specifications.



CHAPTER 4

COMPOSITION OF SERVICE AND PROTOCOL
SPECIFICATIONS IN ASYNCHRONOUS COMMUNICATION

SYSTEM

4.1 INTRODUCTION

Communication system consists of two elements, protocol and service. Protocol is a set of
processes (entities) communicating with each other under defined rules to accomplish a common
task. Service is a set of requested tasks that are processed by protocol. Therefore, the proper
design of service and protocol specifications becomes important. A service is specified based on
the temporal ordering of actions that may occur at different Service Access Points (SA4Ps). A
protocol is specified so that each communicating process provides service at its SAP by
exchanging messages with each other.

In a research related to communication system design, the technique to derive protocol
specifications from service specifications was presented and the technique of partial functional
protocol specification was discussed [2, 4-7]. Bista et al. proposed a compositional approach for
constructing communication services and protocols simultaneously [3]. They considered service
and protocol as parallel elements. The advantage of this approach is that it is easy to design and
verify the specifications because the composed protocols were defined in terms of sub-functions.
They used Langerak's algorithm to decompose service specifications and to construct the
equivalent protocol specifications [2]. Four major operators in LOTOS, i.e., enabling, choice,
parallel, and disabling, were used in the composition method. They applied this technique to a
synchronous communication model to show its avail#bility.

In this research, the composition technique of Bista et al. has modified and extended in
order to apply it to the asynchronous communication model. The weak bisimulation concept is
used to combine service specifications and protocol specifications individually and
simultaneously while maintaining the equivalence between composed service and composed

protocol specifications. Finally, a support system is developed.
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4.2 DEFINITION OF TRANSITION AND WEAK BISIMULATION

EQUIVALENCE

A technique using the labeled transition system will be used to describe the formal
semantics of a process. Act is defined as a set of actions, Act* as a set of sequences of actions in
Act and i* as zero or more i (internal) actions. Act(P) is defined as the set of actions which

process P can be executed.

[Definition 1] A labeled transition system (LTS) L is a quadruple < S, 4, T, s,>, where Sisa
nonempty set of states, 4 is a subset of Act, T C § X AX S is a transition relation and s, € Sis
the initial state of L.

In this definition, if £=a,..... a, € (dct —{i})*, then s = s' stands for
PRI AEE L P

A,
s

% §
Here, the notation * represents the transition from state s, to state s, by the

execution of the action a,.

Given an expression B, x an action and B' an another expression, B may perform action x

and transform into B'. The labeled transition is as follow:
X
B —> B

For example, expression is a; b; c; stop. The transition will be derived as follow:

a;bye;stop 2y bc;stop

The standard equivalence, used in this research, is an observational equivalence which is
called “behavioral equivalence” or “weak bisimulation equivalence”. The equivalence can
describe a system at various levels of abstraction. It can describe structure of a system in term of
subcomponents and behaviors of a system from an external observer’s point of view. The idea of
the weak bisimulation equivalence is that two systems are considered as equivalent whenever an
external observer cannot see different action sequence of system from an observer’s view or
environment. Using the operational semantics given in the above definitions, a bisimulation

relation is defined:
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[Definition 2] Let L, = <S,, 4,, T, 5,, > and L, = <§,, 4,, T, 5,, > be labeled transition systems.
A binary relation R C S, X S, is a weak bisimulation relation if (s,, 5,) € R implies that, for all ¢
E(Act - {i})*,

1. if s, ='s," for some s,', then s, =>'s,'and (s, 5,) € R for some s,

2. ifs. =>'s.! for some s, then s, = s,'and (s,', 5,") € R for some s,'.
2 2 2 1 1 1 2 1

L, is weakly bisimilar to L, (or L, is weakly bisimulation equivalent to L,) written as L, ®
L,, if (s, 5,,) € R for some weak bisimulation R. A process P is weakly bisimilar to a process O
(or P is weakly bisimulation equivalent to Q), written as P = Q, if the labeled transition systems
of P and Q are weakly bisimulation equivalent. More details of weak bisimulation equivalence
concept and proof are described by Milner [11].

For example, given expression P is a; (b; stop [] i; c; stop) [] a; ¢; stop and expression Q is
a; (b; stop [] i; c; stop). The expression P and Q can be expressed in tree structures. From
external observer’s view, both P and Q have same observable action sequence. P is weakly
bisimulation equivalent to O-and can be written as a; (b; stop (1§; ¢; stop) [] a; c; stop = a; (b;
stop (] i; ¢; stop). The weak bisimulation is shown in Figure 4.1 which the pairs-of nodes are

'connected by the dash lines.

Figure 4.1 A bisimulation

A typical example of two different descriptive levels found in the OSI architecture is
provided by the concepts of protocol and service [24, 39). The (N)-protocol specification
describes a set of protocol entities which may be obtained by refining or splitting the service
facilities. These protocol entities communicate with their peers through the (N-1) services to

provide services to the service user at the upper SAPs. These services provided by the (N)-
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protocol must be the same as those defined previously in the (N)-service specification. In other
words, the (N)-protocol specification implements the (N)-service specification. The procedure is
repeated on the (N-1)-service specification to get the (N-1)-protocol specification and so on until
the lowest layer. The specification of the N-service is implemented by the composition of the N-
protocol entities with the (N-1)-service, and it seems natural to require that the two descriptions

be equivalent.

4.3 SERVICE AND PROTOCOL MODELS

In this section, first the models of service and protocol in asynchronous communication
system are described. Next, a polling mechanism is introduced to preserve the order of actions
and used to let the behaviors of service and protocol be equivalent. Finally, the decomposition
algorithm that is used to derive the equivalent protocol specification from a service specification

automatically is summarized.

4.3.1 SERVICE MODEL

A service is modeled as a black box shown in Figure 4.2 (a). Here, user knows only what is
provided at each SAP but user does not know how it is provided. The black box represen;s all of
the lower layers including local node and, network and remote node. A service is described by the
temporal ordering of actions that occur at S4Ps. Assume that there are two SAPs, where SAP1 is
at node 1 and S4P2 is at node 2. The service specification is in an action-prefix form, e.g., S =
Z{a,; A,| i €D for some finite index set I where each 4, is either a process identifier or an
expression in an action-prefix form. The behavior of a specification is represented by an LTS. Z
is defined as the generalized choice among behavior expressions distinguished by the index set L
For example, if § = Z{a,; A,| i €I} for some finite index set / where each 4, is either a process
or an expression in an action-prefix form, and when I= {1, 2}, expression is S = a,; 4, Ja, A4,
and furthermore if 4,= b,; stop and 4,= b,; stop then § = a,; b,; stop [] a,; b,; stop. In this case,

the LTS of this specification S is shown in Figure 4.3.
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SAPI SAP2

(@) ()
Figure 4.2 (a) Service model and (b) Protocol model

a a2

by b

Figure 4.3 LTS of service specification

4.3.2 PROTOCOL MODEL

In contrast to service, a protocol is modeled as a white box shown in Figure 4.2(b). A
protocol is a specification of communication entities that communicate with each other to provide
a service at SAPs. Assume that the protocol model has two SAPs, (SAP1 and SAP2), with two
protocol entities, PE1 and PE2. The protocol specification specifies the behavior of the protocol
entities mediated by Medium which can be thought of as the whole of the lower layers. PE1 sends
messages to PE2 through synchronized gate sendl and receives messages from PE2 through
synchronized gate recl. On the other hand, PE2 sends and receives messages to and from PE1 via
synchronized gates send2 and rec2, respectively.

According to Figure 4.2(b), a protocol is expressed by the following expression in LOTOS
where Medium is defined in Section 4.3.4.

(PE1 ||| PE2) |[send], rec), send2, rec2]| Medium

The service and the protocol specifications must be weakly bisimulation equivalent when
internal actions, which is occurred, except that SAPs, are hidden from the environment.

The weak bisimulation equivalence between the service and the protocol specifications
basically means that, from an external observer’s point of view, the actions that occur at SAPs of
the service specification are indistinguishable from tile actions that occur at SAPs of the protocol

specification.
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4.3.3 POLLING MECHANISM

In general, protocol entities communicate in parallel via Medium as shown in Figure 4.2(b).
Then, the order of actions in protocol and service specifications may be different when the actions
at different SAPs were chosen by the environment. The service and the protocol may not be
bisimilar, because the temporal order may not be maintained. Therefore, a mechanism will be
applied to exchange a polling message between entities in order to maintain the order. Figure
4.4(a) shows the LTS of a simple service specification where action @, occurs at SAP1 and action
b, occurs at SAP2. Figure 4.4(b) shows the LTS of the corresponding protocol specification using
the polling mechanism for each node. Nodes 1 and 2 exchange the polling messages (send|!poll,
rec2!poll, send2!poll and recllpoll), when processes exchange message (message), by
synchronizing at the gate (gate), it is represented as gate!message, with each other at the point
where actions at different SAPs are possible to occur. It is easily shown that Figure 4.4(a) and
4.4(b) are weakly bisimulation equivalent when the polling messages were hided. The exchange
of polling messages is thus a simple but a powerful way of accomplishing the weak bisimulation
lequivalence. Figure 4.5 shows the LTS of protocol specification without polling mechanism. In
this case, each action occurs at each SAP independently. So the LTSs shown in Figure 4.4(a) and

4.5 are not weakly bisimulation equivalent because the temporal order is different.
The polling mechanism was used when the composition technique requires one to preserve
the weak bisimulation equivalence between service and protocol specifications as well as when a

service is decomposed into the corresponding protocol.

_______
.

q i i
(reclipoll) (send2ipoll)

(a) (b)

Figure 4.4 (a) LTS of service specification and (b) LTS of protocol specification with polling

mechanism
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Figure 4.5 LTS of protocol specification without polling mechanism

4.3.4 SUMMARY OF THE DECOMPOSITION ALGORITHM

The basic idea of the decomposition algorithm [2] is to send either a sent or a received
action signal after an observable action, then decompose a service specification S. Assume that
Med]1 and Med? are buffers within Medium which is able to hold one message simultaneously. A
message from PE1 to PE2 is sent through synchronized gate send1 and received at synchronized
gate rec2. A message from PE2 to PE] is sent via synchronized gate send2 and received at
synchronized gate recl. Medium is defined as follows,

Medium = Med]l || Med2
where Medl = Z{sendl!m; rec2'm; Medl | m € M }

Med2 = Z{send‘Z!m; recl'm; Med2 | m € M } -
where M is the universe of messages.

In this algorithm, specifications of protocol entities were identified by T1act(S), T1pas(S),
T2act(S), and T2pas(S). T1act(S) and T1pas(S) correspond to PEL. T2act(S) and T2pas(S)
correspond to PE2. Tlact(S) and T1pas(S) are not independent of each other. If an action in
Tl1act(S) has been executed, T1pas(S) should be notified in order to produce the appropriate
behavior after the action. This notification is done by a message on synchronization via a
synchronization gate. Tlact(S) is a process that contains sending actions and T1pas(S) is a
process that contains receiving actions. T2act(S) and T2pas(S) are similarly explained.

As any internal actions are not treated in this reseach, the decomposition that contains the
internal action i is omitted. The decomposition algorithm is shown as follows. Assume that an
expression S in an action-prefix form has been given. This algorithm decomposes S into T1act(S),
T1pas(S), T2act(S), and T2pas(S), where actions of node 1 are g, (i € 1) and actions of node 2

are b, (j € J).
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Decomposition Algorithm

S=2 {a;Ali €1 2L {b;Blj €T
Then,
Tlact(S) = Z {a; send1! m; Tlpas(4) |i € I}
[] send1'poll; ( 2. {recl! m; Tlact(B) |j € J}
[1 rec1'poll; T1act(S))
T1pas(S) = Z { recl! m; Tlact(Bj) lj € J}
[] recl!poll; ( Z { a; send1! m; Tlpas(4) | i € 1}
[] send1!poll; T1pas(S))
T2act(S) = Z { bj; send2! m; T2pas(B)) [j € J }
[1 send2!poll; Z {rec2! m; T2act(4) | i € 1}
[1 rec2!poll; T2act(S))
T2pas(S) = 2 { rec2! m; T2act(4,) |i € T}
[1 rec2!poll; ( Z { b; send2! m; T2pas(B)) |j € 7}
[] send2!poll; T2pas(S))

[Theorem 1] Let S be a process in an action-prefix form and T1act(S) and T2pas(S) defined by
the decomposition algorithm. Then
S = hide sendl, recl, send2, rec2 in (Tlact(S) || T2pas(S))

|[send], recl, send2, rec2]| Medium

<Example of decomposition>
The decomposition algorithm is applied to a simple service specification as described below.
Given S =a,; b,; stop, s = b,; stop, and s = stop
The result of decomposition of the service is shown as follows.
Tlact(S) = a,; sendlla,; Tlpas(S') (1 send1!poll; rec1poll; T1act(S)
Tlpas(S') =recl!lb, Tlact(S") [] recl'poll; send1!poll; Tlpas(S')
Tlact(S") = send1\poll; recl!poll; Tlact(S")
T2pas(S) = rec2!a,; T2act(S") [] rec2!poll; send2!poll; T2pas(S)
T2act(S') =b, sendZ!b,;TZpas(S") [1 send2'poll; rec2!poll; T2act(S')

T2pas(S") = rec2!poll; send2\poll; T2pas(S")
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4.4 COMPOSITION METHOD

In this section, the composition method for service and protocol specifications is proposed.
First, outline of composition of specifications is described. Next, the characteristics of the

composition method are given. Then, the composition methods shall be explained.

4.4.1 OUTLINE OF COMPOSITION
The composition method assumes that protocol specifications P1 and P2 are derived from
the service specifications S1 and S2 respectively by applying the decomposition algorithm
described in Section 4.3.4. Under this assumption, S1 and S2, as well as P1 and P2 are composed.
Then, the composition of the service and the protocol specifications would be weakly bisimilar
and is described as follows (see Figure 4.6).
S1*S2 & hide send]l, recl, send2, rec2 in ((T1act(S1) * T1act(S2)) |||
(T2pas(S1) * T2pas(S2))) |[send]1, recl, send2, rec2]| Medium
Here, the symbol * represents the LOTOS operator which can be any of the following:
enabling, choice, parallel, or disabling. The enabling ">>" can be used for serializing the phases,
the choice "[]" for selecting features, the parallel "|[G]|" for combining functions executed in

parallel, and the disabling "[>" for disconnection or interruption.

SAP1 SAP2 SAP1 SAP2
(\ \
N TlactS1 2pasS1
~ * *
ac T2pas
recl sendl rec2 send?2,
Medium

Figure 4.6 Relation between the composed service and protocol specifications

4.42 CHARACTERISTICS OF COMPOSITION METHOD
In this section, the preconditions and the characteristics of composition and decomposition
of the specifications are explained. In order to manifest that the composition of the protocols can
be done without any contradiction, it is important to keep the weak bisimulation equivalence

between the composition of the service specifications which represent the external behaviors of
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the system and the composition of the protocol specifications which represent how to provide the
services in the system. The protocol specifications are derived by the decomposition of the
service specifications using the Langerak's decomposition algorithm. In case of decomposition in
the asynchronous model, maintaining the order of actions is controlled by sending and receiving
the synchronization actions through the medium between the entities.

The expression S as the object of the decomposition means the service which may contain
some choices between different nodes. Therefore the polling messages should be added to the
. derived protocol specification to maintain the weak bisimulation equivalence with the service
specification. Two service specifications, which correspond to the protocol specifications P1 and
P2, have been considered. The polling messages exchanged between entities of P1 and the polling
messages exchanged between entities of P2 are distinguished as poll and poll’, respectively, as
shown in Figure 4.7, 4.8 and 4.9. The composition method becomes more simple using polling
mechanism.

The basic idea of the composition of service and protocol specifications is described as
follows.

Given the- service specifications S1 and S2 corresponding to the following protocol
specifications P1 and P2 respectively, we have;

P1 = (T1act(S1) ||| T2pas(S1)) |[send], recl, send2, rec2}| Medium
P2 = (T1act(S2) || T2pas(S2)) |[sendl, recl, send2, rec2]| Medium .
S1 and S2 are weakly bisimulation equivalent to Pl and P2 respectively, after hiding the
notification actions send1, recl, send2 and rec2, as follows.
S1 = hid;e sendl, recl, send2, rec2 in P1
S2 X hide send]l, recl, send2, rec2 in P2

In order to compose the protocol specifications corresponding to the service specifications
under the preconditions mentioned above, the entities that correspond to the same node (SAP) in
P1 and P2 were composed. Composition of service and protocol specification has been done as
follows.

Service specification :
S1* 82
Protocol specification:

((T1act(S1)*T1act(52)) ||| (T2pas(S1)*T2pas(52))) |[send], recl, send2, rec2]| Medium
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The composition of the services should become weakly bisimulation equivalent to the
composition of the protocols as shown below when the notification actions send], recl, send2,
and rec? are hidden.

S1 * $2 = hide send], recl, send2, rec2 in ((T1act(S1)*T1act(S2)) |||
(T2pas(S1)*T2pas(S2))) |[send], recl, send2, rec2)| Medium

The symbol "*" means ">>", "[[G]|", "[]", or "[>" in the LOTOS operators. The protocol
composition methods which are choice, enabling, and parallel compositions agree with the
expression mentioned above. The polling messages, which have been kept during the
decomposing service specification, work well in maintaining equivalency when the choice
between different nodes exists.
<Example of composition>

An example is shown where the composition operator is the choice. Service specifications
S1 and S2 are given as follows.

S1=a, b,, stop

S2 =c,; d,; stop

After decomposition of services into protocol entities, the entities at the same node together
are composed. The entities of each node, node 1 and node 2, are shown in Figure 4.7 and-4.8,:
respectively. The resultant protocol specification is shown in Figure 4.9.

Note that an action subscript i (i = 1, 2), such as a, and c,, represents the action executed at
the SAP i (node i ). This notation is used throughout the rest of the paper.

As shpwn in this example, in order to make the composition methods more general and
simpler, several polling messages are introduced in protocol specification. However, unnecessary
polling messages can be removed without any problem. For instance, in Figure 4.7, polling
messages can be removed without any effect to the system except polling messages between
actions a, and recl!c,. If the polling messages are not for the choice between different nodes, they

can be removed.
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(send1!polly (send1'poll’)

recllc,
(send1'poll’)

(recl!poll)

a (recl!poll’)

sendl!a ] d i (recl!poll’)

(recl!poll)

sendlld i
(reclipoll’)

recl! bz

(send1!poll)
send1poll)

(recl!poll) (send1!poll’)

Figure 4.7 Protocol entity 1

(rec2poll)  (rec2!poll)
entpolly

send2!c
(rec2'poll’)

send2! b2
(rec2poll)

(send2'poll) (rec2!poll’)

Figure 4.8 Protocol entity 2
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(send2'poll)
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(rec1tpoll) (send2!poll)

(reclpoll) (send2'poll)| rec2)a |
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O
(send1'poll) (rec2'poll)
send2! b,

d;

send]!dl

rec2!d 1 \(send2poll’) (recl'poll)
O

(rec2'poll’) (send\!poll')

recl!bz

(rec2!poll)(send1'pol
O

L

O
(send2!poll) (reclpoll)

((T1act(S1) {] T1act(S2)} il (T2pas(S1) [] T2pas(S2)))
|[send\, recl, send2, rec2)| Medium

Figure 4.9 LTS of resultant protocol specification
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In case of disabling, the composition of the services and the protocols does not become
weakly bisimulation equivalent by using the above expression.

Disabling is the composition that a service can interrupt every state of another service. The
polling messages, which have been kept during the decomposition of the service specification,
work to maintain the equivalency only in the case of choice between the initial actions. Therefore,
the other composition method needs to be applied. The disabling expression is converted into an
expression that contains choices. The derivation process of disabling method is described in
Section 4.3.4. Intermediate behavior expressions P and Q, which correspond to node 1 and node 2
respectively, have been created for disabling composition as follows.

S1 [> $2 % hide send], recl, send2, rec2 in (P ||| Q) |[send], recl, send2, rec2)| Medium

4.4.3 COMPOSITION METHODS

In this section, four types of the composition methods corresponding to the LOTOS
operators, ">>", "|[[G]|", "[]", and "[>" are shown.

Due to the introduction of polling messages, the composition methods ensure that the
protocol specification and the service specification are weakly bisimilar. The proof of the
correctness of the composition methods can be done by the expansion technique [2]. In the
expansion technique, the protocol specification which consists of parallel composition of protocol
entities and the medium is expanded (flattened) using the inference rules of the LOTOS parallel
operator until the protocol specification cannot be expanded [3].

4.4.3.1 ENABLING

Enabling composition between two service specifications S1 and S2 is shown as "S1 >>
S2" using the LOTOS operator ">>". This means that after S1 normally completed, S2 occurs. So
we directly compose the protocol entities at the same node of P1 and P2, and the equivalency is
maintained.
[Method 1)

The following protocol specifications P1 and P2 are derived from the service
specifications S1 and S2 by the decomposition algorithm.

P1=(T1act(S1) ||| T2pas(S1)) |[send], recl, send2, rec2)| Medium

P2 =(T1act(S2) ||| T2pas(S2)) |[send1, recl, send2, rec2)| Medium

S1 and S2 are weakly bisimulation equivalent to Pl and P2, respectively when the

notification actions send]1, recl, send2, and rec2 are hidden and are shown below.



S1 = hide sendl, recl, send2, rec2 in P1
S2 & hide sendl, recl, send?2, rec2 in P2
The compositions of the services and the protocols are executed as follows.
Service: S1>> 852
Protocol: ((T1act(S1) >> T1act(S2)) ||| (T2pas(S1) >>
T2pas(S2))) |[send], recl, send2, rec2]| Medium
<Example of Method 1>
Service specifications S1 and S2 are given as follows.
S1 =a,; b,; exit, Sl' = b,; exit, S1 " = exit
S2 =c,, d,; stop, 2’ = d,; stop, "= stop
Decomposing them can get the protocol specifications, P1 and P2.
P1 = (T1act(S1) ||| T2pas(S1)) |[send], recl, send2, rec2]| Medium
Tlact(S1) = a,; sendl!a,; T1pas(S1 "Y[] send1 Ipoll; rec1!poll; T1act(S1)
T1pas(S1 ') = recl!b,; T1act(S1 ") [1 rec1!poll; send1'poll; T1pas(S1 ')
T1act(S1") = send1!poll; recl'poll; T1act(s1")
T2pas(S1) = rec2!a,; T2act(S1 ') [1 rec2!poll; send2!poll; T2pas(S1)
T2act(S1") = b; send21b,;T2pas(S1") [] send2\poll; rec2'poll; T2act(S1')
T2pas(S1”") = rec2!poll; send2!poll; T2pas(S1")
P2 =(T1act(S2) ||| T2pas(S2)) |[send], recl, send2, rec2]| Medium
T1act(S2) = send1poll’; (recllc,; T1act(S2") [] recl! poll'; T1act(S2))
Tlact(S2') = d,; send11d,; T1pas(S2") [1 send1! poll’; recl! poll’; T1act(s2")
T1pas(S2 "y = recl! poll'; sendl !poll'; T1pas(S2 )
Tipas(SZ) = rec2! poll'; (c,; send2!c,; T2pas(S2') [ send2! poll'; TZPas(SZ))
T2pas(52') = rec2!d,; T2act(S2") [] rec2! poll’; send2! poll'; T2pas(s2)
T2act(S2"") = send2! poll'; rec2! poll’; T2act(s2"")
Services and protocols are weakly bisimilar when the notification actions are hidden.
S1 & hide sendl, recl, send2, rec2 in Pl
S2 & hide send|, recl, send2, rec2 in P2
Then, the compositions of the specifications by applying Method 1 are as follows.
Service specification:

S1>>82=a, b, exit >>c,; d; stop

33
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Protocol specification:
((T1act(S1) >> T1act(S2)) ||| (T2pas(S1) >> T2pas(S2))) |[send], recl, send2, rec2]| Medium
The compositions of the services and protocols are weakly bisimilar when the notification
actions are hidden.
S1>> 82 = hide send], recl, send2, rec2 in ((T1act(S1) >> T1act(S2)) |
(T2pas(S1) >> T2pas(52))) [[send], recl, send2, rec2)| Medium
4.4.3.2 PARALLEL
If G is a set of the synchronization actions at S1 and 52, the parallel composition between
two service specifications S1 and S2 is shown as “S1 |[G]| 2" using the LOTOS operator “|[G]|”
and G = Act(S1) M Ac(S2). If G= (J, 51 and S2 become an asynchronous parallel composition,
and if G # @, they become a synchronous parallel composition synchronized at the actions in G.
In case that S1 and S2 have no synchronization actions, the actions of S1 and S2 can occur
independently with any order. On the other hand, in case that S1 and S2 have some
synchronization actions, these actions must occur synchronously at S1 and S2, and the other
actions occur independently. In the case of protocol composition, it could be composed the
protocol entities in parallel at the same node of P1 and P2, respectively. If P1 and P2 have some
synchronization actions, they will be synchronously composed in their actions and notification
actions.
[Method 2]
The precondition is the same as Method 1. When we express the synchronization actions
as G = Act(S1) M AcK(S2), G1 = Act(T1act(S1)) M Ac(T1act(S2)) and G2 = Ac(T2pas(S1)) M
Ac(T2pas(S2)), the execution of the parallel composition of the services and the protocols are as
follows.
Service: S1|[G]| $2
Protocol: ((T1act(S1) |[G1]| T1act(S2)) ||| (T2pas(S1) |[G2]| T2pas(S2)))
|[send]1, recl, send2, rec2)j Medium
<Example of Method 2>
Service specifications S1 and S2 are given as follows.
Sl =a, b, stop, Sl = b,; stop, S1 = stop

52 =c,; a,; stop, 52 = a,; stop, 52" = stop
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Decomposing them can get the protocol specifications, P1 and P2.
P1 =(T1act(S1) || T2pas(S1)) |[sendl, recl, send2, rec2}| Medium

Tlact(S1) = a,; sendlla,; Tlpas(Sl’) [] send1!poll; rec1'poll; Tlact(S1)

T1pas(S1 ’) =recl!b,; T1act(S1 ") [1 recl!poll; send1'\poll; T1pas(S1 )

Tlact(S1 ") = send1!poll; recl!poll; Tlact(S1 ")

T2pas(S1) = rec2!a,; T2act(S1") [] rec2!poll; send2!poll; T2pas(S1)

T2act(S1 ’) =b,; send2!b,;T2pas(S1 ") [1 send2\poll; rec2!poll; T2act(S1 ’)

T2pas(S1 ") = rec2!poll; send2!poll; T2pas(S1 ")

P2 =(T1act(S2) ||| T2pas(S2)) |[send1, recl, send2, rec2}| Medium

Tlact(S2) = send1'poll’; (recl!c,; T1act(52") [] recl! poll’; T1act(52))

Tlact(SZ’) =a, sendla,; Tlpas(SZ") [] send1! poII'; recl! poII’; Tlact(SZ’)

T1pas(52") = recl! poll’; send1poll’; T1pas(s2")

T2pas(52) = rec2! poII’; (c,; send2!c,; T2pas(S2') [] send2! poII'; T2pas(52))

T2pas(82’) =rec2la,; T2act(S2") [ rec2! poll'; send2! poll’; T2pas(82’)

TZact(S2") = send?2! poll'; rec2! poII’; T2act(S2 ")

Services and protocols are weakly bisimilar when the notification actions are hidden.

S1 = hide sendl, recl, send2, rec2 in P1

S2 & hide send|, recl, send2, rec2 in P2

Then, the compositions of the specifications by applying Method 2 are given as follows.
Service specification:

S1|la ]| S2=a,; b,; stop |[a,]] ¢, a,; stop
Protocol specification:

((T1act(S1) |[a,, send1!a,]| T1act(S2)) ||| (T2pas(S1) |[rec2!a,]| T2pas(S2)))

|[send1, recl, send2, rec2]| Medium

The compositions of the services and protocols are weakly bisimilar when the notification
actions are hidden.

S1 |[a,]i S2 & hide send|, recl, send2, rec2 in ((T1act(S1) |[a,, send1!a,]] T1act(S2)) ||

(T2pas(S1) |[rec2!a,]| T2pas(S2))) |[send]l, recl, send2, rec2]| Medium
4.4.3.3 CHOICE
Choice composition between two service specifications, S1 and S2, is shown as "S1[]S2"

by using the LOTOS operator "[]". This means that either S1 or S2 is selected. The polling
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messages, which have been kept when decomposing the service specifications, work to maintain

the equivalency.

[Method 3]

The precondition is the same as Method 1. The choice composition of the services and

the protocols is excuted as follows.

Service: S1[]S2

Protocol: ((T1act(S1) [] T1act(S2)) ||| (T2pas(S1) [] T2pas(S2)))

|[send1, recl, send2, rec2)| Medium

<Example of Method 3>

Service specifications S1 and S2 are given as follows.

S1=a,; b, stop, s1'= b,; stop, Sl "= stop

52 =c,; d,; stop, 2’ = d,; stop, 2" = stop

Decomposing them will get the protocol specifications, P1 and P2

P1=(T1act(S1) ||| T2pas(S1)) |[send1, recl, send2, rec2]| Medium
T1act(S1) = a,; sendlla,; T1pas(Sl ') [] send1!poll; recl!poll; T1act(S1)
T1pas(S1 ") =recl 1b,; Tlact(S1 "1 reci Ipoll; send1!poll; T1pas(S1 "
T1act(S1”) = send1!poll; recl!poll; T1act(S1")
T2pas(S1) = rec2!a,; T2act(S1 ') (] rec2!poll; send2\poll; T2pas(S1)
T2act(S1 ') =b,; send2!b,;T2pas(S1 0 send2lpoll; rec2\poll; T2act(S1 "
T2pas(S1 " =rec2 Ipoll; send2'poll; T2pas(S1 )

P2 = (T1act(S2) ||| T2pas(S2)) |[send], recl, send2, rec2)| Medium
T1act(S2) = send1!poll’; (recllc,; T1act(S2") [] recl! poll’; T1act(S2))
T1act(S2") = d,; send1!d,; T1pas(52") [] send1! poll’; rec1! poll’; T1act(s2")
T1pas(52"') = recl! poll’; send1!poll’; T1pas(s2")
T2pas(52) = rec2! poll'; (c,; send2!c,; T2pas(S2') [Jsend2! poll'; T2pas(S2))
T2pas(52)) = rec2!d,; T2act(S2 ”j [rec2! poll; send2! poll’; T2pas(52")
T2act(S2"") = send2! poll’; rec2! poll'; T2act(s2"")

Services and protocols are weakly bisimilar when the notification actions are hidden.
S1 = hide send], recl, send2, rec2 in P1

S2 = hide send], recl, send2, rec2 in P2
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Then, the compositions of the specifications can be obtained by applying Method 3 as
follows.
Service specification:
S1[182=ay,; by stop [] c,; d,; stop
Protocol specification: (See in Figs. 4.6, 4.7 and 4.8)
((T1act(S1) [] T1act(52)) ||| (T2pas(S1) [] T2pas(S2))) |[sendl, recl, send2, rec2]| Medium
The compositions of the services and protocols are weakly bisimilar when the
notification actions are hidden.
S1 [] S2 = hide send], recl, send2, rec2 in ((T1act(S1) [] T1act(S2)) [i|
(T2pas(S1) [] T2pas(52))) |[sendl, recl, send2, rec2]| Medium
4.4.3.4 DISABLING
Disabling composition between two service specifications S1 and S2 shown as "SI [> S2"
is using the LOTOS operator "[>". The choice composition method cannot be applied to disabling
composition directly, because the equivalency is not maintained. Therefore, the research needs to
consider another method. The expression of disabling is converted into another one consisting of
only the choice, and considered the disabling method as a repetition of choice. Before going to the
method, the process of developing the disabling method is shown in an example.
[Derivation Process of Disabling Method]
Assume the following service specifications S1 and S2.
Sl=a,;b,; stop
S2=c,; d,; stop
B=d,; stop
Let S be the following service composed by disabling.
§=S1[>82=a,; b, stop [>c,; B
The above expression can be converted into another one consisting of only the choice shown
below.
S=a; by (stop[lcy; B)Y [N ey B[l ey B
The above expression is divided into each choice expression as follows.
A,=a; A, [lc; B
A,=bsA,[1c; B

A,=stop [1c; B=c, B
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The protocol specifications of S1 and S2 correspond to the following P1 and P2 which have a
style without the polling messages.
P1=(E1 || E2) |[send], recl, send2, rec2]| Medium
P2=(F1 ||| F2) |[send], recl, send?2, rec2]| Medium
where entities correspondence are as follows.
E1 and F1 are entities at nodel.
E2 and F2 are entities at node2.
The specifications of each entity are as follows.
El=a,; sendlla,; recl'b,, stop
E2=rec2la,; b, send2'b,; stop
Fl=recllc,; d; sendl! d ; stop
F2=c,; send2!c,; rec2! d,; stop
Generally, the weak bisimulation equivalence is not preserved by a straightforward
composition between protocol entities corresponding to the same node of S1 and S2.
S1[> 82 # hide send], recl, send2, rec2 in ((E1 [> F1) ||| (E2 [> F2))
\[send1, recl, send2, rec2]| Medium
So the intermediate behavior expressions, P and Q, which satisfy the next formula, are
introduced.
S1 [> 82 = hide sendl, recl, send2, rec2 in (P ||| Q) |[ send], recl, send2, rec2]| Medium
P and Q correspond to the protocol entities at node 1 and node 2, respectively.
In order to derive P and Q, the decomposition of 4, is considered. 4, is a choice between
a, and c, af the different nodes. The polling messages have to be added. Many parts of the
protocol specification corresponding to a, and ¢, at node 1 are "a,; sendl!a," and "recl!c,",
respectively and the parts of the protocol specification corresponding to a, and ¢, at node 2 are
"rec2!a," and "c,; send2!c,", respectively. Therefore, the intermediate behavior expressions
corresponding to A4, are shown in the following.
P=a; sendl!a,; P[] sendlpoll; (recllc,; B [] recl!poll; P)
O=rec2la,; Q,[] rec2!poll; (c,; send2!c,; B [] send2!poll; Q)
Next, the decomposition of 4, is considered. 4, is a choice between b, and c, at the same
node so it does not need to add the polling message. Many parts of the protocol specification
correspond to b, and c, at node 1 are "recl!d," and "recl!c2", respectively, and the parts of the

protocol specification correspond to b, and c, at node 2 are "b,; send2!b," and "c,; send2!c,",
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respectively. Therefore, the intermediate behavior expressions corresponding to 4, are given in
the following.

P,=recllb, P,[}recllcy; B

Q, =b,; send2!b,; Q,[] c,; send2!c,; B

Next, the decomposition of A4, is considered. 4, does not include choice. So, the
intermediate behavior expressions corresponding to 4, consist of only the actions related with c,
as follows.

P,=recllc, B
Q,=c,; send2!c,; B

Finally, the intermediate behavior expressions P and Q can be achieved by substituting
P, an</i 0, for P, and Q, respectively, and by substituting P, and Q, for P and Q respectively.
Namely, when the disabling composition is excuted, the expression of disabling composition is
converted into another one consisting of only the choice operators, then it derives P and Q, and P
and Q are finally composed. |
[Method 4]

When the disabling composition is excuted, the expression of disabling composition is
converted into another one consisting of only the choice operators, then P and Q are derived, and
finally P and Q are composed.

Pl and P2 shown below are derived from the service specifications S1 and S2 by
applying the Langerak’s decomposition algorithm without polling messages.

P1=(E1|| E2) |[ send], recl, send2, rec2]| Medium

P2 =(F1 ||| F2) |[ send], recl, send2, rec2]| Medium
where the correspondence of entities is shown below.

E1 and F1 are entities at nodel.

E2 and F2 are entities at node2.

Based on the above mention, the disabling composition of the services and the protocols
is excuted as follows.

Service: S1[>S2
Protocol: (P ||| Q) |[send]1, recl, send2, rec2)| Medium

The intermediate behavior expressions P and Q are derived by repetition of the procedure

shown below.

If InitM (E1) U InitM (F1) & ActR (N1) or
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InitM (£1) U InitM (F1) C ActR (NV2)
then P=InitM(E1); (Der (ED[>F1) [] F1
else P= InitM(£1); (Der (E1)[>F1) [] send1!poll; (F1 [] recl!poll; P)
If InitM (£2) \U InitM (F2) C ActR (N1) or
InitM (E£2) U InitM (F2) C ActR (V2)
then Q= InitM(E2); (Der (E2) [> F2)[] F1
else 0= InitM(E2); (Der (E2) [> F2) (] rec2'poll; (F2 [] send2!poll; Q)
where Der(E1) [> F1 means executing this procedure once again with the substition of E1 by
Der(£1), and Der(E2) [> F2 means executing this procedure once again with the substition of £2
by Der(E2).
The functions in this method are defined as follows.
ActR(M) is the set of the actions which can occur at node i and its notification actions related
to these actions.
InitM(E) is the set of the pair of the actions which can occur at first in entity E and its
transmission notification actions, or the set of the receiving notification actions.
Der(E) is the set of the behavior expressions immediately after the execution of the InitM(E).
<Example of each function>
If E=a,; sendlla,; recl!b,, stop
then InitM(E) = {a,; sendlla,}
Der(E) = {recl!b,; stop}
ActR(N1) = {a,; sendlla,}
ActR(N2) = {recl!b,}

4.5 SUPPORT SYSTEM

The support system has five working stages; those are (i) entering service specifications
(S1 and 82), (ii) the selection of the composition operator, (iii) the decomposition, (iv) the result

of composition, and (v) LTS of composition, as shown in Figure 4.10.
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Figure 4.10 Flowchart of the support system

At the first stage, a user enters service specifications through the service specification
windows and may save them as text files and reload them to specify again. One different point
from LOTOS in an action prefix form is that a node number is put within "{ }". After the user
enters S1, the support system will check the syntax of expression based on the LOTOS syntax. If
S1 has syntax errors, the support system will show these errors. If S1 has no errors, the support
system permits the user to enter S2. Entering S2 is the same as the case of S1.

At the second stage, the support system shows the composition method window for the user
to select the LOTOS operator, which can be one of four types of composition operators.

At the third stage, the support system decomposes service specifications into protocol
specifications automatically and shows the protocol specification window which includes
protocol specifications of S1 and S2.

At the fourth stage, the support system shows that the composition of the services and the
composition of protocols are weakly bisimilar when notification actions (internal actions) are
hidden. The support system provides the user with the selection of another composition, the
composition of new services, or LTS.

At the last stage, if LTS is selected, the support system will show LTS of the composed

services.
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<Application examples>

The proposed composition method and the simulation tool are applied to construct service
and protocol specifications for Bulk Data Transfer part of the FTAM (File Transfer, Access and
Management) [9, 10] OSI Application Layer as an example for their evaluation.

FTAM has many services such as F-READ, F-WRITE, F-TRANSFER-END, F-DATA, F-
CANCEL, etc. For this application, we consider two alternative services of data transfer in FTAM,
i.e., F-READ and F-WRITE services. In FTAM service, there are two associated users, Initiator
and Responder. The Initiator requests a service from the Responder, and then the Responder
replies to the request. After the Initiator executes an F-READ request (F~-WRITE request), the F-
READ service (F-WRITE service) begins.

The F-READ service specifies a data transfer from the Responder at a node to the Initiator
at another node. The data will be transferred until the transfer is completed. The Responder
executes an F-DATA-END request to inform the Initiator that the data transfer is completed.
Then, the Initiator confirms the completion using an F-TRANSFER-END service. After that, the
F-READ service is finished.

Similarly, the F-WRITE service specifies a data transfer from the Initiator to the Responder.
The data will be transferred until the transfer is completed. The Initiator executes an F-DATA-
END request to inform the Responder that the data transfer is completed. Then, the Initiator
confirms the completion using an F-TRANSFER-END service. After that, the F-WRITE service
is finished.

The LTSs of the F-READ and F-WRITE service specifications are shown in Figure 4.11.
The F-READ service will start when a read request signal (F-Rd_Req1) is issued, and the F-
WRITE service will start when a write request signal (F-Wt_Req1) is issued. At first, the support
system shows the asynchronous protocol model to the user as shown in Figure 4.12. The user just
puts the F-READ and F-WRITE service specifications into the support system as shown in Figure
4.13. Then, the support system will ask the user to select one of the four composition operators
(choice, enabling, parallel and disabling) as shown in Figure 4.14. The user selects the choice
operator because the two services are composed alternatively. Then, as shown in Figure 4.15, the
protocol specification is automatically derived (composed) from the composed service
specification, in accordance with the composition method. Finally, it is displayed that the
composed service specification and the composed protocol specification are weakly bisimilar

when the notification actions are hidden, as shown in Figure 4.16. Similarly, other services such
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as F-TRANSFER-END and F-CANCEL can also be composed, and the corresponding equivalent

protocol specification can be derived, using the proposed composition method and the support

system.

F-DtEnd_Req2

F-DtEnd_Indl

F-Rd_Reql F-Wt_Reql

F-Rd_Ind2 F-Wt_Ind2
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(@ (b)

Figure 4.11 (a) LTS of F-READ service (S1) and (b) LTS of F-WRITE service (S2)
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Protocol specification using LOTOS is complex which is in a text format. It is difficult to
understand and verify. A solution for this problem can be solved, alleviated by using a graphical
method that can be used to describe a communication system. Finite State Machine model is one
of such specification models which is powerful and easy to understand. The Finite State Machine
model is used to be the model a communication system using the proposed specification method.

It will be explained in next chapter.



CHAPTER 5

SPECIFICATION AND VERIFICATION METHOD

BASED ON STATE MACHINE MODEL

5.1 INTRODUCTION

In the design of a concurrent system, it is desirable to rigorously specify the system without
ambiguity. This approach makes an analysis and verification of the system possible at the system
specification stage, and thus the system property such as an anomalous behavior can be
investigated prior to the implementation stage.

Since a concurrent system consists of a number of communicating entities, a specification
method for such a system needs to consider both concurrency and communications. The process
calculi such as CCS [11] and CSP [12] have been proposed as specification methods. They model
the entities as processes that are represented by algebraic expressions, and can deal with the
concurrency among them. Also, there are some works that extend the ideas of the process calculi
to mobility, e.g. Tl-calculus [22], and works that extends to time, e.g. Timed CSP [23] and E-
LOTOS [24]. On the other hand, several specification methods based on state machine model
have been proposed [13-15]. They are not abstract as the process calculi and are closer to
implementation. There are some works that extend to mobility and locality [25], and to time [16-
21]. Furthermore, state space analysis methods that can handle time have been proposed [20, 21].

This research is one of the specification methods based on state machine model with time,
geography, and mobility constraints. First, a basic state machine is introduced. It is modeled so
that it can interact with the environment via channels. By defining a communication system as a
collection of such state machines, the whole behavior of the communication system is given in
terms of interactions among the state machines and their individual internal activities. These
notations form the foundation of a specification method.

Next, a constrained state machine is introduced which can be adapted to various
specification purposes. Three types of constraint, time, geography and mobility are proposed in
this research. They are employed into a state machine model. For time constraint, a specification
method of state transition is also used in addition to execute enabling condition of the state

transition which consists of the current state, event and timing. For geography constraint, a



49

specification method of communication is applied to a concurrent system to describe mobility of
communication. For mobility constraint, a specification method restricts a state machine to be in
only a location at a moment. On the other hand, ranges of channels cannot overlap.

A simulator tool is produced for design and analysis based on the specification method. It
can be used to analyze the communication system in state diagram form. By using this tool, the
behaviors of a specified system can be investigated and verified before the implementation.

Finally, a comparison of Finite State Machine model and Petri Net model for a
communication system design is described. The comparison will explain why Finite State

Machine is more suitable for this research. Moreover, limitation of Petri Net is also mentioned.

5.2 BASIC STATE MACHINE

Finite state machine (FSM) or finite automaton has become a standard model for
representing object behaviors. A finite state machine is a model of behaviors composed of states,
transitions and actions. A state stores information about the past, i.e. it reflects the input changes
from the system start to the present moment. A transition indicates a state change and is described
by a condition that would need to be fulfilled to enable the transition. An action is a description of
an activity that is to be performed at a given moment. On the other hand, actions are normaily
associated with transitions. In general, FSM can be represented using a state diagram (or state

transition diagram). Figure 5.1 demonstrates a state diagram of a basic state machine.

state

a (action) b (action)

transition
state

Figure 5.1 A basic state machine
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A (basic) state machine has variables in addition to the usual (control) states. Each variable
has its own fype; such as integer or boolean. Let V be a set of variables, then a valuation of V'is a
mapping that associates each variable of ¥, a value in its domain. It can write V for the set of
valuations of V.

A state machine can perform interaction with the environment or other state machines. This
interaction appears as an input or output of data via a channel. A set of channels accepting
denotes an input set / as C" and a set of channels accepting denotes an output set O as C". In the
following definition, a data input/output of a state machine via a channel is formulated as an event
that causes a state transition of state machine.

Definition 1 A state machine M is a 5-tuple:
mM={0,v,2.,,T,0)
- Q is a finite set of control states.
- V is a finite set of variables.
- D is a set of three events, those are Din (Zi" c " XD, D e C C" X 0) and M,
{7 } which are a set of input event from environment, a set of output event to the
environment and a set of internal event, respectively.
-TC@EXV)X Z X (Q X V) is a transition relation.
-6 C Q XV is a set of initial state.

It can say that s € Q X V is a state of the state machine M. Since there may be a case
where the domain of a variable is infinite, the number of states of M may not be finite.

It can be written s — s for a G, O, s') € T. If there exists a state s’ such that s_2_, s’
for a state s and an event O, we write s —2.

Notation 1 A visual representation of a state machine is a usual state transition diagram. If an
‘explicit specification of variable values is needed, it is attached to the control state. A basic
structure of state transition is represented as follows:

current_state —Ei2E y poxt state
The guard is a boolean expression that qualifies the values of the variables related with the
transition. If it is not necessary or it is always frue, it can be omitted. The event is written as
follows if it is an input.

channel_name?variable_name “value”
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The expression represents the state machine inputs data with the value specified by “value” via
the channel specified by channel_name, and assigns it to the variable specified by variable_name.
If an input value is not apparent, part of “value” is omitted. If only “value” is important, part of
variable_name is omitted. If data is structured; for example, a protocol message whose #ype is
defined and which has some parameters, it is written as follows.
channel_name?(parameter, ..., parameter)
Part of parameter is represented as the above described variable_name “value”. The event is
written as follows if it is an output.
channel_name!lexpression
The expression represents the state machine outputs data with the value obtained by interpreting
the specified expression via the channel specified by channel_name. The expression may be a
constant (embraces by double quotation marks). For a structured data, its form conforms to the
above described as follows.
channel_name!(parameter, ..., parameter)

An expression is written in parameter part.

If the event is internal, the processing statements that may change the variable should be
written. The symbol 7 represents an occurrence of some internal event.
Example 5.1 Figure 5.2 shows a notation example of state machines for data transmission in a
communication system in which Sender transmits data to Receiver via Medium. The control
states of Sender are SO and S1. Sender inputs data into the variable din via the channel p from the
environment and delivers it to Medium via the channel s. Sender’s initial state is S0. The control
states of Medium are M0, M1 and M2, and its initial control state is MO. There are four variables:
no, i, o and data. data is a buffer for storing data. no represents the number of data in the buffer, i
indicates the position in the buffer into which the next data is input, and o indicates the position in
the buffer from which the next data is output. The initial values of these three variables are all 0’s.
MAX is a constant that represents the maximum of the number of data capable of storing. Within
this range, data can bé input into the buffer via the channel s. If there are one or more data in
buffer, Medium can output data to Receiver via the channel . While inputting and/or outputting
data, the necessary update of the variable values is performed, with internal transitions. The
control states of Receiver are RO and R1, and its initial control state is RO. Receiver inputs data

into the variable dout via the channel r, and outputs it to the environment via the channel c.



cldout

Sender Medium Receiver

Figure 5.2 Data Transfer in a Communication System

From Figure 5.2, let us define
T,={no=no+1;i=i+1(mod MAX) }
T,={no=no-1;0=o0+1(mod MAX) }
v = is a finite set of variables.
Medium consists of the following 5 sets according to Definition 5.1.
0 = {MO,MI1,M2}
V. = {no,i,o,data }
Z = {s%atali], r'datalo), T, T, }
where
Zi" = { s%datali] }
Zom = { rldatalo] }
T . ={7,7,}
T = {((MO, v) s?datali] (M1, v)) , (MO, v) ridatalo] (M2, v)),
(M1, v) T, (MO, v)), (M2,v) T, (MO, V) }
6 = {(Mo,v)}

Definition 2 A computation of a state machine M is an alternating sequence of states and events

& =8,05,0,5,0,,...
which satisfies the following conditions:
1. s,€0
2. Foralli20, §,—> 5, ‘

The set of all computations of a state machine M is denoted as Comp(M).

52
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Assume that for Medium in Example 1, a state, an input event and an output event are
written as follows, respectively.
(control state, {no, i, o, data})
channel?data
channel!data
If MAX = 2 in Medium of Example I, then the following sequence (¥ is a computation of
Medium:
a = .(MO, {rno=0,i=0, 0=0, data[] = null}) s7*d1”
M1, {no=0,i=0,0=0,data[]=“d1”}) T
MO, {no=1,i=1,0=0,data[] =“d1"}) s7*d2”
M1, {no=1,i=1,0=0,data[] =“d1”.4d2"}) T
(MO, {no=2,i=0, 0=0, data[] = “d1”.%d2”}) ri“d1”
M2, {no=2,i=0,0=0,dataf] =“d1”.“d2”}) T
(MO, {no=1,i=0, 0= 1, data[] = “d1”.4d2”}) s7d3”
(MO, {no=1,i=0,0=1, data[] =“d3”. “d2”}) .....
where “d1”, “d2”, “d3” , ... represent data values.
Definition 3 Let & = S,0,S, 05,08, ... be a computation of a state machine M. The sequence
obtained by removing all states and all 7 -events from ¢ is said to be a trace of M.
A trace is as an observation of a computation of a state machine from the outside
(environment). The set of all traces of state machine M is denoted as Trace(M).
From the above mentioned example, a trace of Medium is written as follows.

tr=s7°d17 s7°d2” r1d1” s2°d3” ...

5.3 CONCURRENT SYSTEM

A concurrent system consists of a number of communicating state machines. This section
defines the behavior of the concurrent system by constructing system state sequences that can
reflect the behavior specific to each of the component state machines and the interactive behavior
among them.

Figure 5.3 illustrates a model of a concurrent system which consists of n state machines
(SM1, SM2, ..., SMn) communicate to each other. Data input events and data output events

between state machines are internal events of concurrent system. They cannot be observed from



54

outside. On the other hand, data input events and data output events that communicate to

environment or the other concurrent systems are external events which are observable events.

CONCURRENT SYSTEM

INPUT EVENT '\' OUTPUT EVENT

-
------
..........

ENVIRONMENT

Figure 5.3 Concurrent system model

Definition 4 Let M,,..., M, be component state machines of a concurrent system. A pair S =
((cypeevs €peees ), v, U L. Uy, U ... Uv,) comprising a tuple of control states and a set of
valuations from each component state machine M(1 < i < #) is called a system state of the
concurrent system. The projection (¢, v,) of a system state s into the state of the state machine M,
is denoted as $”. An alternating sequence & = S,0;S, 0,5, 0,S, ... of system states and events is
called a system state sequence of the concurrent system.

Note that the assumption is ¥, M V,= ¢ foralliand j(1<i<n,1 San, iFj)

If a channel ¢ is common among at least two state machines, then c is called a shared
channel.

For a system state s and some output event c!d, there is s “ such that s @ — , then it is
denoted the set of transitions of the other state machines such that s —H (c ’, vj’) for some
state (c]’, vj’) as Peer(s 0 2 ). If there exist two or more transitions from one state machine
in Peer, i.e. nondeterministic input transitions, then one of them is selected as an element of Peer.
Note that in the following definition of valid systém state sequences, each of possible Peers
constructed in such a way that is accounted as Peer.

Definition 5 Let M,,..., M, be component state machines of a concurrent system. A system state
sequence & = 5,0, 0,S,0,S; ... is a valid system state sequence of the concurrent system if the
following conditions are satisfied.

L 5g=ceer Cpovnr ), v, U ... UV, U ... Uv,) wheres,” € @ foralli (1 <i<n)
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2. Lets=((c,...,c,),v,U...U v,) for each j 2 0. Then O;and s, satisfy one of the
following conditions (a), (b), or (c)
(a) O,=
for some i (1 < i < n), shared channel ¢, data d and state (c,', v,') of state machine M,
j(n —cd (Ci" v')

Peer(s(')_..__))_{ (;l)__.)( W)—_)(c,,,,a jm)}¢¢and

4
Cps Vi dheeen )

S

o1 = S,-[Cz ley v, /v,.] [c /cj,,vjI /v J.. [c,,,. 1€ Vim /v ]

(b) G;isan input or output event via a non-shared channel
for some i (1 X i< n),
Sjm — (c,', v,') and

S S[c /c v, /v]

(c) ;=T (internal event within a single state machine)
for some i (1 Ji<n),

s¥ —L (c ) and

S; 1o Vi

S = sj[c,.'/c,, v/ V]

A valid system state sequence represents a sequence of the permissible behavior within the
whole concurrent system.

This definition assumes that communication among state machines is synchronous. For a
channel that is shared among two or more state machines, an output from a state machine is input
to all the state machines that can accept it at that time (i.e. multicast). This type of data
input/output is hidden from the environment as an internal event. A data input/output via non-
shared channel is performed independently of other state machines, and it is exposed to the
environment of the concurrent system. An internal event is also independent of other state
machines.

Example 5.2 The permissible behavior of a concurrent system consisting of the state machine
Sender, Medium and Receiver of Example 5.1 is shown in Figure 5.2 where MAX = 1. In the
figure, all the valid system state sequences are represented in the form of a graph starting from the
initial system state. The control states in a system state are of the form (Sender contro! state,

Medium control state, Receiver control state), and they are accompanied with the value of the

variable no which is necessary for the understanding of transitions. Incidentally, an input/output
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event that becomes an internal event as the result of interaction among state machines is shown in
the form of (channel name <data value>) that accompanies the T label on the transition.
The most typical valid system state sequence is the one that begins with the initial system
state and ends with the initial system state again. That is
((S0, MO, RO), {no =0}) pdt
((S1, MO, RO), {no=0}) T(s {dr))
((S0, M1, R0), {no=0}) T
(S0, MO, RO), {no=1}) T(r{dr))
((S0, M2, R1), {no=1}) cldt
((S0, M2, RO), {no=1}) T
((S0, MO, RO), {no =0}).
By observing the events in this sequence, Sender receives data from the environment via p
channel and sends the data to Medium via s channel. Then Medium sends data to Receiver via
channel r after that Receiver will send data out to the environment via channel c. The possible

behaviors of the data transfer system example are shown in Figure 5.4.

5.4 STATE MACHINE WITH CONSTRAINTS
This section explains development of a state machine and concurrent models that can be
applied to various specification purposes by adding constraints to the notion of a basic state

machine described in section 5.2.

5.4.1 TIME CONSTRAINT
The basic state machine does not have the concept of time. This section introduces the
concept of a time constraint into state transitions of a state machine to deal with time dependent
computations and traces. Consequently, it becomes possible to specify real-time systems,
communication protocol and so on.
Assume that a time domain (9 which contains the minimum element 0 representing the
starting time. 0 is assumed to be totally ordered and dense. For example, the non-negative real
number R = 0 can be (. To extend P to (DOO = P\ {00} where 0O Ztforallt € (000.

Definition 6 A time sequence (D is a sequence of time represented by

Q=tyt 1,1 t,..



which satisfies the following requirements
(i) 1, € Qforalli 2 0.
(i) £,< 1, forall i 2 0.

(iii) if ¢ is an infinite sequence, there exists i = 0 such that t, >tforallt €EQ

SO,MO0,R0

no=0

\
SO,MO,R0

no=

6) T
S1,MO0,R0

Ho =

pdt
S1,M2,R1 S0.MORI

ne = .
no ={

2 cldt
( ) 4 T wp?dt ol
SI,MORI
0o=0
cldt 7 (s (di))
3
(3) 3)
no={
pldt cldt T
Comrry @ S @
| p?dt
T cldt cldt
(8) (5) (7) w
cldt
(6)

Figure 5.4 Possible behaviors of the data transfer system example
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In a state machine model without time concept, the firing (enabling) condition of a
transition is the current state of the state machine at the source of the transition and the
corresponding event is possible to occur. In case of the time constraint, the minimal delay | and
the maximal delay u until its firing are also taken into account in addition to the described firing
condition. Let (0 be a function that gives transitions their minimal delays and maximal delays, as
a time constraint. Then we denote the minimal delay of a transition L as ,( M) and the maximal
delay as [ as @, (1), where @, (1) < @,(L4). The firing of each transition is assumed to be
instantaneous (i.e., takes no time).

Definition 7 Let M= <Q, v, z, T, 6 ) be a state machine, and ) (@ : T —[ QP X (000]) bea
total function which gives each L4 € T a pair of @) and @, (U ), where @, ({4) < oO,(l).
Then a pair < M, (0 > is named to a state machine with a time constraint (.

Assume that each state machine with a time constraint has a special, implicit channel CLK
which can provide the state machine with the current time at any timing. This channel is not
affected by the geography constraint.

Notation: When describing the minimal delay / and maximal delay u of a transition in a state

diagram, it takes the following form:

guard = event{l, u)

current_state > next_slate

The part of [/, u] can be omitted if /=0 and u = 00, .

An internal event of a state machine can occur irrespective of the environment, which is
different from an input/output event. Therefore the corresponding transition must fire within its
time limit. .The following definition gives a time dependent friability of a transition, by
considering it and delay.
Definition 8 Let s be a state of a state machine with a time constraint. For some transitions whose
source states are s and events are internal, the minimum of their maximal delays is denoted as
mm(s). If the transitions whose events are internal do not exist, it is defined to be mm(s) = 90, If
M is a transition from s and satisfies the following conditions, then L4 is said to be firable at
(relative) time .

L Q<< PUD

2. < mm(s)
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T[1,2

in?d1[2.5, 0] _,@ o

out'd2 out'd? [0, 2]

T[0.5, 2]

Figure 5.5 An example of firability of transitions

As shown in Figure 5.5, since mm(s) = 2, the firability of each transition from state s is
described as follows.
s ——> s, is firable at any time between 1 and 2.

s —l 5 5 is not firable at any time.

g —oud2 s, is firable at any time between 0 and 2.
s —>s, is firable at any time between 0.5 and 2.
Thus these transitions on the left part can be interpreted by the right part (see in Figure 5.5).

A computation of a state machine with a time constraint is modeled by using time-stamped
events and a time sequence. A time-stamped event takes the form of (0; t) and it represents that
an event O occurs at time £.

Definition 9 Let (M, (0) be a state machine with a time constraint. An alternating sequence of
states and time-stamped events
a= So<0;)' to) Sy <0'|. ’1>Sz<o-z’ tz)

is a computation of (M, (0) if O satisfies the following conditions:

1. §,0,S5,0,8,0,.. is acomputation of M.

2. t,¢,t,.. is a time sequence.

3. s, —2> s,is firable at £,. And forall i 2 1,5, —7— s,,, is firable at £~ ¢,,.
The set of all computations of (M, (0> is denoted as Comp(M, (0>
Definition 10 Let & = S, <0;,, to> S, (0',, t,> S, <0'2, t2> ... be a computation of a state machine

with time constraint (M,(D). The sequence obtained by removing all states and all time-
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stamped T-events from (X is said to be a trace of <M, (D) The set of all traces of (M,¢> is

denoted as Trace (<M, ¢>)

5.4.2 GEOGRAPHY CONSTRAINT
Concurrent system can be modeled interactions using the basic state machines together
with constraints. A communication system that concerns to mobility needs to have a geography
constraint.

5.4.2.1 FIELD

The concept of a field [9, 10] is used for representing locality of communication among
state machines. Assume that L is a finite set of locations where state machines may exist. The
locations are represented by natural number (1, 2, ...). The set of all channels is denoted as C. The
communication among the state machines is restricted to limited ranges and it is regarded that the
ranges are different every channel.

Deﬁniti;n“ll A field F where state machines may exist is defined as follows.

F={(c, COM(c)) | ¢ € C,COM(c) & 2"}

For some ¢ (cEC) and P (P C L), P € COM(c) means that the state machines on the
locations belonging to P can interact with each other via a channel c. On the other hand, the state
machines on the locations not belonging to P cannot interact to each other via channel c. An
element of COM(c) is a range of c.

Example 5.3 Given L = {1, 2, 3, 4} and C= {c,, ¢,}, an example of a field F is

F={(c, {{1,2,3}}), (c,, {{1,2}, {3, 4} })}

Figure 5.6 shows an example in which a state machine M1 is on a location 1, M2 on
location 2 and M3 on location 3. In this situation, all the state machines can interact to each other
via a channel ¢,. M1 and M2 can interact via channel ¢,. However, M3 cannot interact to M1 or
M2 via channel c, because M3 is not be in range of channel ¢, same as M1 and M2.

Assume the following properties are for a field.

1. If COM(c) does not contain P such that P C L and / € P, then the state machines on
the same location / cannot interact to each other via a channel c.

2. If P, P € coM) (P# P'), then P and P’ must be disjoint. Otherwise, the ranges of
a channel ¢ are overlapped for an / such that / € P (M P, and thus it becomes impossible to

uniquely identify which range is selected.
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range of channel ¢, — '/— range of channel ¢,

/ Location | Location 2
C, C, /

Location 3 Location 4 .
\ |
¢, C /

L range of channel c,

Figure 5.6 An example of a field

5.4.2.2 BEHAVIOR OF CONCURRENT SYSTEM

In case of basic state machines, the behavior of a concurrent system is defined by
constructing system sequences that can reflect the behavior specific to each of the component
state machines and the interactive behaviors among them.

First, the behavior of a concurrent system consisting of state machines without time
constraint, but with a geography constraint is given and time constraint is introduced into it. In
particular, a concurrent system with both of time and geography constraints, if the ranges of all
channels cover all locations, then its behavior corresponds to the concurrent system with only
time constraint.

Definition 12 Let M,, ... , M, be component state machines of a concurrent system, and F be a
field. Then, <{Ml, s MY F ) is called a concurrent system consisting of state machines M, ... ,
M, with a geography constraint F. '
Definition 13 Let <{M,, s M}, F) be a concurrent system with a geography constraint, and /,
be the location where a state machine M, exists. A system state sequence & = S, GyS, 0,5, ... is a
valid system state sequence of <{Ml, M} F ) if the following conditions are satisfied.
1. sy,=((cppees Cpeers 6y, v, U ... UV, U ... Uv,) where som € 9, foralli(1<i<n)
2. Lets;=((cy,.... ¢, »v,U...Uyv,) forall j 2 0. Then O, and s, satisfy one of the following
conditions (a), (b) and (c).
(@ O=T

For some i (1 £i < n), shared channel ¢, data d and state (c,’, v,’) of state machine M,,
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CHAPTER 6

CONCLUSION

The thesis has proposed two methods for protocol design. The first method is a
composition method of service and protocol specifications which are written in LOTOS language
based on weak bisimulation concept. LOTOS is a Formal Description Technique (FDT) which is
developed for a communication protocol specification. The polling algorithm is also applied to
the composition method for maintaining order of actions of service specifications and protocol
specifications. An asynchronous model is used to model practical communication networks.

The protocol specifications are derived from decomposition of service specifications. Then,
service specifications and protocol specifications will be composed individually and
simultaneously. While the composed service specifications and the composed protocol
specifications have to maintain equivalence between them based on weak bisimulation
equivalence. The LOTOS operators, which are applied to the composition method, are enabling,
parallel, choice, and disabling. Moreover, a support system based on the composition method is
developed for verification of specifications. By applying the composition method, a good and
effective protocol design can be achieved. The composition method is useful for specifying and
verifying a correctness of specifications in the early stage of a protocol design. However, service
specifications and protocol specifications are in a text format. It is complex to understand and
verify the specifications. Therefore, a method, which is powerful and easy to understand, is
proposed. .

The other method is a specification method based on a state machine model. In this
method, a communication system is defined as a collection of state machines. Behaviors of the
communication system are given in terms of actions or internal actions among the state machines.
Three constraints, which are time, geography, and mobility, are introduced into the state machine
model. The state machine with constraints can be described various communication systems.
Adding these constraints into the state machine model can help a protocol designer to apply this
method to a specification of communication system.

In addition, MGraphGen, a supporting tool based on the specification method, is developed
for design and analysis of communication systems. The state machines, which represent a

communication system, will be shown as a state diagram that is easy to verify and analyze.
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MGraphGen also provides a simulation tool that a user can verify and investigate specifications
of the communication systems.

Both of the proposed methods could be adopt to use in the design of communication
protocols effectively. They are very helpful and useful for communication system design.
Furthermore, more constraints can be added to the second method which makes it suitable to be

considered as a communication system.
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APPENDIX A INTRODUCTION TO PETRI NET
Petri Net was originated from Dr. Carl Adam Petri’s Ph.D. thesis (1962). 1t is a very simple
concept and good for representing discrete event systems, and effective in analyzing system

behaviors. It could be used to describe concurrent systems using combination principles.

A Petri Net may be viewed as a graph. Basic components of Petri Net are a set of place, a
set of transition, a set of arc, and a set of token. The set of arc will be defined from input and
output processes. The result arcs from both processes will force direction of token from a place to
a transition and from a transition to a place. Places are represented as circles and transition as
rectdngles. Figure Al illustrated examples of Petri Nets are explained as follows. A place s may
be an input/output of transition t or both. If there is an arc leads from s to t, place s is an input ofa
transition. If there is an arc leads from t to s, place s is an output of a transition. In case of both,

place s is called a side place of transition.

S t s t S
Figure Al Examples of Petri Nets

The graph of Petri Net describes the structure of a system. The behavior of that system is
defined with respect to a given marking (state) of the graph, called the initial marking. In general,
a marking is a function from the set of places to the set of natural numbers, and if the marking of
places s is n then s contains n tokens.

Figure A2 depicts as unmarked Petri Net, N, and two marked Petri Nets, (N, MO0) and (N,
M1). Note that the unmarked net is Petri Net which empty marking is assigned to each place. All

three graphs shown in Figure A2 are identical, except the markings are different.
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sl a s2 b s3
O—{}+—O0—{1+—0
N
sl a 52 b s3 sl a s2 b s3
O—{F+—0O—1+—0O O—JF—O0—{1—0
(N, M0) (N, M1)

" Figure A2 A Petri Net, N and the same net with marking M0, M1

Formally, Figure Al can be described that places are sl, s2, s3 and transitions are a and b.
The marking MO can be explained as a function satisfying MO(s1) = 1, M0O(s2) = 0 and MO(s3) =
0 and the marking M1 as a function satisfying M1(s1) = 0, M1(s2) = 1 and M1(s3) = 0.
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APPENDIX B COMPARISON BETWEEN PETRI NET AND FINITE STATE MACHINE

In this research, the comparison of Finite State Machine model and Petri Net model for a
communication system Design is to determine that which model is suitable for modeling a
communication system.

Both Petri Net and Finite State Machine models can be used to describe a concurrent
systern. The priority, Petri Net can not be expressed. Due to the working of Petri Net depends on
marking or tokens in each state. Therefore, it may have many transitions at the same time while
Finite State Machine can execute only one action at a time. In addition, Petri Net is more complex
to represent operations on data since data can be changed in many states at the same time.
Although Petri Net and Finite State Machine are described in graphical diagrams which are easy
to understand and analyze, however, Finite State Machine is less complex. Moreover, Finite State
Machine concept is a step execution as Petri Net’s is a dynamic execution. The comparison of

functions between Petri Net and Finite State Machine is demonstrated in Table B.1.

Table B1 The comparison of functions between Petri Net and Finite State Machine

Function Petri Net Finite State Machine
1. Concurrency ® ®
2. Graphical L o
3. Data counting - o
4. Priority - L
5. Easy - °

Finite State Machine is flexible to model a concurrent system if a protocol designer needs
to apply any constraint into the model by events while applying any constraint in Petri Net is
difficult because any condition has to specify by transition path of token. Petri Net uses a token
moving as a condition of transition and has to use a token to specify a current state in a system.

But a transition in Finite Stat Machine model uses an event to be a condition.
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Abstract

One of the most important methods in communication
system design, especially in protocol design, is a
composition method. We propose a method for
simultaneously composing service specifications and
protocol specifications based on the LOTOS language. In
this method, asynchronous communication model is
adopted which is more realistic in actual communication
networks. We use the concept of the weak bisimulation
equivalence to represent the correctnexs of composition.
A software support system based on the "proposed
compaosition method is also described.

1. Introduction

A protocol consists of a set of processes (entities)
communicating with each other under the defined rules to
accomplish a common task. There are two important
stages in protocol design, i.., service specification stage
and protocol specification stage. In the service
specification stage, a service is specified by the temporal
ordering of actions that may occur at different Service
Access Points (S4Ps). In the protocol specification stage,
a specification of a communicating process for each SAP
is defined so that each process provides service at its SAP
by exchanging messages with other processes.

1531-2216/01 $10.00 © 2001 [EEE

There are researches for methods that design a
protocol by decomposing service specification into
protocol specification [2], [4], [5). On the other hand,
there are researches for methods that design a new
protocol by designing partial functional protocol
specification group independently [6), (7], (8). In the
latter research, the service is excluded although it is an
important component for communication systems. For
this reason, Bista ef al (3] proposed a composition
method of a protocol that considers in parallel with
service and protocol. In  their method, service
specifications are decomposed into equivalent protocol
specifications by Langerak's decomposition algorithm [2].
The composition is done under synchronous pratocol
model. The specifications are specified in LOTOS 1.
The composition pattern corresponds to enabling, choice,
parallel and disabling operators in LOTOS.

In this paper, we propose a composition method in
asynchronous protocol model based on the above
composition method. The composed service specification
and the composed protocol specification preserve the
equivalency.

At first, we summarise LOTQS. Next, we describe
asynchronous model of service and protocol. Then we
describe the basic concept of our composition approach
for asynchronous model and propose a composition
algorithm concretely, Then, a support system for the
proposed composition method is given. Finally, we
conclude this paper,
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