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Abstract

This research will present a framework and implementation of designed measurement
tool for Internet traffic characteristics. The measurement has been designed using a passive
traffic measurement method for capturing and filtering packets of Internet Protocol version 4
from internal and external networks. The collected data have been classified and stored into
three types of tables as forward, reverse and other direction tables. The data in tables has been
analyzed for response time of ICMP and TCP, delay and loss of ICMP, TCP and UDP packets.
The response time has been derived from two opposite direction tables. The delay and loss has
been derived from two same direction tables. The measurement tool has been developed on
FreeBSD system and tested compared to the ping tool and emulated system under testing using
IPFirewall of FreeBSD. There were also experiment for analysis of packet length and inter-
arrival time compared to the Corallib Library tool. The results of experiments have been shown

that the proposed measurement system has the same level of accuracy as the compared tools.
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# begin Tuple Table ID: 0[131]
# expired flows

#src dst proto ok sport dport pkts bytes flows
0.1.0.8 1.82.0.1 17 1 63 53 2 497 1
0.1.0.14 0.44.0.1 6 1 80 2223 4 645 1
0.3.0.148 1.95.0.1 6 1 1214 62772 125 187008 1
0.1.1.93 0.71.0.6 6 1 49200 80 3 565 1
0.1.1.93 0.71.0.6 6 149199 80 5 647 1
0.:1.:1.93 0.71.0.6 6 149198 80 5 647 1
0.1.1.93 0.71.0.6 6 1 49198 80 6 708 1
0.1.2.59 11.88.0.1 6 151643 80 6 817 1

# end of text table

it 11 Moduswsaudoyalvar

# time 1001975460.054645 (10.000000), packets lost: 0
# if[subif] v4pkes v4bytes vépkts v6bytes non_ip vipkts/s vibits/s vBpkts/s vbbits/s

0[135] 1 40 0 0 0 0.10 . 32,00 0.00 0.00
0[1101 2269 2536140 0 0 0 22.69 2.034 0.00 0.00
0[169] 9397 3761410 ] Q 0 93.97 3.01M 0.00 0.00
0[170] 40097 20640223 0 0 0 400.97  18.51M 0.00 0.00
0[130] 6859 1921566 0 0 0 56.69 1.544 0.00 0.00
0[131] 118429 70553909 0 0 0 1.18k 56.44M 0.00 0.00
0[108] 1774 G2307 0 0 Q 17.74 | 73.95k 0.00 0.00

0 0 0 1.78k 79.60M 0.00 0.00

0 TOTAL = 177826 99505605

{ as 1 o @ < d
ﬂ'lWﬁ 12 mamqiwﬂumu'muazaﬂﬂmsmﬁwamwmnﬂ

MINMITE8NMIY CoralReef - Idri Tlgmaadrainsevilafaiinainnawdy Tnodu
Tfma%’1ﬂuﬂmeﬁui’aga"lﬂH’a%’wni1ﬂtﬁa"§ﬁmmﬁnym:n1sﬁ'ams‘ﬁ’ay‘a"lﬁ’fﬂmnnaw
¥HA 8NAIDE1TY 11TV 9 David Moore luﬁ}m “The CoralReef software suite as a tool for
system and network administrators” 181 luSwunatiavestoya aadeuandldly awd 13
uaz 14

131017
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Application Breakdown - 1 day

bits/s

208
00 22:00 0000 €2:00 04:00 08:00 0800 40:00 12100 14:20 1§:00 19:00 20:00
Min Aug Max
@ world wide weh(30) (uww) 1.88 1 5.85 M 18.70 M
B USENET NNTP (NKTP) 0.01 1 0.75 M 2.50M
B GNuts1la file-sharing (GNUTELLA) 0.01 K 0.32 M 1.29M
@ Realiudio (REALAUDIO_TCP) 0.00 1 0.27 M 1.33 M
0 sMTP (mail forwarding) (SMre) 0.02 1 0:iiS M 116 M
@ RTSP Madia streaming ctl (2TsP) 0.09 % 0.24 M 0,87 M
0 Liquid audio (LIQUIDAUDIO) 0.00 0.06 M 0.25 M
M Squii web cache (SQUID) 0.04 i 041 M 0.19 M
@ Napster MF3 (NAPSTER_DATH) 0.00 N 0.12 M 0.64 M
@ secure web (HTT?S) 0.00 H 0.03 M 0.44 M
B FTP Jata stream (FTP_DATA) 0.00 # 0.34 M .81 M
8 FTP Zontrcl (FT?_CONTROL) 0.00 ® 0.0t M 0.09 M
Bl EVERQUEST (EVERQUEST) 0.08 1 0.05 M 0.05 M
| ISR CIED) 0.00 i 0.03 M 0.16 M
B Domain Wane Sersice (DNS) 0.02 1 0.03 M 0.08 M
W othe~ (other) 22N S.i9 M €. 55 M
gererated Tue Jum 12 24:08:32 2001 FOT"

a o . A o Y ' a
ANN 13 GnﬂfnqﬂiTNVﬁ)'lll'HﬂﬂmaﬂHm:ﬁlﬂHaﬂlullﬂaz‘lﬂﬁ‘]
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[l SUPERNETASBL §{3°08)
. 6BOVENET (5461)
CRINANET-CQRE - WAN-NORTH (408 s
RACL-DTC2 owy
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GBLX (3549}
98 (19078)
S &ﬁg l HYUNDAI-KR {4670)
- HOME-NET-1(5172)

SMATNET-TAC (5778)

VERID {2014

. IBEAN (13577)
CRL-GATE (2041)
MOBILCOM (5430}

SCP.R—KJSH {10311}

. HINET- AS/(4a2)
B cther
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Sequence Number of Record

0-1 ordinal New Define
2-9 Timeinvl New Define | Inter-Arrival Time
10-25 | timestamp Capture | Time Stamp with Libpcap Library
Header
26—-27 | Iplen IP Packet Length
27-28 | Ipid IP Packet Identifier
29-29 | ippro IP Header | IP Protocol
30-33 | ipsrc IP Source Address
34-37 | ipdst IP Destination Address
38-38 | icmptype ICMP Type
39-39 | icmpcode ICMP Code
40-41 | icmpid ICMP Identifier Number for ECHO request / response
42-43 | icmpseq TCP/UDP | ICMP sequence Number for ECHO request / response
44 —45 | tcpsport Header TCP Source Port
46 -47 | tepdport And TCP Destination Port
48-51 | tepseq ICMP TCP Sequence Number
52-55 | tcpack Header | pcp Acknowledgement Number
56—-56 | tepflags TCP Flag such as ACK, FIN, PUSH
57-58 | udpsport UDP Source Port
59-60 | udpdport UDP Destination Port
1 61-62 udplen UDP Packet Length
63 -63 | flags New Define | Status for reuse memory
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For i=1 to Number of Packet in Interface Table {
If (pkt, &€ IP packet version 4) {
If (pkt, ip_dst & SUT && pkt.ip_dst & INT)
Save packet information to Forward Table;
else if ((pkt.ip_src & SUT && pkt.ip_src & INT) &&
pkt.ip_dst € INT)
Save packet information to Reverse Table;
else Save packet information to Other Table;
} else Save packet information to Other Table;
}
/* SUT set of IP Address in System Under Test */
/*INT set of IP Address in Internal Network */
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Data Distribution
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nemsme UM oeglumandeyadeddy fie 1inmisndeyauiosn(Forward Table) Wioon
Y 3 A sda LY Y t Suy
MITNVOYAVUYIReverse  Table)  WisNUABTNUAT I HuAnBUzToyamaril Tdun vua
& o i ¥
uMning, nasEnINmTIN ey Joyalad
v dda ] ¥
3.4.12 manmadnEiimnziilion 2 msradesa (Two Table Parameters)
. 3 ¥ y
ninei gudnyuzvesdoyaiisusmdudiemnihdoyasinisaeamsan
a 1 [ " A a '8 o o =y
wnsanaiy TaswisinvesmsTiaszdmadniosnilu 2 jiluuude
4 a ¢ a a  w 3 ) 3 A
Jluuu@l 1 Amngdamiamadtunndeyanwdwisinieviesn Taoms
a 3 Y Aot a A = o 1 a e 19
wreuiieudayasinie 2 msniilifianamsdemsnadonty u msinneianudsh way
{ a X @ a N a
Mgy Fsiinaduendssyuaiiananisdessdoyavieendwisaiinisaldain
1Y & g Y 4 A a
Joyalu2 msefie msumsaemisdeyadunietismelunaznisuenaimiianiaesn
(Internal and External Forward Table)
uniiz Sanzdfenesdhuiunndeya 2 aise TasnisnReudion
Foyanin 2 mswiiiienamsdemsasefudiuiy wu namsderistoyalilady mansa
a 4 o 4 3
#nsanldnnnisiinsdemsdoyavieon(Forward Table) Auasumsieaisveyavud

(Reverse Table)
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3.4.2 TUABUMIATIVIAVHIANAZIAITHIIINTIN

£

o v & a ] o o a g o
dmTuruaeumMIInTIEHaNNeM narrznIumnnvewimialuaussed 1dvns
" v [ a L4
afsuieudunieaiiefiad1491n Corallib Library Taelduuiums Tusunsuneuiinme Sdaua11
1 @ o . . o s g o '
C 1 URBINUMIIIUAY Libpeap Library Ivhnisasies vnnauiinfianaszina1szu1ansn

{ 1 o 1 t o 1 < o
lunnTusTanoa #irdwNIC udrBuhmanusiuassifidmiuianaiseranvewiinga

1Y
a_ o a

v @ & g = o :
Uayuduuinnaseunih liafvuuuiludeyauuuBosddy  vimiusahdouaitldeinms
Y

g

o 9 o 4 aw o
(NUAIBYVIUNITIN Corallib Library ldlFeufieusumsasintannnseeileiseiiadrean

Y 1

. . k4 < [ [ by = 4
Libpcap Library a38vu2umstAeIny wavesmsasavialaifeudiouanugndesszuiiie
A =] < o 1 =1 o Y o na-&’ Yy 1 o @ 9
dounvesNauuyuwmnaneuining  lagldndnananugiuldun wadaiinsa7aldan
4 H a Qs < 4 & o
1w70ilons 2 wila(Difference) SATURRY(Average) 11azAITEDIU(Confidence Interval) (Hu
nan
) Y y & Y v
343 Yumsumiasiianmimsaemisdeyalindy

o a 4 & A a g 4 l- H
mmsiangmnnzuinien s Tnneatiaiiady TCP uay ICMP(Echo)titviiu Tag

= { Y = ] » v o o °
vollgwdoynad 185 unsiiorsanmaniid Considered Packet unazuiiniinvzgmitlluSeudioy
Y

3 o d ) 9 Haa A 9/ @ 1 % &
mipyaiidlugmsfemstunamsdoyaiidianunsfeasassdmiunazagluduniotie

u

= [ a = d d 44 1 4 o A . ad
yINU ua:*uaummsEmuwmﬂmmﬂuqmiﬁamsnuum Corresponding Packet Tasliunou

v <
ANNTWN 29

For i =1 to Number of Packet in Response Table {
if (Res, is Considered Packet) {
£; = TimeStamp of Res;
For j =1 to Number of Packet in Request Table {
t " TimeStamp of Req,
if (Reqj Corresponding to Res,)

Compute ¥,; 7, = (tm-t’eq)= ty - tj

: 4
MNA 29 ‘uuﬂaumsm'smﬂnmmiéamﬁ?’ay‘a"lﬂnan



F i

D}

»

37

Tauil
Res, U804 uﬁmﬁm’htmau*?iL‘flufjmiéamsfi"nuﬁmﬁmv'hm?fm
Req, Waneda uitnifndhosniidugmsdoasiuningadhonoy
Response Table HY1H mﬂﬂ‘l’llmga‘lﬂ’f)aﬂ(Forward Table)ﬂ?i)‘lm‘l’ﬁ(Reverse
Table)d I ANsaamziindaimhiaw Tis Tanoahy 7 Jufludheasy
Request Table 11884 A15194DYaY190A(Forward  Table) 30U UL (Reverse
Table)A g Ans e mziindarimihiain s Tnnearhy q iludheden
NNANT 35 n15a399 30 1$ 75T suifouTanhuiinifave afhone u(es) 1 fum
witnifaveadhoifun(res) Tuarsredoyaiiiifianiesnmsfoaiiasadiudu(Forward or Reverse
Table) =§mﬁmﬁmaaﬁhamumaagﬂugﬂmmmsmﬂ’fagamaan wiomsndeyavuiiild i
insenuinifafheasuninmaedeyaiifiianemsfomadivruduwazinlifins wudinga
thefonlumswiiifamnsdeasiiuvoen Tagwriwdindafidugdeatsiuldumam

naweimsieaisdoya lundunnaunis

7/"=y_tj (1)

{ 4 d
Taed i nueA Naveainiafheaey
=3 4 & =
¢, Ve navesuinnarhaisen

ar o s 4 d a 1 J { 1 a
msaidanarlunduvesguiinifia deusniinisenngumsdemsuostoyaiiaresiia

ﬁe
Lo
e

3.4.3.1 msmnﬁ’ﬂnmmséems‘lﬂné’waaé’isu‘,a ICMP

ICMP TﬂﬂmﬂaaTﬂtw‘l'"a"lllgﬂ“l%'tﬁaswﬂuﬂmummmm%iiw 2 dnvaizhe

- m’fmnuﬁwwamﬁcﬁm‘gjumnmiéams‘i’l’aganum‘s‘aﬂw wu Foya'lait
ﬂa18ﬂ1Q(Destination Unreachable), ﬁuﬂNiz@UﬂﬁﬁNN(Source Quench),
N13TRIAUYDLIUAYB4IAN(Time  Exceeded) w1z Jaynivowniines
(Parameter Problem)

- AOUNINADIUY(Query Message) 1FU NMIABUAUBI(Echo Request and Reply),
Audesmadudoya(information Request and Replay) tag sy

(Timestamp Request and Replay)
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[} aw a o o { { U
11111’314‘UE]\N'IN'J%EH]SW%']?N'HQW1$ ICMP llWﬂLﬂﬁﬁﬂ]ﬂﬁ’Tﬁ‘luﬁ’JuMQQ N1TAdL T UDY

3
A AN a

v b4 ! * o
(MHU(Echo Request and Reply) Junouvssmsdodisiiadunsdiilfe asuineddunieds

[
o 4

ICMP wiinifia Sendn uinifiafheizen(Echo Request) Tasti Tasaad1eiid iy e ¥iia(Type) fiu

' o_ o S o . @ a 4
0x00(31M 16) UATFUMINUAVAIAVYDY UNNLAA (Identifier) T1Sinouiinmesarenia uazile
= I'd o [y o o { o I~
asununei a1 185 uzdesneundudio icMp uiinidniisl siia flu 0x08(g1u 16) wasdl
o @ o = @ o g a Y] a < Y
aruilumnaav@enuuinnarheFon lidineuimeddunis
s R

Y
awdnyazmnauved IcMp Tslansariall luauisviemmuadimsuRoudion

A 4 d A @ g o a ::ysl o o
LW@WTﬂLlWﬂLﬂﬂ'CT’EJﬂ']i!lﬂxl'm1vlﬂﬂaﬂ‘1]6\1lLWﬂmWHuﬂuﬂ')U‘lﬂJ’]l!ﬂ'liﬂ\illﬁﬂﬂﬂﬂﬂ]WVI 30

Considered Packet = [P Packet(Res,.ip_proto==ICMP(0x01) &&
Res,.icmp_type==Echo Reply(0x00))
Corresponding Packet = (Reqj'.ip _proto == Res_.ip_proto &&
Reqj‘ip_dst == Res,.ip_src &&
Regq;.ip_src == Res,.ip_dst &&
Req;.icmp_type == Echo(0x08) &&

Req,.icmp_id == Res.icmp_id &&

H 1 d d 4 2
Mwi 30 maSeudisuguininavesmsaeaisdoyariia ICMP

3.43.2 minsndanaimsiemsldnduvesdeya TCP
TsTanea TCp 1Hhiiinsiudedeyaiiiainiidedelunsuannlaoudeya
v ) H v
TuasuveImsdeatideyaszlivurunisasisasuniugndssvesdeyai ldfuaindeds

& 4 o & v o) - o o v § o
Tagva ldmsfemsfeyarsiiatiannsomiaidiiu 3 dunouwdn fe adumsivouseiiiofuda

Yoya(Connection) Fuiazdedoya(Data Transfer) uay VansFowa(Closed Connection) HAaz
3’; A an ﬁ vy ot 1 v W :{
TuppuiTBMIdon1stoyaiuanaanudall

Hunouennadoya(Connection) H1Neda uoWNAIRFU(Application)fafidpansadie

¥
o

ma¥eudeiismiendi Client Host 11/gidndaSenh Server Host Tavdl 3 vuaumsiiddnydadt

] ¥
- Client host &4 TCP segment 1184 server host Tagh segment flazda lufidoya

¥

1a 9 uAvzviimstivua SYN bit 1% TCP Flags field 14 TCP Header 94 segment 1dtiiauilu 1

L2 oo _w s g F . o
wiounsasAMinaavdrumsfudadoya(initial Sequence Number) T uaziiriu'lyly
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Y Y 2 1 d" Y] A dyd o
segment AU [1AIIIAN segment U Tuda Server Host (@¥ 1189910 segment HUNTAIHUA SYN
[~ = ¥,
bit (1 1 FatienuFan segment UM SYN segment
4 o o 1 ar
- 1§10 Server Host 185y SYN segment N3 ®3 SYNACK segment nau 114 Client
{ {d o [} 1 @ 9 @ 1
Host Tngfl SYNACK segment fifda hifldoyala o uavzlidnyuzdinn 3 od1 Ae
1. SYN bit fmuaauilu 1
2. A1 TCP acknowledgment number field 14 TCP Header WwMnua lay
o o a % . a §
HUNUAVAAVIANIINAY Client Host lWiJ‘UU?Jﬂ 1
> o Y 2 ' o w
3. aummine@ava iy lurs Server Host iulwinaziiuaaly sequence
number field
1Y s a 1
- 189910 Client Host 1831 SYNACK segment @20z a4 segment gadheT1d
=) o ' 1 o ‘:”
Server Host 81 Iﬁﬂﬂ'lﬁuﬂﬂ']ﬁ'lxi q fU
1. fvua SYN bit 151 0
o ' v o v a ad & 4
2. NIYMUARNI sequence number field AIgHIBRIAIAUIANNIALTH BN |
Taufla Server Host
3. AMuUA TCP acknowledgement number field Lﬂ“lJﬁllWlﬁ‘llﬁ”lﬁiJ‘Uﬂdﬂxl
4 &
Server Host tW11dn 1
[ Y = Lo < o
WA 3 VUADUNIBHEWITEN YUIUN1I11 Three-Way Handshake 1a% g0

o o v {
HINGT M5AF19 TCP Connection filumad 1Sy aaaaaldlunini 31

TCP Entity A TCP Entity B

Connection request(SYN=1, Seq=500)

Connection response(SYN=1, Seq = 1000
Ack=500+1)

Connection response(SYN=0, Seq = 501,
Ack =1000+1)

H ¥ i) v
Al 31 FuneumsseueiiveSuaedoyayiia TCP
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v
U

v ¥y o “ & Vg o o
‘Uuﬂﬂuﬂ]isuaﬂ‘“a%{ﬁ(])ata Transfer) ﬂa\ﬁnﬂﬂmUQULTﬂﬂﬁﬂlﬂuWﬁﬁui% Tﬂiiﬂﬂﬂa

o 2 o (YL ad o o &
TCP ﬂi]3!5““1ﬂ155ﬂﬁ§ﬂlﬂgaiﬂﬂumuﬂﬂuﬂﬁ1ﬂﬁyﬂﬂ

- 4 Client Host vhmsasteyalasimua SYN bit (flu o0 wazdify TCp

u

T d‘ ] o ‘é’
sequence number ABINVLIUNTITOUAD 1181 Server Host VUIUNTUDNY

a X gy ' - o o Y dy )
fiavuldnAnT 1 segment wiverrinuasuTMIUTEyaTidesmTds Yoy
AUMIAMUA window size
? d @ o o o o
- 3 Server Host e ld5udayanizaoundulasdinua SYN bit 1fu o uag
TMUA TCP  sequence number (ANABIINUUIUNITIFONAD dIY TCP
acknowledgment number 3NA11UATIN TCP sequence number Y84A4 Client
] H ¥ )
Host 12niNuAI8A1 M98 9500 IdSuianuads Client Host
v & g o g Sy MY Y & 3
AUUMIBVLIUMI TuFWayaNULHT Wanyomemsel Idhideyasaniia q vinde
- { U o = Qs ¥ { :’I g 1 ar
Client Host fista 1y Server Host ssifinmsnoundnatnila Server Host Aasq (WIzUURENY
Window Size VoI Server Host finesriidums lasutoyaninds Client Host damaaq’ldly

A 32

TCP Entity A TCP Entity B

Connection request(Seq=501, len=100)

onnection response(Seq = 1001,
Ack =501 + 100)

Connection request(Seq=601, len=100)

Connection request(Seq=601, len=200) E

onnection request(Seq=601, len=150)

onnection response(Seq = 1002, . :
Ack =601+ 450)

H Y 1 ]
1N 32 wmumssumﬂ’faga‘vuﬂ,TCP
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¥
v o Y r (]

X a " 4 3 4 Y o M ¥
Aniuaanyazmiuuul manffsuiinumnguinnedemsteyasnsnild
1 a { o g o { o 1 v 2 ° [

uamatinveanan I lldumsseuininafiilugdessdoyadutiuorihlddeoudeonsnens I
@ v & Y [~ aw dvd 9/ . o o g ]
numssanuveyailuffinamnn  lunuddsiitaweaziuainmsassasuguiinfiail lurey

:’; a 4 q @ [ = q"

Tunoumsilanisenda(Closed Connection) HiomsFudatoyaiaIaduuds Client

=4 o 4 v T { o . o
Host ingviimstlanmisiFourodlun1saa segment AHUA FIN bit (31 1 1119 AUM19 Server Host
u’z d [} o, Y V 3
AU Server Host Nza19 ACK bit (Hu 1 1119 uN14 Client Host uazazsoszoziamile ol
11199114 Client Host @51 acknowledgement segment 487 1o Server Host wilan lufing
! H . < ’ > 9 = & . Yo
ﬂﬂﬂlﬂu(Retransmlssmn) 9S4 FIN segment a8 111919 Client Host 13199114 Client Host 1851
=1 r [}
FIN segment U&7 N92W1A1569 acknowledgement segment 11/1%%14 Server Host 11@29250
4 4 [ ] o i { =]

seesamilaie 1R 199114 Server Host 1&%uuda sitensuaifise Client Host fiue

J v ' [] A 4 s
Yanrfdesninensd q udalla Connection oeNANYIH dIUNIAU Server Host tiin 1aTy

o ° o \ 1 v a 4
acknowledgement segment A92¥11n1510@ Connection uABINUAUEAAS T4 lUmna 33

TCP Entity A TCP Entity B

Connection request(FIN=1,Seq=1500)

=1,ACK=1,Seq= 5000, |
Ack = 1500 + 1)

=1,Seq=5001)

" | Connection response(FIN=I,ACK=1,Seq= 1501,
Ack =5001+1)

Y 4 1 o
Mun 33 Tuasullamsiyenas lumsiudsdeyaxiia TCP
§ aa; 2. o 9/ a ¢
nnvuIumsteasdeyadis TP Tslanea luanudisiitedmualdtinimsed
4 o 1 4 1 1 3’1 = d‘
namsdems lundummizlusrunarvesmsda uazllanisiFendomniu Tasiidoulyves

a L4 v o q W {
ﬂ1531ﬂ5131’il']ﬂ15$1’i'J'l»u‘l]ﬂﬂ'li!%ﬂuﬂﬂﬂ\iﬂ'lw;l 34
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Considered Packet = (Res,.ip_proto==0x06 &&
Res.th_flags==0x12)

Corresponding Packet = (Reqip_p =Res.ip_p &&
Req,ip_dst == Res..ip_src &&
Reqy.ip_src = Res,.ip_dst &&
Reqj.tcp_sport == Res,.tcp_dport &&
Req,.tep_dport == Res tep_sport &&
Req; tep_flags == 0x02 &&

Req;.top_seq = Res;.tcp_seq - 1)

{ "\ g o o t 4 1
il 34 manfFeuieuguiniiayila TCP szninadumsidouns

nudeyaiiinsandewiinfavehunoii(Res) fifl Protocol filed 11 TCP Header 191
0x06 uazavFoynmdoyarila SYN/ACK(TCP flags field fiauily ox12) 1 iutheFenReq)iida
Aredayanurila SYN(TCP flags field iy 0x02) lunsufsuisugueaniinifaaziaisan
910 Protocol, IP Source, IP Destination, Destination Port, Source Port field ﬁwhﬁ'uuazﬁ Sequence
Number field vosuimialufheoFonliaumiiny Sequence Number field audae 1 veudinidathy

Aoy @aulew lvveimsdinnsinaisyninlamadeudeansauaaisining 35

Considered Packet = (Res,.ip_proto==0x06 &&
Res,.th_flags==0x10)

Corresponding Packet = (Reqj.ip _p ==Res..ip p && _
Req.ip_dst = Res,.ip_src &&
Req,.ip_stc == Res,.ip_dst &&
Req,.tep_sport == Res, tcp_dport &&
Req;.tcp_dport == Res,.tcp_sport &&
Req;.tep_flags = 0x11 &&

Req..tcp_seq == Res;.tcp_seq - 1)

{ v 2 d a ' 4 '
i 35 msifsuifisuguiimifasile TCP szniullamsFoude

1 { a o 1 { 1 o
nqudeyaitinsandeuiafinvosrhonou(Res) fifl Protocol filed 11 TCP Header (1111

0x06 Uazdsdyaudayariin ACK(TCP flags field Hauilu ox10)WiusheS unReq)fidaday
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@ a (= 1 a
Y IUYUA FINACK(TCP flags field Hauthu ox11) TumsnSeuiteugueainfinezioisan
910 Protocol, IP Source, IP Destination, Destination Port, Source Port field A uuazil Sequence
=4 o v ] | ) \
Number field ¥oauninaluchaiFunfinuniny Sequence Number field audag 1 vouRniadhy

1 = [ < di !
ALY UIREINUNT A ANs oD

o o "y -
3.4.4 TUaOU mimmmmmm‘muazmmgﬁymﬂ

A

a aw o = L4 a
msuanzdanuaih lusdsedmualiinnzdianzdoyariia Tcp, UDP uay

p=1

a @ - = A 3 < o 9
ICMP Tﬂﬂﬂlﬂuﬂ1uﬂ7®y’awqﬁ}5Uﬂ1iW%15m1114@1‘1’1’31 Considered Packet tmﬁzuwmﬂﬁ%gﬂuﬂﬂ
a Y] = v oA Y] o 9 A a A
Llﬁﬂum&‘u*ﬁmalﬂmmmﬂuﬂN"luL‘lﬂuazﬂEJﬂinﬂﬁ’J’iz‘U‘UlumiNﬂlﬂuﬁﬁ‘numﬁ‘l’leiﬂmeiﬂN
a4 W ) P LY a = d o dd oy 2 o A .
lﬂEl'JﬂuLlﬂag1uﬂdlﬂiﬂﬂl1ﬂﬂi\1ﬂ11nﬂu Haxelli’JUﬂ'luliﬂﬂuwﬂlﬂﬂﬂlﬂumagalﬂﬂ"]ﬂuu'n Ownershlp

b3 v
‘Packet TnolvUnouAwandlAlunwWi 36

Window = 100; if (Extj Ownership to Ent,) {
/* Record Range for Searching Ownership */ match = true;
i=1 break;
/* Record Number of Packet in Exit Table */ }
Max = Maximum Number of Packet in Exit Table if(+4 > MAX)j= 1;
For i =1 to Number of Packet in Entrance Table { if (Loop Count > Window) break;
if (Ent, is Considered Packet) { } /* end of while */
t; = TimeStamp of Ent; if (match = true)
if ( - Window / 2 = 0) Compute 7,5 T, = ({,,~ L, )= 1,1,
j=j—Window/2; else {
else j = MAX + (j — Window / 2); Save Packet Information to Loss Table;
old_position_of j=j j =old_position_of_j;
match = false; } 5
While (true) { : }
t ;= TimeStamp of Ext, L Ao } /* end of for */

=)

) ¥ f
M 36 ‘uuﬂﬂun15atﬂiwﬁmmm%'maxﬂ'smqmma

0

s ° =1 =1 3
nanmnsaseiaee 195 suien Tnsvwinifadsuus(Batrance  Table) 1duvn

]
At

4 d o d . 9 4 o ) ' o
llWﬂLﬂﬁlﬂﬂ’Jﬂ‘uiuﬂxﬁﬂ’ﬂﬂﬂ(E}(lt Table) uumﬂwayamummnmsﬁamsmammnu LY LN
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= < o
1fia 14 Internal Forward Table 1f3suieuufinifnly External Forward Table Wsaunpifialu
@ o o ] {
Internal Reverse Table 1S outieunuuininaly External Reverse Table Tagagriuiniaad
s g 2 o o 4y v o g & Y
asyonuIiuuinmamefunndwudiuazeen lddnnumanudidvensitesisdoya

AUAITLUUNNTUNT
Tp= 1,1, 2)

. ——
Tagf ¢, wu1ede naweurinnadaydh
= 3 o &
t, nuneda matveniadiieen
- ' y o o . A

unniiniinge lunuludevieonauve uafidiMun(Record Range for Searching) 1z0®

i 4 1 o 0 v g
luanugapdsnnmsdeasdeyadiudaszuy wazezih llsamny 13 luaswanugaydedoya
=t

’ v . 1
(Loss Table) NllagnafiAmevivenuazv il nisasviannumduasanugadotitou lvi 14

wnsanngums feasteyannrilasiuaas idTunmi 37

Considered=IP Packet( Ent_ip_proto==0x01 ||

Q)

Ent..ip_proto==0x06 ||
Ent,.ip_proto=0x11)
Ownership=(Extj.ip _proto == Ent_ip_proto &&

Ext.ip_id == Ent.ip_id &&
Ext.ip_off == Ent_ip_off &&
Ext.ip_dst = Ent.ip_dst &&
Ext.ip_src ==Ent.ip_stc &&
Ext.ip_len == Ent,ip_len &&

Ext.proto_header = Entj.proto_header)

:i P 1 3 g 4 a L4 v 9 a
U 37 nmﬂ?ﬂumtlumﬂuwmnm“lumummmawwmmaWmazmmqq;ma

. NMANNITANTUURWIZUANAANT Protocol 11U ICMP(protocol field TAuilu 0x01),
TCP(protocol field finifu 0x06) #30 UDP(protocol Hauilu ox11) ‘lunfeuiieumg uitrida

wenualeou il Protocol, Identifier, IP Offset, IP Destination, IP Source, IP Total Length (ia2
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Protocol Header “luuﬁiax field mmeﬁ’ﬂyau@iawﬁﬂﬁmﬂﬁuaCMP Header, TCP Header il&2 UDP
Header)

A U

d
3.5 Ilsunsumsdmszritouamsos

o

a @ ° [
TdsunsumsTasizvdoyaldoonuuylfiisnyarmaiaufuuuy Multi-Processing

au

¥
w e

[ o [ a g 2 o g EY Sy o t @
muuﬁu'wmmﬂ11uuazﬁmmwn‘vummy_,m\ii]uﬂuﬂmmamnaﬁumsmam'mnnu

d’ls/ o/ o Y Ao 1 A 149 o o Y a 4
uaﬂmnuﬂwaﬂytu:mm53%ﬂumagawuﬂ31uﬂanuaquas"lumamﬂﬂmunaﬂumsamﬂzw
A 4 aw 2 Y Y a [ | o = | a a v g 9
Lﬂiﬂ\illﬂ')%ﬂﬂ\lﬁﬂ\iﬂﬂﬂl!‘U‘Uﬁl'}’i‘UTI’i'lﬁ]ﬂﬂﬁﬂu'JElﬂ'J']iJ"ll'lﬂﬂNiJﬂixﬂ‘ﬂ‘Eﬂ'lwliuﬂ1ii)ﬂlﬂ1J°U'01ql‘a

o ¥ ya L4 v ¢ 2 o & o = Yo o
uazmahdeya I 1Finseinadusg FzglsuIuraIng Isunsy lasudyanamnga

]
ot =t

9 U(Interrupt Signature)1 170 TnoTulsunsuldldinafianie q lumshauiidnyus

2e
e

3.5.1 msvenuudeimualunisnsiedudeya

wiheaussadateyaldmiionnrialdfaemsdein T uuniets d2e
msvagluuuiiinialnildfisliadiy Upp asvhimsaddemiansdomissmdusening
aoumiwliannsauanfaudoyatulddens Jane fademsvoaniuiordu(Binding UDP
Socket) M3ATITUTOYRILNYI1914TAY Libpeap Library Fainthiinsreivuazimiunaims

4 < o { o o <
domsdoyaveniiniia ol vaizing203u1] Kumaaldluamd 3s

Network Tap, UDP packet
Configurati Read | Libpcap Called A
Lt Rt “ I Convert packet capture to
. UDP 3
Loop, . Binding UDP Socket ,: Loop
“a|  Send UDP Packetto |/
Classify Unit ¢

Capture Unit

MW 38 YIUMIATINTUTYA

{ v a ¥ . . o v- { o o {
nnamd 38 Tudiuves ufludeyadnns(Configuration File) veifludruiidhdayiinn
[ @ ' o @ o 1 a EY
wihgasniudeyaldiludennasiumlumsivdedoyaludimizousnsiia Tnseenuuylis

3 o A o o ;
VOMUUANTIATYAIU
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DEVICE 1168 50l FreeBSD ldi¥ausaniuginsal Network Card 194 Fxp0, wb0 ttas

P

SENDTOHOST 11894 nueay lefiveunsosasuiiuaei nvininndunilsusnyiia
doya

PORT vnefis vinomuweiawiia UDP #14lumsfuddeyasznirmouiiunedivh
wihiiasiedunazuenyiiadoya
FORMATTYPE,CAPTUREID,HOSTID,CLASSFYID,PACKETINFO #1684 A7 14

fmuanauiia 1A 1Y Capture Header

STOREDISK wi1eti anuziidmualimizensndiniuiindoya luudad
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MAX_REC = 10000;
While (true) {
If (pkt, flags € zero)

Replace packet information in each Table on memory;
Else ‘

Break and report result to end user;
If (++i >MAX_REC)
i=1
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#include <unistd.h>
#include <stdio.h>
#include <ctype.h>
#include <stdlib.h>
#include <string.h>
#include <sys/time.h>
#include <sys/param.h>
#include <sys/socket.h>
#include <sys/types.h>

.
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#include <netinet/in.h>
#include <netinet/in_systm.h>
#include <netinet/ip.h>
#include <netinet/tcp.h>

#include "gmt2.h"
#define FULLMASK Oxffffffff
long timeprevios=0,timeremain=0;

int countpkt=0;

uint32_t mymask;

static void count_and_print_pkt(coral_iface_t *iface,

const coral_timestamp_t *timestamp, void *mydata,
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coral_pkt buffer t *buffer, coral _pkt_buffer t *header,

coral_pkt buffer t *trailer)

time_t Time;

struct tm *tm;

struct timeval globaltime;

long s, *countp = mydata;

struct ip *ippt;

coral_pkt_buffer_t buf[2], *src, *dst;
uint32_t orgsrc_ipint, orgdst_ipint;
struct in_addr orgsrc_ip, orgdst_ip;

int protocolnums;

++(*countp);
src = buffer;
dst = &buf[0];

coral_get payload by_layer(src,dst,3);

if (dst->protocol = CORAL_NETPROTO IP) {

ippt = (struct ip *)(dst->buf);

if (ippt->ip_v ==4) {

orgsrc_ipint=(ippt->ip_src).s_addr&mymask;
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-

-

orgdst_ipint=(ippt->ip_dst).s_addr&mymask;

protocolnum=ippt->ip_p;

if (stremp(inet_ntoa(orgsre_ipint),"192.168.10.1")==0 &&
stremp(inet_ntoa(orgdst_ipint),"192.168.20.1")==0) {

CORAL_TIMESTAMP_TO_TIMEVAL(iface,timestamp,&globaltime);
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s = (globaltime.tv_sec + thiszone) % 86400;
Time = (globaltime.tv_sec + thiszone) - s;
tm = gmtime(&Time);
if (+countpkt == 1)
timeprevios=globaltime.tv_sec*1000000+globaltime.tv__usec;
timeremain=(globaltime.tv_sec*1000000+globaltime.tv_usec)
-timeprevios;

timeprevios=globaltime.tv_sec*1000000+globaltime.tv_usec;
fprintf{stdout,"%d,",countpkt);
fprintf(stdout,"%d/",tm->tm_mday);
fprintf(stdout,"%d/" ,tm=>tm_mon-+1);
fprintt(stdout,"%d,",tm—>tm | year+1900);
fprintf{stdout,"%d:%d:%d.",s/3600,5%3600/60,5%60);
fprintf{stdout,"%d," globaltime.tv_usec);
fprintf(stdout,"%d," protocolnum);

~ fprintf{stdout,"%s,",inet_ntoa(orgsrc_ipint));
fprintf{stdout,"%s,",inet_ntoa(orgdst_ipint));
fprintf{stdout,"%d," ,ntohs(ippt->ip_len));

fprintf{stdout,"%d\n" timeremain);

)
fﬂﬁsh(stdout);

int main()
{
long count;

coral_iface_t *iface;
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int maskbits;

char countparams=2,*strparams[2}={"capture""-Csource=if:wb0"};
count =0,

mymask = FULLMASK;

maskbits = 32;

mymask = mymask<<(32-maskbits);

mymask = htonl(mymask);

thiszone = gmt2local(0);

fflush(stdout);

if (coral_config_arguments(countparams,strparams) < 0) exit(-1);

if (coral_open_all() < 0) exit(-1);

if (coral_start_all() < 0) exit(-1);
coral_set_options(0,CORAL_OPT PARTIAL PKT);

iface = coral_next_interface(NULL);

/fcoral_read_pkts(iface, NULL,count_and_print ._pkt, NULL, NULL, 0, &count);
coral_read pkts(NULL,iface,count_and |print_pkt, NULL,NULL ,NULL,&count);
printf{("received %ld packets.\n", count);

coral_stop_all();

coral_close_all();
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# ethernet device such as fpx0, wb0, etc...
DEVICE  wb0

# ip host for sent packet

SENDTOHOST 127.0.0.1

_ # port token, default is 3056

PORT 3056

# format type 0 - normal(reserve in furture) , default is 0
FORMATTYPE 0

# ethernet identifier, input value between 0 - 9 , default is 0
CAPTUREID 0

# Identifier of each hosts

HOSTID 0

# packet classifying 0-Not 1-Classified, default is 0
CLASSIFYID 0

# packet information 0-None(individual timestamp) 1-Ip 3-Transport F-Reserve

# default is 3

PACKETINFO 3

# save packet's to disk , enable-save , disable-none
STOREDISK  disable

# file name, default is 'disk0.dat'

FILENAME  disk0.dat
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# ethernet device such as fpx0, wbO, etc...

DEVICE  fxp0

# ip host for sent packet

SENDTOHOST 127.0.0.1

# port token default is 3056

PORT 3056

# format type 0 - normal(reserve in furture)
FORMATTYPE 0

# ethernet identifier, input value between 0 - 9, default is 0
CAPTUREID 1

# identifier of each hosts

HOSTID 0

# packet classifying 0-Not 1-Classified, default is 0
CLASSIFYID 0

# packet information 0-None(individual timestamp) 1-Ip 3-Transport F-Reserve
# default is 3

PACKETINFO 3

# save packet's to disk , enable-save , disable-none, default is disable
STOREDISK disable

# file name, default name is 'disk1.dat'

FILENAME  diskl.dat
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#Port Receive from Capture Terminal
PORTRCVE 3036

#Media for Read Data

MEDIAREAD  network

#Internal disk file name, default is "disk0.dat"
INDISK disk0.dat

#External disk file name, default is "disk1.dat"
EXDISK diskl.dat

#Internal Network IP

INTERNALNET 192.168.10.0/25,192.168.10.128/25
#System Under Test IP address

SUTIP 192.168.10.254,192.168.20.254
#Capture ID that live in Internal Network
INTERNALCAPID 0

#Capture ID that live in External Network
EXTERNALCAPID |

#enable or disable Analysis data of distribution table
PACKETSIZE  enable

INTERARRIVAL enable

DELAY enable

ROUNDTRIPTIME enable

LOSS disable

#Enable Analysis data flowed

FLOWED enable

FLWEXP 64
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