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Abstract

Nowadays, as interéonnections among computer systems grow rapidly, Intrusion
Detection Systems (IDSs) play an important role of network security. Some systems are anomaly
based and others are signature based. However, no detection system can catch all types of
intrusions. At the moment most of the researchers are interested in improving intrusion detection
which includes artificial intelligence.

In this research, we propose intrusion detection system using Learning Classifier System
_LCS. We extends work in the area by applying the Self-Organizing Map (SOM) for creating the
new input string by 2-bit encoding rely on' degree of deviation of normal behaviour. The
performance of systems is investigated under an FTP-only dataset and data from
Ramkhamhaeng University. It is shown that the proposed system is able to perform significantly

better than the conventional XCS and twelve ML algorithms.
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\Fedng Auan 41 AniAnme SvdeyaningAnssudnd uazwgnssunisyngn InewgRAney

Qa

13
nsyngnisuteaanidu 4 ndulunniq assielli

1. Denial of Service Lﬂuﬁnﬁmmmmmngnwmmmhuﬁ?nmﬂ@uﬁaLﬂ@ﬂ:ﬂﬁmmm
IHUEN96n9 16 1iu smurf

2. Remote to Local Lﬂuﬁmﬂmmmmmn‘;;ﬂ*?;'l:i"l,é’t,ﬂuqmLsnfa:ﬂuﬁ‘zuuLwiwsrm'qu:vif'ﬂﬂ"lu
FTUL 1Y guess password

3. User to Root Lﬂuﬁnwmmmmmna;n*?';wmmuL‘i”nzjszuu‘llmﬂﬂ'lﬂ%aw%rﬂmsgﬂLﬂ@‘?gmmaﬁf
11U buffer overflow

4. Probe IUANH UL TBINITYNINANLIINATIAGBLNIABAUTBITTUL LU portsweep

TanAduaes [13], [14] nsasmnssesdeysns nadnanizdayantinisidense

'
¥ o o

vy ILAsRINLLY FTP (port 21) wind Bundn FTP-only dataset wnldwusaasdeyanlddmiu

v
t%

P e 3 o o P Py P = . P
ﬂqﬁ‘Lﬁ‘E}ugN 798 ‘.U@Nu@ LAZAIUTUNITNAFADLN 837 "].I't]?;l,@ UIEAZLAARNTNATINTNN 4.1 UANATINUY
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¥
Fain s uIunuan EzeAsImae 29 AnANEE IMsAndnuzuLLFyanyal (Symbolic) kUL

FaLaUFaLeY (continuous) WAZHLILIAALAT (discrete) Qmﬁn‘wm:ﬁ Whanuudyansaidasiinisliu

v .
% 1

Thdususarien  wasantiulunng @mﬁnwmzﬁﬂmsﬁum‘lﬁm@%ﬂwﬁwmum 0 ™ 1
(normalization) 8MM5LISLNNIBANITYNINULILIFNT] B ﬂmmmqmmns;nﬁmumiﬁuwué’qa
o -3 ] o nﬂ' dl [~ a ‘a ei o 9 d'

fola1 1 B4 4 uaz 0 drwduipanaiidungfnesun®d lum1s1an 4.1 uamAININLEITBYANINTZANY
MINWEFANTTNANTYNTNULILIA] sontedeyanifunginssuinfdsaizarunsaniaivan FTP-only

dataset 15@ﬁnhttp://www.itee.adfa.edu.au/~alar/codes/codes.html

R19199 4.1 Srurndayaras FTP-only dataset inszaneALARTAFNS’)

Class Training instances Test instances
Normal ~ Q=373 ; 122
Probe 5 2

DOS 104 57

U2R 3 ' 15

R2L 313 641
"Total 798 837

4.1.2 HANNSNARDI WATNITIATIEN

Tunsmaneubasdusldiantemasasdastin FTP-only dataset ANUANIT 41 Tauin
837 daya deliszuunsduudressindnuuniseinmuuy XCS Buuf Tnelildtmduneuiudlu
winzwnsfimeflagununm SOM - mensdi 4.2 me\mamswmamﬁqamﬂmugns’i@al«aﬁ'ﬂﬁ‘lé’

. ¥ v
AINNITNARBININNA 30 AT

P '
M1919N 4.2 mmmgnﬁmmms:uu XCS

Class XCS
Normal 95.17+ 0.01
Probe 35.00+ 0.26
DOS 99.67 + 0.01
U2R 91.77+ 0.11
R2L 35.33+£0.01
Total Overall 49.27 1+ 0.11
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anuansnaseduansliifiudiszuy Xcs  Iilsz@nsnimanugnaesaesaaia  Normal
(95.17+0.01) As1@ DOS (99.67+0.01) uszAmIA U2R (91.77£0.11) g9 usiaana Probe
(35.00+026) uazAand R2L (35.33%0.01) lsz@vinmanugniesiinin  Aadauali

Usz@vinmaanugnieslaasuimuneylussdunnife 49.27 £ 0.11 aennsaanunuide [1] A

]
b4

FnsAnEHAnsINLIasLL XCS Alregadeyanilouadeyaluuiazaanalianna (mbalance

U

)
& ] L) 1

Dataset) $ayanismseadunisyngniitediudeyehiarlunguil ag/liadrefaaudiszuy XCs
=l 1% 4dl dnﬂl o ] ] ° £%
wazsruunsdaufuian]  lunsdifsziusesmanuhisunarasunaluisiazaanags sl
UszAnanmanugniasanas dmsuaand Probe uazaatd R2L Aldlsy@nanimaniugneiesn
ndnpsnadu  iumszdadauaesdouandeyadmiunieduul  uazdwiumaaeylienzas
Tnenannzaang RoL findnusudeyadiwiunis@au 313 deys usifiduaudeyaiionlinasey
= Y Sy ° o ) v o o Ny A& o g v
szULgeie 641 faya enaazlidfeyasiuaunnifinuuanaaindeyadmsunisiaug foirlil
UszANBANAMNYNFRIN
1) ° i d' ° d‘d”
manaaasiellisianimmaaesiaein FTP-only dataset MagauszULaItnlaue lunll
Bundisvuy  SOMXCS  duwinszuuasiinistliudimisifimesfanisdnsiamusyuainy
Aelsnifaiszilfaindsnisaes SOM anfuazideysi el wszuunisFouiaasiaauun
Usstnnuuy XCS Anpn1agniadiaieannn1snaaesiavn 30 Ase uansliluniseh 4.3
anran1smaaeandlidaaudnszL SOMXCS Mlszdnsawandalunng rana uanald

WiwdnnnsTsinnnsdnstanussiuuiiausn® inlidmasiivedsiie wanuezdeyalddiuan

X
1U

AN9199 4.3 A1ANNgNFaTasTULNIANe SOMXCS

Class The proposed system
Normal 94.0910.02
Probe 80.00%£0.40
DOS 98.0510.40
U2R 48.0010.09
R2L 83.1510.15
Total Overall 85.16+0.11
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ludaugatinsimfusmmanimasesisassgluuuiinaaunnfauiisuiuszuunisGaug
wuvau an 12 szun Ineldsenun (Software) Weka [17) Iiihumanuafdmiumadeuszuy nnun

A fimesuAnsgunNTesenuas Tnamageuriudeys KOD FTP-only a1uau 30 AR

] o ' ¥ cll d‘
LIUNd mm’mgnmmmﬂmmmiﬁ‘mmmw 4.4

d ¥
A19197 4.4 ANAINGNABNBITEULINNTFauiuane sTuL

ML Normal Probe DOS U2R R2L Overall
C4.5 98.36 100.0 89.47 33.33 0.3121 21.51
RF 99.10(0.01) 100.0(0.00) 99.59(0.01) 31.78(0.25) 15.54(0.13) 33.94(0.10)
RT 94.51(0.03) 98.33(0.09) 97.95(0.02) 37.56(0.32) 24.92(0.20) 40.44(0.15)
LMT 97.54 100.0 100.0 86.67 14.04 33.57
NB 92.62 100.0 98.25 60.0 8.89 28.32
BN 94.26 100.0 100.0 93.33 29.02 44,68
Logit 95.90 100.0 100.0 66.67 17.94 35.96
MLP 97.81(0.01) 83.33(0.37) 100.0(0.00) 44.00(0.38) 35.34(0.48) 49.1 2(0.01.)
RBF 94.81(0.03)  100.0(0.00) 96.61(0.01) 86.67(0.00) 10.48(0.04) 30.22(0.03)
SMO 98.36 100.0 100.0 100.0 3.28 25.69
IB1 99.18 100.0 100.0 100.0 11.23 31.90
KSTAR 100.0 100.0 100.0 40.0 18.25 36.32
XCS 95.17(0.01) 35.00(0.26) 99.67(0.01) 91.77(0.11) 35.33(0.15) 49.27(0.11)
SOMXCS 94.09(0.02) 80.00(0.40) 98.05(0.40) 48.00(0.09) 83.15(0.15) 85.16(0.11)
4.2 nMsNARDIT 2

4.2.1 TayaNANLUABNRIADT NUTINENRETINAIUK

gt ldmnsternueyiamsiifudeyaananniiuaenfiames NMINENAE

s Tneidudeyefiiluiirsacdnions (Server) Fanvimwiiiinnsiiuma (Webpage)
winraamanendosagln 4.1 Taedeya Tnaifuiawizdeys IP Protocol uAzABNITNUTBYAN

- |
TURTIBUAAIN

2

Tunsifiudeyarazionisudenisiiudeyaiilu 2 diu

9/ Aﬂld a S
¢ dayaniingsinssuing

a



27

=

Tunsfudeyanimoinssutnfiie WildwgRnssunisldiaseunqu e linmsiiu

%@:ﬂﬂ%\mum 5 Ju wintudusanis 3 T Funyasrang 2 U Banfiudaus 10 wln
Tanda 17 w@inn Taesmstufindeyadaluss 20 wninnudali

® dayangAnssNNITUNIN
Tunisa¥redeyanisyngnisrendalsunsy Net Tool 5 avgil 4.2 defluaiadugluuy

'

mstauit Inpazdnaasnistauisne udeaniiudeyauniiluugs Tnsgduuunistauin

“e 4
NAABINAIAAI LA 4.5

SRLAES

Ports 1 To 65535

2
Open rorts Maz Connections.

Ports Scanned o

0

- £ B
519 4.2 Tsunsu Net Tool 5

KAEWIS 1612e6611% ¥
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. A 1 °
A1519% 4.5 glununislanandnges

suluuumslaug Hardurastisunsu Net Tool 5 Al
DOS Http Flooder, Pinger , UDP
Probe Fast Port Scanner

4.2.2 n15lauAKRLL DOS (Denial Of Service)

Y .
ﬂWTI"QNaLLHUﬁLﬂuﬂ’]?ﬁQ LA Lﬂ@lﬁ‘ﬂ’lmﬂﬂﬂﬁ’ﬂﬂgﬂ?:ﬂu Whuung anam Wszuuhuing

aignunsnlFiEnisueetng vselianunsanneusallls Geuiainaiigdeeanldiianuisousiaants

- uweinadiaya (Data Packets) mstanfisilinlildlnanisdauiianadeysifzannmnn
lﬂl b4 k28 ‘ﬂl S o o € ° = :’/ [ :{/
diadeyadnangrsasmmnafiinliluimainewinumlszaunanaanass patiunngs
< 2 o ¥ as s dl 3 = dl o
wiAnadunBrnuuan anamiiinefaearseuthnunebifiamenazaiunmnsesy
-3 ' :’l Q.Il’l” d’ Q % dl ¥ Y A ¥
whanamailgiamn - Gearadinliiaseadlmunabitinislédas  visedamyanis
Tusnstliae
< © [ 2 o s = d!/ % ) o
- uRAnadmiunnsaauAN (Control Packets) snpgneaaanistanFuuuil Taun nnsin
SYN Flooding Unfinisidansieuuy Three-way handshake lulmndneaisialy udly
mslaRdnenei e ldnisin Three-way handshake liauysal nanfe isesnize
Wnnsdeduryros SYN Ul udileliSudynnne ACK anniszesfilifEnisuds g
Fuanos SYN meundull vinlieFesiliEnsseadinnisideusiasannisnaundy fagili
- =) 4 1 inzallil ¥ o ! dl =
43 Fansilanasdensesaionliufecldnineinsaesssiudounile  uazwININNIA

Fuoradudnmoustinn  waznineinsussszuuilllfinane - enailiszuylidanunso

T i3nsetnsdu vialhBnsiugfestesuauls

v 2 Yo ¥ a
HvoUINIs AIUIMS
SYN
59
ACK
SYN >
ACK 39

51191 4.3 uannnsdauiialNaULLIL SYN Flood
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4.2.3 NMSALNUNASH (Port Scan)

i
2/ =

4 o e =i d‘ﬂl & < Aﬂ‘ J b %3 :’/
’Q’Wﬂﬂ"ﬂu’&"]ﬂﬂgT@GW@?WVI‘BWV}?ZHﬂN’]E}Lﬂ‘]JW@TEIVL'ﬂULLWﬂLﬂq LW@?ZHQWT@H@Wﬁ\?LT’m’mu

Fhmesuenndiadula uazuenndiadusine fazidenldnefauunaiasine M iy FTP Linesn

'
A

Wuead 21, SMTP Mdwasmuuneae 25 (s Slawawnaaduannnesmlaunldeundafiintm

1 = a ] g o [ o

H o
patginfinnsiasieaninesmrasmuusalal wndifiviinisaeuiung ll fhapnudrAyaeanesni

H
=

& XK [ ' dl = 7] = olr v dl ° ] ’ L
e wasmaafhutimunsaeanisyngn wang’ﬂmmmewaLmu’memmmuﬂﬂ”uu‘imm
TneviluudouanndirdunrazafiafidlalfBnsegazlmnananefanmuauazianfulneiall
o :’/ d} o Y & o = (%
fathudianansaunuudaiazinnaN L Bl As U UNIRT§IU
msaununess  Wunisdsraurazlaas leatveuameniclaasifessiupan unisds

v
]

or o I's -ﬂ.d & as =1 o= ‘dl 1 A = v A
nalilasuniudan wesnndlaguulads yia DTN uazgan WWamsaaaauIinsaliusniag
v P & = = v = o o A
arlsthauulagson Golumnsdedriuennfiedulszinnlasgtie maliade Mitanldinenis

o 1’« v [ [ %4 % o k73 i’/ : =l d‘ ¥ 1
aununasatudaniunisaudastaninunluinsinareannldnuiedn araaziunsdounliiesdng
FlaigitnmueFlutnsinreaiesin W ldnadnsunluiign F8n1sMisinuimaasaa TCP SYN Scan

’ L 74

MeR19T TCP SYN Scan 38ifaunuazsinnisas SYN uwiana (amArunan SYN i)
d: L] = 1 . ar ' 11 o ans 1 ar
L‘W@mmsmmmimﬂmanmﬂwmﬂimiummwuﬂgummmﬂ:‘lm@Namsmmm}@m’jwma
nduan Jemndlnenauagfazneunduundee SYN ACK (HwiAintfiah anfuwdn SYN uaz

v @ - 1l AN T h 8 >3 Y X
ACK Biiu 1) vievanlifuenndiaduininuegasaeunduuinig  RST  N1saUNRULILUNIN
neoadauLLlsam N tas Ui En e densadin udliainisaidlansinsalddnsa wmaiia

-g i’/ = 1 - ] 1 A L 9 £ 1= dl ]
flunaasagnidundn half-open scanning Aalaigusniy 3-way handshake 15 a9lsifinsmansia

9 fatuszudnaAsesdaunuiLLAzaaignauny

4.2.4 NMSANAUTAYS

Iuﬂﬁsﬁnﬁu*’i’@gaL‘/ﬂv’@Lﬂugﬁuﬁ”yagaf&w§UT&J?memqw$ummnqﬂ 1 Tsunsu
TCPdump Fadlutisunsu Protocol Analyzers dnwiuszuudfiifinig Unix (dwiuszuunlfikinag
Windows 14l1sunsn Windump) TCPdump IEmuNNEus LA 1990 7 LawrenceBerkeley
National Laboratory lwanuddaaaasldlsunsy TCPdump'&wsv*ULﬁm’ngaﬁfa%iuuLﬂ?mi'm Tne
Option 289 TCPdump LT

# tcpdump -i interface

[an interface 7 TCPdump azpasiudays 1amiuirsashiinans interface (3 Lan Card

nanelly)



30

# tcpdump —n _
TCPdump Az lfiNW host name aAn1sAuIdaain DNS
# tcpdump -1

azifiudeyaiazuaninalily buffers Geanansairdeyaiivaslidlésell

1aNanil TCPdump flaanunsa’ld Regular expression Il
ether proto \ip W@RIN"TidaNAesas IP IianIn1sdetaya

host <host ip> LAAANIZ connection NEIAIN host 15 &9fie host W

o n'/ dl =2 d' 3 ' d: ] a o d’l
mmﬂﬂumsmﬂmuﬁmsm@umm:mm‘ummwumu

# tcpdump —i <interface number> -n ether proto \ip and host <host ip>
HAANER IAAINAIAY tepdump Tnesialuiinel
timestamp connection-protocol src > dst: flags data-seg-no. ack win urg options

ANBELNLNATRIANEY tepdump AR LARIANTITN 4.6

A5 4.6 ANBTUNEZIUTTNBUVBHARNER LFATN tepdump

timestamp szummﬁ" packet 1%1&'] mu'a‘ﬂnifﬁm?:mhﬂﬁ'ﬁﬁmsﬁnﬁu packet
connect-protocol 3:1,_l°]jﬁm°ljﬂdnﬁiﬁ®wiﬂlﬂu IP IPX IGMP %38 ARP

src i:qﬁumqﬁ'm packet W4 IP address A port Adlumsidonse

dst S:i,}ﬂﬂﬁﬁﬂfmﬁm packet V'{'\‘l IP address La port ‘m‘ﬂum?ﬁﬂmi@

flags szygiinued packet 3iuuuula vl flags S (SYN), F (FIN), P (PUSH)

Y3 R (RST) vi3a single . (Lifinnss21) flags)

data-seg-no. ILRURIAUTBY packet Tunisdadiaya

ack 1WA AT packet lunnsdadayaniainlyl
. o =3 y d' o 4 ]

win 3v1J97U9U buffer evanendamanalumiag byte

urg 52119 packet WuH urgent data u packet

Tuntsnaaesiis llsunsy windump  Fauflumesiuass tepdump  vuszuuUfiRNNg

Fuladadenaaslisunsuanansouandlifagi 4.4




:\Ouindunp —1i 2 —n ether proto \ip

: listening on \Device\NPF_:

49 .993415 128.121.79.138.
.293468 161.246.61.198.

.193353 123. -22:138

.19? 95 161.246.61.198.2

P 128.121.79.138

161.2

.991389
.291437
.191338
.191383
H .288946 ’ Ve,
H6:46: 82 298992 161.246.61.

8.2398 > 128.121.79.138.88: . 1 win 64138
8.88 > 161.246.61.198.2488: . ack 1253485766 win

{Cl°D4992 -1594-4FBE-8CDB-2B98A42088889>
88 > 161.246.61.198.2396: . ack 1113654838 win

2396 > 128.121.79.138.88: . = 1 win 65535
.88 > 161.246.61.198.2424: . k 2939988571 win

424 > 128.121.79.138.88: . 1 win 65266
.88 > 161.246.61.198.2398: . ack 942758918 win

.88 > 161.246.61.198.2396: .
.2396 > 128.121.79.138.88: . ac
.88 > 161.246.61.198.2424:

.2424 > 128.121.79.138.88:

.88 > 161.246.61.198.2398: .
22398 > 128.121.79.138.88

sﬂw 4.4 FRENHAANEN IFANNAT 1H911 windump

'
b 2

wisantiundenansdeysilingsinssunfuazdeyangAnasunisyngnsasidsunsy

U

windump uda azidieyailfdiunsruaumsudasieysinuiiiingsyuy (pre-processing)

Aﬂl 2% ¥ d’ dj < a; o é’
waldag lugUuuummanzangaiulsunsng i unies

b4

f-ﬂ‘ ¥ o ' ¥ v v o o CJ'
Fayai ldndsanntmnszuaunisulasudeaztlszneuhisnanansusaeaIam 4.7

= o o ' s
AN919N 4.7 ANANHIIZADITDHANGNANNEIUNIZUINNIG pre-processing

Duration

TVITUZIN6IT8Y connection UUFILALTHIUAL

Protocol type

szyrlinaeitnstnpeaililunisidendaidy TCP, UDP

Source byte

91JA7U9U byte NFHUNIIE

Destination byte

$21J370U byte NUaEN19Ea

3

Source_Count_connection

311/47u9M connection  WfiaTunnelu 2 Au1iain

o =5 e
LARINNILAEINY

Destination_Count_connection

o a a aa
$YYATUIN connection mﬂm‘uumalu 2 TUINDN

3

Uananiaasaiu

Source_service_count_connection

37479 connection  MRATuAelU 2 FuInaIn

WHEINNNLABNTULAS service WBRNULTY Hitp ftp

Destination_service_count_connection

o ) o a = s aa
ITUIUIU connection mnmumﬂiu 2 AUINDN

Uaraniaumaaiuuay service Waanulgu Hitp ftp
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Hanrdeyanliuntiunszuauns  pre-processing ugais Ifingadeysuinasenuanuay

200,000 dayalaeisdeyanensisnisne 4.8

A5 4.8 Aududayanlinuaanaie

Class MUIUTBYS
Normal 100,000
. Probe 50,000
DOS 50,000

wisandayarnunszuaunis pre-processing udafiazihdiayalmdngnszuaunisionua

seAuANNARUSNE (Abnormal Quantization) WaznsrUIUNIEERFlUIZLL SOMXCS sinly

4.2.2 HANISNAADY WASNNSILASIER

< _
Tunmaseas i musstniTinessie 98eiiszuy SOM uarssuy XCS ndlounis

naseaiugadeya FTP-only Arasngnsiesiiléiainszuy SOMXCS amnenuamlifanns i 4.9

A19139 4.9 ANAINDNFIBITBITTLIL SOMXCS

Class Training instances
Normal 97.53+£0.15
Probe 96.27+0.08
DOS 98.10+ 0.09
“Total Overall 97.38£0.12

wasandunszLaunsiBauiudasnaiunsatiiszuy SOMXCs wldldldaunsaadunisyn

14 Y ar = " d!’ ¥ ° e o o Y ¥ A 9 as 9 ) Ay ]
anld Ineisn liimunBumefinalesiudmsusndudeysussuduneuliiugguansudtlaayshn

]
o =

fianunefinliarnnginssudniiviall e igualdantiunssielusegii 4.5



B2 Basic Application Example
File Help
Select interface Adaotov ethl; Bfoadcorn 440x l[]!lmlntegreted Controler IP: /161.246.61.188; Hardware Add: [0, -64, 97 69, 51, -57]; v
Souvfe ”P Destination 1P Duvatvon time Flag Src. B;ta Dest. Byte S'( Count  Dest. Count S(;:. s‘ervvcount Dest. serv count  Status
161.246.61.191  239.192.152.143 0.0 wP Mm99 0 o o Bl 11 A
161.246.61.191  239.192.152.143 uoP 119 o 12 2 12 12 st
161.246.61.188  65.54.199.140  0.012 LICP 0 0 2 B T 1 ]
161.246.61.254  161.246.61.255 0.0 uoP 201 0 il 1 1 1 |
161.246.61.129  161.246.61.255 0.0 uoP 201 0 i 1 1 1 i
161.246.61.188 161.246.61.255 0.0 P S0 0 1 1 1 1 ]
161.246.61.191 161.246.61.188 0.0 P 62 L 1 1 1 -
161.246.61.188 161.246.61.191  0.2525720000... TCP 1733 1806 2 il 1 1 }
©161.246.61.255 0.0 _upP 201 0 i ji 1 1 i
161.246.61.255 0.0 UoP 234 o o 2 1 2 1
A 149 16124661255 00 UoP 2l 0 2 3 2 3 g
161.296.61. 188 193.149.47.82 0. . TCP 427 0 5 1 1 1 i
161.246.61. 190 ,161.246.61.188 LICMP 1158 158 1 1 1 1 i3
e I R T S i 5 5 5 5 S
Capture ’ Stop Exit §
j j
‘Jd I o/ - or o 2 1 da" ﬂ
g1 4.5 Wsunsumsaadunisyngnanizivdudeya lunsdindeyadulni

v v o o v ¢=4' ¥ A v | a o L3
anngudesulisunsusndudeysidiuazeennieuarelusnsiideysiulniluaedund

Status uanaliiuindieyatiagriunlysunsusdndulfidudeyanislfenimnnng (Status = Normal)

waaa N s13ullsunss Net tool 5 AananiAradiadIaedn1slaniuLL Denial Of Service

(Http flood uaz Ping of Death) 31 4.6 uax 4.7 uassbiiiiulietinadaaudisr uuaninInAsIaeL

161 (Status = Http flood W&z Ping of Death ANNANAL)

¥ Basic Application Example
File Help
Select interface Adaptor ethl; Broackom 440): :onuo Integvated Contmlev lP 1161 246 61. 188 Havdwaehdd [U 64 -97, 69, 51, 57], v
SoucelP Destination [P Durationtime  Flag  Src.Byte  Dest.Byte ~ Src. Count  Dest. Count  Src.serveount  Dest.servcount Status
161.246.61.191 161.246.61.188  2.0999999833...TCP 0 o 1499 N i Http flood i
161.246.61.191 161.246.61.188 0999999833... TCP 0 0. 500 1 Hitpflood
161.246.61.191  161.246.61.188  3.5999997635... TCP 0 0 o1 A P  Httpflood |
161.246.61.191 _ 161.246.61.188 _2.2000007447.... TP 0 0 502 > Frtpflood |
161.246.61.191 161.246.61.183  2.2000007447... 1CP 0 0 503 1 Htp flood
161.246.61.188 TP 0o 504 1 _Httpflood
1.246.61.188 2. 1P o 0 505 1 Hetp flood
161.246.61.188  2.2000007447... TCP 0 0 506 q Hetp flood |
161.246.61.188  2.2000007447... TCP 0 ) 's07 1 Http flood i
| 161.246.61.188 .2.200000744'7... TP 0 ) 508 q T hetpfioed |
161.246.61.191 161.246.61.183  2.2000007447... TCP_ © 0 509 A o Hitpflood |
161.246.61.191  161.246.61.188 TP o 0 510 510 0 “Hetp flood K
161.246.61.191  161.246.61.188 .rcP 0 0 -ty s 1  rtpfled
161946 61 100 143 24k €3 100 BL 7 . W . . . N 5 e - €32 i) S P Y S Ch.(
1 | |
l Capture ! Stop i Save to File Exit

519 4.6 Tlsunsumsaadunisyngnaniziududeya TunsaininislanAuuy Hipflood



34

Hasic Application Examp
File Help
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Using Self-Organizing Maps with Learning Classifier
System for Intrusion Detection
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Abstract. Leaming Classifier Systems (LCS) have previcusly been shown 1o
have applicaticn in Intrusion Detection. This paper extends work in the area by
applying the Self-Organizing Map (SOM} for creating the new input string by
2-bit encoding rely en degree of deviation of nermal behavicur. The perform-
ance of systems is investigated under an FTP-only dataset. It is shown thal the
proposed system is able to perform significantly bewter than the conventional
XC5. modified XCS and twelve ML glgorithms.

Keywards: Intrusion Detection, LCS. Self-Organizing Map.

1 Introduction

As interconnections ameng computer systems grow rapidly, Intrusion Detection Sys-
tems (1DSs) is an important part of network security. A detailed survey and taxenemy
of practical IDSs may be found in the literature [1]. Scme are anomaly based and
others are signature based. However, no detection system can catch all types of intru-
sions. Each model has its strengths and weaknesses in detecting different violations in
networked compater systems. At the moment most of the researchers are interested in
improving intrusion detection which includes artificial intelligencer [2].

Intrusion detection can be considered as a classification problem, where a bad or
illegitimate activity in a computer system must be distinguished from normal activity.
One of the classification methods by using both reinforcement learning and genetic
algorithms to model a dataset is throvgh the use of production system rules. In these
system, known as Learning Classifier System (LCS). XCS was introduced by Wilson
[3] as an enhanced version of the traditional LCS propesed by Holland [4] has dem-
onstrated excellent performance on a number of data mining tasks [5]. Applying XCS
and develop some modification on the XCS (6] to intrusion detection have proposed
by using KDD Cup 99 data set [7]. Their studies showed that XCS cutperform other
classification algorithms, especially the modified XCS.

T-B. Ho and Z.-H Zhou (Kds. 5 PRICAT 2008, INAIS35) pp. 10711076, 2008,
% Springer-Verlag Berin Heidelberz 2008
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The main contribution of this paper is to improve XCS's application in the intru-
sion detection. We investigate a Self-Organizing Map (SOM} for clustering each
feature separately to vblain relatively of normal behaviour patterns. Each feature of
incoming data is quantized into four levels with 2-bit encoding rely on degres of de-
viation of normal behaviour. After that, create the input string for XCS by bil combi-
nation of each feature, let's the XCS learn and classify the data. Our findings suggest
that the accuracy as well or better that other methods.

The paper is structured as follows. Section 2 will provide the system architecture
and brief description of XCS. Section 3 describes the 1999 KDD data set. The ex-
perimental is explained in section 4. Section 5 provides the conclusion and future
works.

2 System Architecture

The proposed system architecture consists of three main parts: abnormal quantization,
combination parameters and XCS as shown in figure 1. The idea is, firstly. we calcu-
late the level of abnormal behavior in each feature from SOM which is trained by
nermal behavior. Secondly, ereate the input string for XCS by bit combination of each
feature. Lastly, let's the XCS learn and classify the data. The detail of each pant is
explained in the following sections.

STR-Caly Datanst
Kb Sensers

V= B Zombration |
Farameiars

Saanizatian Procoss

Fig. 1. The proposed IDS wehitectune

Catguinle §hoa] %
Favonnd Quaniaton
= \ Caiparaian
i TEninG PR |
Cacaigls fuve
£ . AR GuanizIien
" Coiruivion
Taalesy e |
’
ApLEncoding

Fig. 2. Flow of data in SOM enceding phase
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2,1 Cuantization Process

Each modole based on building mindel of normal data. The quantization error is calcs-
lated from the normal model in chserved data. If the quantization error is grater than
the threshold then the observed data is reported as an attack. In our approach, we
hypothesize that each feature of data is independent and has one more group of nor-
mal behavior an each feature. Therefore, in training phase we create SOM model for
clustering each freature separately. After that, in testing phase, we. use these models
guantize each feature of incoming data into four levels with 2-bit encoding. The over-
all quantization process can show you as figure 2.

2,1.1 Abnormal Quantizetion Calculation . _
In our architecture, we use 20 SOM models fior cluster feature of data. Each SOM has
size Sx1and trains only normal behavior data.

The learning process of an SOM [8] can be thought in terms of continuous adapta-
tinn of nodes for mput vectors. We sunmarize the learning process as a repetition of
following basic tasks:

1. The mput vecter xifl is fed into every node in the map o identify the output
vactor's winning node. Tt is-common to use Euclidean distance as the basis to
measure similarities. '

2. The weight of the winning node ¢ is tuned by the difference betwesn the wnput
veetor and the weight vector. Not only the winning node is learning but also its
neighborhood nodes are learning as -well. After finish the learning process of
SOM. we calculate the mean and the standard deviation of each node based on
the clustered data. The map of SOM can be represented several normal distiibu-
tion curves as in figure 3,

1
1
1
]
)

]
[WTLITING h

] -""’_”I’I paale 2 4 h

Fig. 3. The nosmal distribution curve of the SOM

We quantize each cluster (pormal distribution curve) into four levels by using 2-bit
encoding. Figure 4 shows how to break up the total area under the curve for enceding
the input data. Table 1 shows the summarization of 2-bit encoding data. ‘00" means the
data is absolutely normal. *01° means the data is almost normal, *10” means the data is
significantly abnormal and *11° means the data is absolutely dangerous to the system.

2.1.2 Abnormal Quantization
Once the SOM is trained and abnormal quantization calculation is obtained. the in-
corming dala can be quantized as follow:

1. For every incoming input. find the winning node of the SOM.

2. Encoding to 2-bit by using mean and standard deviation of winning node.
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Nl’(,t.c' §

8-V .
pdo p-2s oy opro pt2s prlde

Fig, 4. The total area under the normal distribution curve

Tabke 1. The 2-bitencoding data

The kevel of Abnormal 2 bit ~encoding  The range of dota

€ - Normal 00 (U-1G=x = u+1G)

1- Minimal 01 26 <X -1G or t# 16 < X < 1426)
2 - Significant 10 (U-362 X P=26-ar 1+25 < X < u43G)
3 - Dangerous 11 (X < U-30 or X - 3G )

2.2 Combination Parameters

After the data is encoded every features. we can create the input for XCS by combin-
ing everv feature into an input string as shown in table 2.

Table 2.Combination of parametens as input for XCS

Parameters Pl P2 P2 P4 PS5 P6 =, P29
[nput string 0o 0l 00 10 00 11 00
2.3 NS

XCS is a Leaming Classifier System without internal memory. where the rule-based
consists of a number (V) of conditionfaction rules. The condition is the ternary alphabet:
10. 1. #) and the action is coded as an integer. Associated with each rule are prediction
payoff i p). prediction error (£). fitness parameters (F) and niche size estimate ().

On receipt of an input data. the rule-based is scanned, and any rule whose condi-
tion matches the message at each position is tagged as a member of the current match
set [M]. An action is then chosen from those proposed by the members of the match
set and all rules proposing the selected action form an action set [A]. A version of
XCS's explore/exploit action selection scheme will be used here. That is. on one cycle
an action is chosen at random and on the following the action with highest total pay-
off 1s chosen deterministically.

Once the action is selected, the environment returns a reward (R). which is used to
update the prediction payoff (p). the prediction error (£3. the niche size estimate and
fitness parameters { F) of each member of the current [A] using the Widrow-Hoff delta
rule with learning rate B.
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¥CS employs two discovery mechanisms, a niche genetic algorithm (GA) and a
covering operator. XCS uses a time-based mechanism under which each rule main-
tains a time-stamp of the last system eyele upon which i was consider by the GA. The
GA is applied within the [A] when the average number of system cycles since the last
GA in the set is over a threshold #.,. The reader is refemed w [9] for a full algo-
rithmic description of XCS.

3 FTP-Only Dataset

We use the 1999 KDD cup intrusion detection dataset [7] has been extensively vsed
in ID research. Four categodes of simulated attacks were injected among the normal
traffic. In [6] extracted a small subset consisting of FTP wonwrol records {port 21 only)
from these training and test datasets. which amounted t¢ 798 training instances and
837 test instances. They call it the FTP-only dataset. The datasets are available from
the ALAR LAB website (httpsiwww.itee.adfa.edu avi~alar/),

4 Experiments and Discussion

In our experiment, we test our system compare with the XCSR {XCS with real--

number} and XCS(FO0.3 [6] which is the extension of XCSR for IDS. We experi-
ment with 5x1 SOM. The parameter setting of XCS similar to use in Wilson [3] as
follows: F=02; =0.1; £=10; =3 ;=0.8, 1:=0.04. 2,=25; £;;=25; &=0.1 and the

maximum population size is N=2000,

Table 3. The mean and standard deviation of the aveuracy of varjous AL algorithim with XCE.
XCEFCH.3 and The proposed sysiem

ML Nornml Praobe DS LU2R R2L. Overall
4.5 98 .34 100.0 89 47 3333 03121 21.51

RF 99.10(0.01) 100.0(0.00) 99.59¢0.01) 31LT8Q25) 15540.13)  33.94(D. 1Y)
RT 4. 51(0.03y BR2IZD.09) 97.95(0.02) 3TS6(032) 24.92(0.20)  ADAHD1S)
LMT 97.54 1000 100.0 667 14.04 3357

NB 92,62 100,0 D3.25 D0 3.39 2832

BN 9426 160.0 100.0 9333 29.02 44 .68
Logit 95,50 100.0 1.0 6HLT 17.93 35.96

MLF OF.R1(0.01) RI33D3T) 10DD0.00)  34.00(0.38) 3534(0.48) 49.12(0.01)
RBF 24.81(0.03) 10D.0(0.00) 96.61(0.01F  86.67(D.00) 1048(0.04) 3D22{N.03)

SMO 98.36 160.0 100.0 1000 328 25.69

1B Q018 100.0 100.0 0.0 J1.23 31.50
KSTAR 1000 100.0 120.0 40.0 18.25 3632

XCs 95.17(0.01) 35.00(0.26) 9267001y 9177001 3533(0.15) 4927{0.11}
XCs 9437001 3833031 94.53(D.03) T4.870.15) 3913014  £7.03{0.11)
(FOO03

The Pro-9409002) 8D.OX0AG) 98.05(D.40) 4800009 B3.15i0151  35.16{0.11)
pused

sysiem
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We then challenge the proposed system with other twelve ML algorithms. The av-
erage accuracy of baelve ML algorithms reported in (6] for FTP-only data set. Table 3
Nustraws the result of twelve ML algorithm. two versions of XCS and the proposed
system. All twelve algorithms perform better on Probe. Consistent with the previous
research 6], the result showed XCS perform peor when dealing with the imbalanced
problem. In other influence class R2L, however, the proposed system performs well
compared to twelve algorithms and the two versions of XCs.

5 Conclusion and Future Works

In this paper. we introduced the use of SOM improve the performance of XCS for
intrusion detection. The proposed system uses SOM as input guantizer by training
SOM separately for each feature on normal behavier data and uses their mean and
standord deviation quantizes the input.

The proposed system was tested on FTP-only dataset which is a sub-set of 1999
KDD cup intrusion detection dataset. It is shown that the proposed system can im-
prove the accuracy of XCS and also use Jess than menwry in term of maero classifi-
ers. We also compare with twelve ML algorithms and found that the proposed system
outperform the accuracy obtained by twelve ML algorithms. We are currently cwr
proposed system to the other intrusion detection dosmain,
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